" pDIGITALIN-HEALTH

Unlocking the Value for Everyone

°
Q
N
S
o
e
=
=
<
()
S
=]
)
o
)
2
(@]
=
is)
S
o

@) WORLD BANK GROUP




© International Bank for Reconstruction and Development / The World Bank
1818 H Street NW, Washington DC 20433
Telephone: 202-473-1000; Internet: www.worldbank.org;

This work is a product of the staff of the World Bank with external contributions. Note that the World
Bank does not necessarily own each component of the content included in this work. The World Bank
therefore does not warrant that the use of the content contained in the work will not infringe on the

rights of third parties. The risk of claims resulting from such infringement rests solely with you.

The findings, interpretations, and conclusions expressed in this work do not necessarily reflect the
views of the Executive Directors of the World Bank or other partner institutions or the governments
they represent. The World Bank does not guarantee the accuracy of the data included in this work.
The boundaries, colors, denominations, and other information shown on any map in this work do not
imply any judgment on the part of the World Bank concerning the legal status of any territory or the

endorsement or acceptance of such boundaries.

Nothing herein shall constitute or be considered to be a limitation upon or waiver of the privileges and

immunities of The World Bank, all of which are specifically reserved.

Rights and Permissions

This work is available under the Creative Commons Attribution 4.0 International (CC BY 4.0) unported
license https://creativecommons.org/licenses/by/4.0/. Under the Creative Commons Attribution license,
you are free to copy, distribute and adapt this work, including for commercial purposes, under the

following conditions:

Attribution - Please cite the work as follows: Digital-in-Health: Unlocking the Value for Everyone.
World Bank. (2023). Washington DC. License: Creative Commons Attribution CC BY 4.0

Translations - If you create a translation of this work, please add the following disclaimer along with
the attribution: This translation was not created by the World Bank and should not be considered
an official World Bank translation. The World Bank shall not be liable for any content or error in its

translation.

All queries on rights and licenses should be addressed to the Office of the Publisher, The World Bank,
1818 H Street NW, Washington, DC 20433, USA; email: pubrights@worldbank.org.

Cover and graphic design: Theo Hawkins, World Bank



DIGITAL-{INl-HEALTH

Unlocking the Value
for Everyone

@ WORLD BANKGROUP







Table of Contents

FOIBWOIA ..ottt sttt b et be st et bbb e bt e e sbeneeben i

ACKNOWIEAGIMENTS ..ottt st st st bbb bbb s be b e besbenes ifi

AD DI EVIATIONS ...ttt sttt %

Navigating the FIagship REPOIT.....ccviriririeirieirieiseneeseenieste et ese e sbeneas vii

CHAPTER 1 THE VALUE OF DIGITAL TECHNOLOGY

AND DATA FOR HEALTH AND HEALTH CARE .....oiieieeereeereeeeecneeseeeseneeesneeseneesenennns 1
Key Messages in This ChapLer ...ttt 2
Health Systems Face Significant and Growing Challenges ........cccovveveveveriecenierenennns 3
Digital Technology May Help Overcome Health Sector Challenges
AN BUITA VAU ..ttt 6
The Time Is Ripe to Unlock the Value for EVeryone........cvvecvenninisenevenienenennns 8

CHAPTER2 HOW IT STARTED: DIGITAL TECHNOLOGY

AND DATA IN HEALTH ...uiiiieteseeeeeeieetetetestssessessetetesessessessessessensessssessessesesseesassasseneens 15
Key Messages in This ChapLer ...ttt 16
e-Health, m-Health, and Digital Health .......cccccevevieveiiieccsece e 16
Global Digital Health Milestones in the Last 10 Years......ccccvevvevivereneneeeneenienes 19
The World Bank Journey in Digitalization and Development ..........cccocveencenenns 22

CHAPTER 3 LOOKING BACK: DIGITAL HEALTH INVESTMENTS

IN THE LAST TO YEARS ...ttt eseesee st este e e e ssesseste st st sassassessesesnssnssnsssessensen 27
Key Messages in this Chapter ...t srenees 28
The Findings of Other Assessments of Investments in Digital Health .................. 29
Investments Related to Digital Health in the Last 10 Years.......ccccovveeeineereeccnenes 32
Investments in Digital Health by Other Development Partners.......ccccecevcvnnnnene. 37
Private Sector Partner Perspectives on Investment in Digital Health.................... 39
Digital Health Investments: The Perspectives of Patients and Providers............. 42

CHAPTER 4 LOOKING FORWARD: A DIGITAL-IN-HEALTH FUTURE.........cccccceruuueenn. 47
Key Messages in This Chapter ..ottt e s 48

Advances in Digital Technology



LTl ST u < gl = 1=T=1 o o TP 48

What Is Meant by Digital-in-Health ..o 54
What Digital-in-Health Means in Individual CONtextS .....cccoceveereineninereereceene 58

CHAPTER5 COUNTRY READINESS FOR AND DETERMINANTS

OF DIGITAL-IN-HEALTH SUCCESS ...ttt sssesensesesstesssesessssssasesnne 79
Key Messages in This ChapLer ..ottt 80
Country Readiness Measured through Maturity Metrics.......cccccvvecevneccennecncnenes 81
The Maturity of Digital Health Building Blocks Around the World.........cccccoeueuene. 82
Digital Health Maturity in Relation to Digital Transformation Maturity................ 84
Determinants of Digital-in-Health SUCCESS .....cvivieineirieecercceeseeseeees 86

CHAPTER 6 UNLOCKING THE VALUE: TEN RECOMMENDATIONS

FOR ACTION ..ttt st st st se s s et st be e s sssssssesssnesssnesssne 105
Key Messages in This ChapTer ...t 106
Getting Digital-in-Health Right: Prioritize, Connect, and Scale.........cccceveeerenenne. 107
Prioritize to Solve Intractable and Growing Health Challenges ........ccccoceeoenennee. 108
Connect to Deliver New, More, Better, and Seamless Services .......cccccveeereenne. 114

Scale to Ensure Equitable, Replicable and Sustainable Access to

HEAITN CAre ettt 129
Financing the Implementation of the Digital-in-Health Recommendations....... 139
CHAPTER 7 CONCLUSION ....ccotiiiiriitictnietiettsttecsssesssesesesssessssetssessssessssesssesees 145
REFERENCES ..ottt 149
Annexes
A Ways in Which Digital Adds Value to Health Systems.........cccocevvvvenevinerinenenenieens 165
B Steps Involved in Conducting the World Bank Digital Health
POITFOlIO REVIEW ..ttt 167
C Role and Perspectives of the Private Sector in Digital Health.........ccccovevnnineee. 173
D Indicators that Constitute the Global Digital Health Monitor.........cccceevevieniennene. 189
E Five Layers of Digital Health Leadership and Management.........cccccoveeveccneenne. 193

F India’s Vision for Digital Health: a Case Study on the Future of Digital
Technology and Data Embedded in Healthcare in India.......ccocecvevvrinirincennenenn 197

G Indonesia’s Vision for Digital Health ..o 219



Boxes

1

C1

The Revolutionary Opportunity (and Risk)

ASSOCIated WIth GENEIATIVE Al .evieeeieeeeeeeeeeee ettt ettt s et e e s saeeeseanessnaeeas 50
The Four SUbiNdeXxes of the GTMI ....oceiveiicieieeeeeeeeeeteeee et sreesaee e 81
The State of Evidence on Digital Health........cccccoiieiniineinieceeeeecee 89

Digital Public
[N (=S A Ul (U <R 103

Giga for Education: A Global Initiative to Focus on Connectivity in Education ..120

Range of Open Standards for
Exchanging Health INformation ... 125

An Inclusive Approach to Public Digital Health GOOdS.......c.ccoceverevenienenenienienns 127

WHO Guidelines for Assessing, Monitoring, and Evaluating
Digital Health INVESTMENTS ...ccuiviiirieirieree et 138

IFC Investment in Early-Stage Health Technology and
Digital Health INNOVATOIS ....ccveiieireisieceeere ettt 174

Maps

1

World Bank Investments in Education Management
Information Systems SINCE 1997 ..ottt 22

2 Comparison of GDHM Index Values and GTMI Index

Values aroUnd the WO ...ttt s te et sveesneesareesaee e 86

Tables

1

v A W N

Five Most Important Interventions to Save on Health Costs,

Kenya, Nigeria, and South Africa, BY 2030 .....ccccecevereerieiinieeneesereeseeseeseeeeeseens 7
Digital Health Projects Captured in the Digital Health Atlas ........ccccooevivevnennenene 30
Digital Health Investment Estimates, by Priority Area.......ccccecvvevievcencenenienenenienn, 31
Digital Health-Related Investments, by Type and Region, 2012-22 .........ccccceune. 32

Number of Projects and Volume of Digital Health-Related Investments,
DY SUDCATEEOIrY, 2012-22.....ccuiiiiiieirieirieirie ettt sb e be st a s sesesbenens 35

World Bank Funding for Digital Health, by Subcategory of
HIS-Related INnvestments, 2012-22 .......ccccvriieinieitneienetie et 36

Patient Perceptions of Digital Technology and Data in the Health
SEIVICES TREY USE vttt sttt sb s enas 42



8 Technology in Health Care: Advantages and Disadvantages from
the Perspective of Health Care Providers ...

9 How Is Digital-in-Health Different from Digital Health .......ccceccvvevviineinecnerninnns
10 Maturity of Aspects of Digital Health, 76 Countries, 2023........cccccveirenneneneneens
11 Challenges for and Determinants of Digital-in-Health Growth .........ccccovevcinnes

12 Addressing Challenges to Create Solutions to Grow
Digital-in-Health MINASEtS.....cccciiiriieee et 1

13 Different Recommendations Are Prioritized Depending on a
Country’s Fiscal Space and Digital Maturity.......cccoeirrineienenneneereesieeseeeees 1

B.1 Taxonomy Used to Map Digital Health Projects, by Type
(Foundational, Functional and FrONTIEI) ......cuceeveiveeeeieeeicceeereeere et 1

C.1 Checklist: Issues for Consideration in World Bank Projects......c.ccccoeceveccncnnennes 1

Figures
1 Proportion of Diseases Aggravated by Climatic Hazards ......c.cccoevvvecinenenenieennen.
2 How Digital Technology Can Support Universal Health Coverage.......c.ccccoceeunuene.

3 Three Ways Digital Technology and Data Add Value to Health
SYSEEM DIIVEIY .ttt

4 Range of Uses for Digital Technologies in Response to COVID-19........cccoeeenenennee
5 Types of Data 0n Health ..o

6 Compound Annual Growth Rate of the Global Datasphere:
Health Data Grow the Most QUICKIY......ceciveeeriirieinieineiseseeenee e

7 Growth in the Volume of Academic and Scientific ArticleS......ccevvvevevveviveviineeinnne.

8 Links between Digital Adoption Prior to COVID-19
and COVID-19 Cases and DeAtNS .....cccveveirrieieirirectrsccere et

9 Factors Contributing the Most to COVID-19 Deaths and Cases
AFEEI TNE PEAK .ttt

10 Countries with Strategies for Universal Health Coverage, e-Health,
Health Information Systems, and Telehealth ...

11 The Rapid Rise in Mobile Subscriptions per 100 Population,
BY RegION, T960-2027T ....oiiiiieiiiieteieteeetet ettt sttt st sbe st bbb b b es

12 Key Moments in Digital Health-Related Development Relevant to
Low- and Middle-INcome COUNLIIES .....coeieivirieriiririercerseeeee e



13

14

15
16

17
18
19
20

21
22
23

24

25

26

27

28

29
30

31
32
33

World Bank: Five Policy Priorities to Support

Digitalization and DeVelOPMENT .....cccciveirieirieietrieereese ettt 25
World Bank Investment in Disruptive Technology, Health,

Education, and Social Protection, South Asia, 2020.........ccceceveererinenneneencenenens 30
Digital Health-Related Investments, by Type and Region ........cocccveveevecerennienns 33
Changes in Type of World Bank Digital Health Investment

Prior t0 COVID PrOSrams .....coeevirierieeienitesie st sttt ste st et sre et sreessesaeessesanessesnnesseens 34
The Opportunity to Engage with the Private Sector on Digital Health.................. 39
Burgeoning Applications of Digital Technology in Health and Health Care.......... 49
Use of Generative Al in RAAIOIOZY ...c.covviiiirieirieinieisesieeseesreesteee s e e 51
The Health Digisphere: Health Data, Information Systems,

Technologies, and INTErVENTIONS. ....c.coiviiirieerereeeere e 54
From Digitalization to Digital-in-Health........cccoevreiiniiirirnicnescseeeseeeees 55
Integrated Information System for Health FINanCiNg......cccccoveoiveinennincincncns 60
Conceptual Design of Mali's OPSANTE Supply Chain End-to-end

DiIZITAl SYSTEIM ettt ettt a b e s nesbeneas 64
Areas in Which Artificial Intelligence Is Being Used in the

Drug DevelopmeENTt CYCIE ..ottt 67
Global Digital Health Monitor Index Results, by Country

INCOME LeVel, MAY 2023 . ...ttt sttt ettt sb st sbeneas 83
Global Digital Health Monitor Index Results, by Region,

IMAY 2023 ..ottt bbb 84
Correlation between GovTech Maturity Index 2022 and

Global Digital Health Monitor INdex 2023 ........coeiveireirieeereeeeeeeee s 85
Personal Data Protection Legislation Differs Markedly by

COUNEIY INCOME STATUS ...cevtieiiriieiteteeet ettt sttt s s 94
Internet Affordability as a Share of Monthly INCOME ..o 95
Digital Discontinuity Resulting in Data Collection Efforts and

Compromises in Data QUAlITY ...ceccvevieirieirieireseeereee e 97
Disconnected, Unlinked INformation SYStEMS .......cccvevvveveeverieeniereseeeereeeseesienens 98
Three Areas Needed for Digital-in-Health to Add Value ........ccccvevninninniniennn. 108

Sequencing in e-Health Development, MONTENEEIO ...cccvveerereeirieerieerieenreeeeees 109



34 Tiers of Evidence from the UK Evidence Standards Framework
for Digital Health TEChNOIOZIES ....cc.civieireeeiereee e

35 A Road Map for Digital Health Investments, Tanzania.........cocoeveevereeenineeieenennens

36 Connected, Linked, and Distributed Information Systems
With Core Central REGISTIIES ....oouciieirieieieie et

37 Use of Collected Data at the Operational Level .......cccvvvvineiiniiinennenseneenen,

38 Eliminating Digital Discontinuity through Electronic Health
RECOIM APPrOACNES. . .iiiiieetec ettt

39 Digital-in-Health Growth Is Incrementally Accelerated through
POSItive FEEDACK LOOPS...cviiieiieiirieirieisieteeie ettt

40 Comparing Fiscal Space for Health with Digital Health
Maturity and GOVTECH MatUrity .cccocvererierieieiereiereeer e sre e seens

41 Digital Health Portfolio Identification ProCess .......ccevveveerecnenineneesieeseenienes
42 How Digital Health Supports Health SyStemMS ......ccceveveirieirireeireereeseesieeeeens
43 Areas in which Digital Health Adds Value in Health Care........cccoooveviveiinenncnennene
44 How Digital Health Reduces Fragmentation in Health Care Delivery..................

45 Digital Health Adds Value by Driving Financial
Savings or New Streams Of REVENUE........cocirevriireeeee e

46 Digital-in-Health Governance Implementation
and Management: FIVE LAYEIS ..ottt

47 Indonesia’s Challenges and Vision for Growing
Its Digital-in-Health ViSION ....cc.cviiiiiieieeieccccet st



Foreword

Over the past decades, the health of the world’s population has improved. Fewer children are dying
at birth or at a young age; individuals living with HIV can now enjoy good health for many years; and
both men and women are living more comfortably and longer. Yet, for billions of people, the promise

of a healthy, long, and productive life still feels unattainable.

Governments that have made progress in enhancing the health of their populations have applied
digital technology to strengthen health systems, boost health financing, make public health more
effective, and reach more underserved and vulnerable populations. It is becoming clear that the
future of health care is embedded in technology and linked to innovations in data. No longer is digital
health the purview solely of those who are curious about technology. Digital technology is at the core

of efforts to strengthen health systems: digital-in-health.

As digital-in-health is integrated across essential health system functions, governments and stake-
holders must maintain and reinforce the foundational building blocks that are necessary for digital
technology to operate successfully. They must prioritize to solve significant health challenges, help
different areas of the health system become connected to deliver new and better health services that
the changing world requires, and scale up to ensure equitable access to health care for everyone.
This will involve surpassing important challenges, but key lessons are already being learned: grow
leadership, put data governance front and center, engage the private sector, create and build on the

evidence on what works, and focus on long-term sustainability.

In 2022, the World Bank committed to supporting five pillars of the global agenda for digitalization
and development: (a) digital infrastructure, (b) digital platforms, (c) digital enablers, (d) digital
safeguards, and (e) the crosscutting areas of gender and social inclusion and regional and inter-
national collaboration. Investments in data and technology will be needed across health systems,
education, and social protection to increase human capital. These investments should be aimed at

building trust and capacity, realizing equity, and narrowing rather than widening the digital divide.

Now the real work begins: the extensive endeavor to achieve significant progress in digital technology

and connected data systems that people will trust and all may access. Countries will drive the change.

The goal of this flagship report is to provide governments and other stakeholders with practical
guidance on where to start, regardless of a country’s digital maturity or fiscal challenges. The World
Bank remains ready to assist countries everywhere in reaching their full potential in the use of digital

technologies to protect and accelerate the growth of human capital.

Mamta Murthi
Vice President: Human Development
World Bank
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Navigating the Flagship Report

This report describes how governments can use digital technologies and data to deliver
new, more, better, and seamless health services that people can easily want, access,
and rely on. It lays out recommendations to be implemented by governments and other
stakeholders to unlock the value of digital technology for all and describes how the
World Bank can support this process along the way.

Chapter 1 describes the value of digital technology and data to low- and
middle-income countries; it concludes that the time is ripe to unlock this
value for everyone.

Reflecting on the origins of technology use in health care, Chapter 2
provides a brief history of digital technology and data in health systems, as
well as the World Bank’s evolving focus on digitalization during the last 15
years.

Looking back, Chapter 3 quantifies and describes the World Bank financing
for digital health in the last 10 years, as well as the types of digital health
investments made by other development partners and the private sector.

It also summarizes the perspectives of patients, providers, and commu-
nities on the value of these investments and how to improve the value in the
future.

Looking forward, Chapter 4 defines the next wave of evolution to unlock the
value for everyone: no longer a narrow focus only on digitalization, but an
inclusive, embedded, and infused focus on digital-in-health.

Chapter 5 examines the readiness of low- and middle-income countries
to embrace and realize a digital-in-health future. The maturity of digital
health systems is examined in the context of the maturity of digital trans-
formation across all of government. Based on case studies of country
experiences, the chapter concludes with a description of 11 determinants
that are instrumental in the ability of countries to extract the most value
from digital technology and data for better health.

Chapter 6 offers 10 recommendations to help countries make progress in
prioritizing, connecting, and scaling up digital technology and data for
better health and describes how the World Bank can support countries
along this journey.

Chapter 7 concludes by providing metrics of progress that governments
and other stakeholders might want to consider as they pivot investments in
digital technology and data to unlock the value for all.

Vii






CHAPTER 1

The
Value of Digital
Technology
and Data for Health
and Health Care

‘ ‘ If health care reform 1.0 was
about improving coverage, I would say
health care reform 2.0 is going to be
about improving delivery. In all sorts
of technology-enabled ways, that’s the
opportunity here.”

Sachin Jain, Chief Medical Officer,
CareMore Health System



DIGITAL IN HEALTH : UNLOCKING THE VALUE FOR EVERYONE

IF? Key Messages in This Chapter

Improving health is becoming more difficult, not easier. Despite immense progress, long-standing
health system challenges in low- and middle-income countries linger. Disparities in health

and health care persist and have grown because of the pandemic. The challenges have been
compounded by both sudden-onset and more slowly growing crises that increase the volume and
types of health care required, a situation that is likely to continue for the foreseeable future. A pivot
to preventive care and public health is also under way.

Health systems are under pressure to deliver new, more, higher-quality, and seamless services
during a difficult period of limited fiscal space.

It is not only the kinds of health services that need to expand, improve, and change; populations that
want to protect and improve their health and who need care have also changed.

Responding to these challenges, health systems are—as complex adaptive systems—in constant
flux. Policy makers and planners both engineer and react to these ongoing iterative cycles of
change. The experience of successful countries shows that digital technology and data—designed
and implemented iteratively with patients and stakeholders at the center—are key aspects of well-
functioning health systems that are able to respond to the added pressures emerging in the twenty-
first century.

Digital technology and data can add immense value to health systems. Digital technology can
strengthen health systems, improve health financing, make public health care more effective, and
reach underserved populations. Digital technology can make health services more personal, prevent
increases in health care costs, reduce differences in care, and make the job easier for those who
provide health services. It can also enhance efficiency. For instance, connected electronic health
records and virtual interactions such as telemedicine can generate up to 15 percent more efficiency
gains and free resources to address the other needs of patients.

For three reasons, the time is ripe for this value to be unlocked:
+  More health data than ever are being collected and are ready to be used.

- Innovation is driven by the need to deliver new, more, better, and seamless health services and

prepare for future crises with less funds, while addressing long-standing inequities.

- Experiences during the COVID-19 pandemic have shown that digitalization can make a real
difference.




CHAPTER 1 : THE VALUE OF DIGITAL TECHNOLOGY AND DATA FOR HEALTH AND HEALTH CARE

Health Systems Face
Significant and Growing Challenges

eople all strive for health and well-being, and health systems support this

goal. Humans strive to live long and happy lives devoid of illness and rich with

opportunity, connection to others, and contributions to society. For this to

materialize, a multifaceted approach is needed, one that includes preventing
disease and injury, promoting health and well-being, and providing timely, high-quality,
affordable, and well-coordinated health care services that people need and in which they
play an active role. Health systems support efforts to prevent, promote, and provide for
better health and well-being through good stewardship, the creation of resources, the
supply of finance, and the delivery of services (Darrudi, Ketabchi Khoonsari, and Tajvar
2022).

Despite immense progress, long-standing health system challenges persist in low- and
lower-middle-income countries. While the progress is evident, health systems in these
countries are still in the grips of myriads of difficulties that impede their ability to deliver
high-quality health services that everyone can easily access, afford, want to use, like,

and value. Among the most intractable challenges facing health systems are inequity

in health care delivery, resulting in disparities in health outcomes; too few skilled and
too many underskilled health workers; inequality in the access to and affordability of
health services; the inconsistent quality of health services; uncoordinated health care
delivery; limited coordination between private and public sector providers; inconsistent
clinical pathways for the same diagnoses; administrative complexity; overtreatment;
piecemeal health information systems (HISs) with disjointed and unprotected data;
insufficient financing; inefficient flows of funds; and a risk-averse culture wary of
change. In addition, evidence is not being used adequately to guide health care, resulting
in suboptimal, sometimes ineffective care. Indeed, according to one estimate, only 50
percent to 60 percent of care is delivered in accordance with the highest level of evidence
or consensus-based guidelines, and the rate of adverse events (1 in 10) has not declined
in over 20 years (Braithwaite 2018). There is also sizable inefficiency. Thus, Shrank,
Rogstad, and Parekh (2019) reckon that nearly 30 percent of health care spending is
wasted.

These enduring health system challenges have been compounded by both sudden-

onset and more slowly growing crises, a situation that is likely to continue for the

foreseeable future. In the past few years, these challenges have been amplified by

sudden-onset, large-scale health emergencies, such as the COVID-19 pandemic, other

disease outbreaks, such as periodic Ebola and cholera outbreaks, escalating conflict,

and natural disasters, such as the 2023 earthquake in Tiirkiye. Furthermore, health

systems must respond to more slowly growing health crises that add pressure, such 3
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as (a) the impact of climate on health (Figure 1: over 60 percent of all known human
pathogens will be aggravated by climatic hazards) (Mora et al. 2022, WHO 2021b);

(b) the rising shares of older people with more complex, chronic medical needs; (c)
significant increases in the need for mental health services; and (d) the growing burden
of noncommunicable diseases, the cause of 75 percent of all deaths in the world in
2022.! Post-pandemic recovery continues to take a toll. Health systems must also
account for the role of the systems in greenhouse gas emissions, considering that health
care delivery contributes between 3 percent and 10 percent of global carbon dioxide
emissions (Mercer 2019).

Figure 1  Proportion of Diseases Aggravated by Climatic Hazards

Infectious diseases that are
aggravated by climate
hazards

Infectious diseases that are

Source: Based on Mora et al, 2022.

Besides these challenges, a pivot toward public health and the integration of public
health in health systems is occurring. In the first half of the twentieth century, gains in
life expectancy were mostly driven by significant improvements in public health, while
the contribution of medical care toward these gains was comparatively modest. By the
1960s, medical care emerged as the primary factor extending life expectancy. Yet, the life
expectancy increases relating to medical care were more modest than the large increases
in public health-driven life expectancy gains (Bunker 2001). This is because only 10
percent of preventable deaths are associated with medical care; the rest are related to
lifestyle factors, environmental factors, and genetics, all of which require public health
solutions (Shortell 2013). Demographic, nutritional, and epidemiological transitions are
driving a rise in the share of the world’s population that exhibits unhealthy lifestyles,
which means this will be a bigger challenge in the future. It also means it is likely that
public health-driven life expectancy increases will emerge in the future. For these
anticipated gains to be realized, a 2023 Lancet Commission has suggested that closer

“The Role of the Health Community in Climate Action: Taking Stock and Moving
Forward,” 76th World Health Assembly, Session 3, World Health Organization, Geneva,
May 24, 2023, https://www.who.int/news-room/events/detail/2023/05/24/default-calendar/
the-role-of-the-health-community-in-climate-action-taking-stock-and-moving-forward.
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synergies among universal health coverage (UHC), health security, and health promotion
are needed (Agyepong et al. 2023).

Disparities in health and health care persist and have grown because of the pandemic.
The COVID-19 pandemic has highlighted the persistent challenge of inequity in health
and health care. For example, more than half the world’s population does not have
timely access to surgical care. Thus, although they represent 48 percent of the world’s
population, low- and lower-middle-income countries account for only 6 percent of

the surgical procedures performed annually (Meara et al. 2015). Only 29 percent of
obstetricians are based in these countries, though these countries show the highest
rates of childbirth. To improve equity, the global health community needs to focus

on more than inequities in service delivery and in the distribution of health workers
(PLOS Medicine Editors et al. 2016). It has been suggested that global health equity
should be defined in terms of equitable health outcomes (products), but also in terms
of how the services are delivered (processes) and the persons involved in designing and
implementing the services (partnerships) (August et al. 2022).

It is clear from the above that health systems are under pressure to deliver new, more,
higher-quality, and seamless services during a difficult period of limited fiscal space.
Because of the pressure, more health service delivery opportunities need to be made
available through the limited number of health facilities and by the limited number of
health workers in the current environment of often stagnant or shrinking health budgets.
This is particularly the situation in low-income countries and in the countries in fragile,
conflict, and violent settings that need the most help.

Health care needs to be improved, expanded, and reformed, but the populations that
access and depend on health care are also not the same now as they once were. Today’s
populations have different preferences, demands, needs, knowledge, and perceptions
about their own health and health care relative to populations in the past. Today’s
populations are more highly digitally connected than ever and have a growing sense

of the health care they want, how they want to access and receive health care, and the

health information they are willing to share (Lupton 2021).

What will be required for health systems to adapt to these growing and shifting
challenges? Health systems are complex and in a constant state of flux, characterized by
incremental cycles of learning, adaptation, and change (Paina and Peters 2012). Making
changes in health systems endure is difficult. Health systems often suffer from a take-
up problem, a diffusion problem, and a sustainability problem (Braithwaite 2018). A
2017 global review across 60 health systems as diverse as the health systems of Rwanda
and Vietnam found that four factors were common in successful efforts to achieve
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effective, lasting change: (a) the acorn-to-oak tree principle (that is, a small initiative that
tackles a specific problem may lead to systemwide impacts and change, instead of large,
systemwide, long-duration reforms); (b) the data-to-information-to-intelligence principle
(the role of information technology [IT] and data is becoming more critical for delivering
efficient and appropriate care, but must be converted into useful intelligence); (c) the
many hands principle (concerted action among stakeholders is key); and (d) the patient-
as-the-preeminent-player principle (individuals are at the center of change) (Braithwaite
et al. 2017). In all four of these areas, technology and data are relevant.

Digital Technology May Help Overcome
Health Sector Challenges and Build
Value

Technology and data—designed and implemented iteratively with and by patients and
stakeholders—are clearly catalytic components of the current wave of health system
changes. Digital technology and data can add immense value to health systems and to

the health of the population in several ways:

a. Experiences in countries

Figure 2 How Digital Technology Can Support
Universal Health Coverage
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c. Digital technology supports progress toward UHC (Figure 2). Digital technology
and data by themselves are not sufficient to realize UHC, but they are necessary.
Governments and other actors may not be able to address health challenges fully
without them.

d. Digital technology and data can increase efficiency and save money. A review by
Jousset et al. (2023) finds that the three largest economies in Africa—Nigeria, Kenya,
and South Africa—could save 15 percent of health system costs by scaling up five
digital solutions (Table 1). Given the constraints on fiscal space in the health sector
faced by many low- and middle-income countries, knowing concretely that digital
technology can improve efficiency is game changing.

Table 1  Five Most Important Interventions to Save on Health Costs,
Kenya, Nigeria, and South Africa, by 2030

Digital solution % of total efficiency gains

Kenya Nigeria South Africa

Virtual interactions, which include 43% 35% 39%
video visits with doctor/clinician, remote
monitoring, and e-triage to determine
health care needed

Going paperless through health 30% 26% 30%
information exchanges and electronic
health records

Decision intelligence systems (like 9% 10% 12%
supply chain predictive systems or
clinical decision support, or hospital
digital twin systems)

Workflow optimization and 10% 16% 11%
simplification

Patient-focused interventions, including 8% 13% 8%
patient self-care and patient self-service
(like for appointment scheduling)

Source: World Bank staff calculations based on data Jousset et al. 2023.

e. Digital technology supports health service delivery in terms of data and reporting,
clinical and administrative processes, and communication and integration (Figure 3;
and see details in Annex A)
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Figure 3  Three Ways Digital Technology and Data Add Value to Health
System Delivery

The Time Is Ripe to Unlock the Value for
Everyone

There are three reasons why the time is ripe for the health sector to unlock the value of
digital technology and data for better health for everyone.

First, in responding to COVID-19, new digital technologies were rapidly deployed,
creating momentum. The COVID-19 pandemic brought about substantial changes in
the way health care services are delivered, leading to an unprecedented surge in the
use of digital tools for health service provision, the promotion of public health, and the
administration of COVID-19 and other vaccines (Budd et al. 2021; Golinelli et al. 2020)
(Figure 4). Technology was useful and important not only in the emergency services
that COVID-19 required, but also for the durability of routine health services. The
pandemic offered an opportunity to accelerate the implementation of digital health
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solutions that may have been recognized as options prior to COVID-19 and to understand
the preconditions that favored the implementation of such solutions, particularly in
telemedicine (Baudier et al. 2023). This generated momentum in efforts to assimilate
technology and data as central components in the ongoing evolution of health systems.

Figure 4 Range of Uses for Digital Technologies in Response to
COVID-19
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Source: Budd et al. 2020.

Second, the amount of data on health and health care is growing at staggering rates,
but these data are not yet being used to maximum potential. Governments and other
stakeholders have multiple sources of these data on health. Some of these data on health
are generated in the health sector, while other data are located outside the health sector,
such as data on social grants or the educational status of individuals (Figure 5). Globally,
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the amount of data has expanded and continues to grow rapidly. An estimated 30 percent
of the global datasphere consists of health data (Reinsel, Gantz, and Rydning 2020). The
health datasphere is the volume of health data flows in the world (Floridi 2007). Up to
2025, health data are anticipated to exhibit the highest compound annual growth rate

of data in any sector (Figure 6). The academic literature—approximately 30 percent of
which is relevant in the health sector—has exponentially increased in the last several
decades. The annual growth rate has more than doubled, from 3 percent in the 2000s

to almost 7 percent in the 2010s (Johnson, Watkinson, and Mabe 2018) (Figure 7). More
than half is available in open-access journals.? These data are not being used. It takes, on
average, 17 years for new medical evidence to be translated into routine medical practice
(Morris, Wooding, and Grant 2011). That duration represents almost half the career of a
practicing physician.

Figure 5 Types of Data on Health
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2 Open Access Uptake by Countries/Regions (dashboard), International Association of Scientific,
Technical, and Medical Publishers, the Hague, the Netherlands,
https://www.stm-assoc.org/oa-dashboard/open-access-uptake-for-the-top-30-article-producing-

countries-and-other-geographical-groupings/.
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Figure 6 Compound Annual Growth Rate of the Global Datasphere:
Health Data Grow the Most Quickly

36%
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Source: Coughlin et al. 2018; RBCCM 2019; Reinsel, Gantz, and Rydning 2020.

Figure 7  Growth in the Volume of Academic and
Scientific Articles, 1975-2018
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Note: With over 1.8 billion entries, Dimensions.AI is the world’s largest linked research database. ESCI
WoS = emerging sources citation index in the Web of Science. Scopus = a database of the academic
publisher, Elsevier, with information about the abstracts and citations of Elsevier’s published peer-re-
viewed literature. See Dimensions (dashboard), Digital Science, London, https://www.dimensions.ai/;
ESCI WoS (Emerging Sources Citation Index, Web of Science) (dashboard) Clarivate, London, https://
clarivate.com/products/scientific-and-academic-research/research-discovery-and-workflow-solutions/
webofscience-platform/web-of-science-core-collection/emerging-sources-citation-index/; Scopus
Preview (dashboard), Elsevier, Amsterdam, https://www.scopus.com/home.ur.
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Third, countries with higher levels of digital adoption prior to the pandemic
responded more effectively to the pandemic, exhibited more decisive government
action, and, as a result, had fewer COVID cases and deaths. In their analysis, Heinrichs
et al. (2022) find that a country’s level of digital adoption (prior to COVID-19) was almost
as influential as demographic and lifestyle factors in predicting COVID-19 deaths and
cases (Figure 8). A scoping review of the causes of COVID-19 cases and deaths identified
the lack of digital infrastructure as one of the strongest contenders (Figure 9). The data
show that, as part of future pandemic preparedness efforts, the expansion of digital
technology should become a cornerstone of health system resilience and pandemic
preparedness.

Figure 8 Links between Digital Adoption Prior to COVID-19 and
COVID-19 Cases and Deaths

Feature importance of total cases per million Post peak slope analysis of new cases (weighted)
o " u n
E - oEREE g
= |
03 £
% £ -200-
£ 02 S r:035
g T £ g0 Ruom JmisE
8 1 = p-valie : <0.001 -
0.1 _rccu <250 ]
= [ =/>250and <750 |
-600- [l : =/>750and <1333 | O
0.0 .
. T T T
Female  Digital  Aged Male  GDP per 0.25 0.50 0.75
smokers ~ adoption 70orolder smokers  capita Digital adoption index

index

Source: Heinrichs et al. 2022.

Note: Panel a shows that the level of digital adoption prior to COVID-19 was as instrumental in deter-
mining the total COVID cases per million population as biological determinants, such as the share
of women who smoke and the share of the elderly in the population. Panel b shows that countries
with larger changes in post-peak new COVID-19 cases had higher levels of digital adoption prior to
COVID-19.
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Figure 9  Factors Contributing the Most to COVID-19 Deaths and Cases
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CHAPTER 2

How It Started:
Digital Technology
and Data in Health

‘ ‘ The past is kind enough to give
you lessons. The present is kind enough
to give you opportunities. The future is kind
enough to give you both.”

Matshona Dhliwayo,
entrepreneur, philosopher and author
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IF? Key Messages in This Chapter

Early efforts to introduce digital technology and data in the health sector focused on the
digitalization of health data and on creating health information systems (HISs) to manage health
data. The use of digital technology in health later expanded to focus on mobile applications in health

care.

The last decade has been monumental for digital health because of global initiatives, strategies,

global principles, and commitments.

The World Bank has undergone a journey to realize the promise of disruptive technology and
digitalization for development. Throughout, the World Bank has been committed to supporting
the efforts of governments and stakeholders to use digitalization to improve sectoral outcomes and
systems, including through the World Bank health portfolio.

16

e-Health, m-Health, and Digital Health

focus on e-health in early 2000s: The origins of the term e-health can be

traced to 2000. At the time, e-health was an attempt to expand the focus from

medical informatics to the use of technology in the business of the delivery

of health care (Pagliari, 2005). This is reflected in the definitions proposed by
Eysenbach and Eng, as follows:

“e-health is an emerging field in the intersection of medical
informatics, public health and business, referring to health services
and information delivered or enhanced through the

Internet and related technologies.”
Eysenbach (2001,3)

“e-health: The use of emerging information and communication
technology, especially the Internet, to improve or enable health and

health care.”
(Eng, 2004, 238)
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The first World Health Assembly resolution on e-health—resolution WHA58.28—was
passed in 2005. The resolution urged member states to draw up a long-term strategic
plan for developing and implementing e-health services. It heralded a new era of
digitalizing health data and creating HISs (Figure 10).

Figure 10  Countries with Strategies for Universal Health Coverage,
e-Health, Health Information Systems, and Telehealth
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Because of the vast need and the attraction of the low-hanging fruit, e-health efforts
initially focused on digitalizing health data and creating HISs. An HIS is a system that
integrates data collection and the processing, reporting, and use of the information
necessary for health systems to operate more effectively. Most countries have several
HISs, such as a district information system (to manage health service delivery data in

a district), a human resource information system (to manage health worker and health
administrator data), a logistics management information system (to manage supply
chains), and a laboratory information system (to manage data for clinical and public
health laboratories).

By the late 2000s, the focus had broadened to m-health. In global health circles, the

term m-health—shorthand for mobile health, or, more accurately, the application of

mobile technologies in health care delivery—was first formally used at the 2008 e-Health

Connect Conference, which brought together experts and stakeholders to explore the 17
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intersection of health care and technology. At the time, m-health was defined as the
delivery of health care services through mobile communication devices (Torgan 2009).
An m-health application generates digital data that need to be managed through some
type of information system. The expanding shifts in focus from e-health to m-health
occurred during a period when barriers to entry were significantly lowered because cell
phone subscriptions per 100 population had rapidly increased (Figure 11).

Figure 11  The Rapid Rise in Mobile Subscriptions per 100 Population, by
Region, 1960-2021
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Source: Mobile Cellular Subscriptions (per 100 People) (dashboard), World Bank, Washington, DC.
https://data.worldbank.org/indicator/IT.CEL.SETS.P2.

Because the range of technologies and technology applications have expanded, the
focus has broadened to include digital health. Digital health involves the knowledge
and practices associated with the development and use of digital technologies to
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improve health (WHO 2021c). Digital health expands the concept of e-health to include
digital consumers and a wider range of smart devices and connected equipment.

It also encompasses other uses of digital technologies in health care, such as the
internet of things, artificial intelligence (AI), big data, and robotics. Thus, digital health
encompasses a wider range of technologies than m-health (for example, digital x-rays
and their interpretation).! It is also focused on solving health system problems and
improving health outcomes. A digital health intervention is “a discrete functionality of
digital technology that is applied to achieve health objectives” (Xiong et al. 2023, 1).

Global Digital Health Milestones in the
Last 10 Years

The last 10 years have been momentous in digital health. In many ways, 2012-22 can
be regarded as a Rubicon on the long road to unlocking the value of digital technology
and the use of data in health care. This period of digital awakening in the health

sector is bookended by two momentous events: the 2012 launch of the Principles for
Digital Development and the 2022 public release of generative Al tools (such as chat
generative pretrained transformer 4 [ChatGPT4] and Stable Diffusion) (Figure 12).
Notable achievements in this period include the publication of the “Global Strategy on
Digital Health 2020-2025” of the World Health Organization (WHO), approved at the
World Health Assembly in 2020 and developed in response to a World Health Assembly
resolution on digital health in 2018 (WHO 2021c). The strategy focuses on four key
objectives, all relevant for digital health investments: (a) promote global collaboration
and advance the transfer of knowledge on digital health; (b) advance the implementation
of national digital health strategies; (c) strengthen governance for digital health at
national, regional, and global levels, such as the Asia e-Health Information Network, the
Central American Health Informatics Network, and Health Informatics in Africa; and (d)
advocate for people-centered health systems that are enabled by digital health.

! Insome ways, the concept ‘digital health’is a misnomer because health does not become digital,
but, rather, digital technology is used to increase the value of health care for everyone.
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Figure 12 Key Moments in Digital Health-Related Development
Relevant to Low- and Middle-Income Countries
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https://www.usaid.gov/policy/digital-health-vision
https://www.who.int/news/item/18-02-2021-from-paper-to-digital-pathway-who-launches-first-smart-guidelines
https://www.digitalhealthcoe.org/
https://healthdataprinciples.org/
https://publications.iadb.org/en/golden-opportunity-digital-health-latin-america-and-caribbean
https://nam.edu/the-promise-of-digital-health-then-now-and-the-future/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwi2h92FktOCAxXQODQIHSJ1BH0QFnoECA0QAQ&url=https%3A%2F%2Fdocuments1.worldbank.org%2Fcurated%2Fen%2F786861617809997610%2Fpdf%2FMobilizing-Technology-for-Development-An-Assessment-of-World-Bank-Group-Preparedness.pdf&usg=AOvVaw1N-UXAcJbzitf_IqZHt_Gc&opi=89978449
https://www.worldbank.org/en/publication/wdr2021
https://ieg.worldbankgroup.org/evaluations/mobilizing-technology-development

DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

22

The World Bank Journey in Digitalization
and Development

Over the last several years, the World Bank has extensively supported governments

in developing public sector information systems, particularly financial management
information systems (Dener, Watkins, and Dorotinsky 2011), education management
information systems (Map 1), social protection-related information systems, and health
management information systems (Otto et al. 2015).

Map 1 World Bank Investments in Education Management
Information Systems since 1997
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Source: World Bank 2016a.

Building on these investments in information systems, the World Bank has been on a
journey to digitalization and disruptive technology in development, in particular the
transition from investing in information systems to recognizing the importance of the
digital economy and the ways in which digitalization supports development goals. Key
milestones during this period are the following:
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2015 World Bank discussion paper: "Information and Communication

Technologies For Health Systems Strengthening" (Otto et al. 2015). In this
paper, Otto et al. outlined the ways in which information and communication

technology (ICT) can be deployed to support health system strengthening.
They also outline seven factors involved in advancing the e-health agenda,
namely, (a) adequate physical infrastructure; (b) data and interoperability
standards; (c) sufficient local capacity; (d) a supportive policy and regulatory
environment, including an integrated national e-health strategy; (e)
appropriate business models; (f) thoughtful partnerships aligned with local
and national priorities; and (g) effective monitoring and evaluation.

World Development Report 2016: Digital Dividends: (World Bank 2016b).
The key message of this report is that, while digital technologies have spread

rapidly in much of the world, the digital dividends—that is, the broader
development benefits from the use of these technologies—have lagged.

In many instances, digital technologies have boosted growth, expanded
opportunities, and improved service delivery. Yet, the aggregate benefits
have been disappointing and unevenly distributed. If digital technologies are
to benefit everyone everywhere, the remaining digital divide, especially in
internet access, must be reduced. The adoption of more digital technologies
will not be sufficient. To obtain the most from the digital revolution,
governments and stakeholders will also need to enhance the analog
complements by strengthening regulations that ensure competition among
businesses, adapting worker skills to the demands of the new economy, and
ensuring that institutions are accountable.

2018 World Bank Report: “Disruptive Technologies and the World Bank

Group: Creating Opportunities, Mitigating Risks” (World Bank 2018). This
report points out that traditional pathways to overcome critical development

challenges are increasingly subject to technology-based disruptions.
Disruptive technologies pose new risks, including to economic and social
inclusion and to environmental and systemic sustainability. Despite the risks,
failing to take advantage of the opportunities that disruptive technologies
offer could be even more costly. In the report, the World Bank commits to
supporting countries in taking advantage of the opportunities and mitigating
the risks associated with disruptive technologies by operationalizing the
build-boost-broker value proposition.
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=8 2019 World Bank Report: “Mainstreaming the Approach to Disruptive and

Transformative Technologies at the World Bank Group”: (World Bank 2019). In
this report, a follow up to the 2018 report on Disruptive Technologies (World

Bank 2018), the World Bank committed to five corporate actions to mainstream
disruptive technology in development.

2021 Independent Evaluation Group Report: Mobilizing Technology for

Development: An Assessment of World Bank Group Preparedness (IEG 2021).
This evaluation seeks to answer the question, how well prepared are the

International Finance Corporation (IFC) and the World Bank to help clients
harness the opportunities and mitigate the risks posed by disruptive and
transformative technologies? The answer in 2021 was, given the accelerating
pace and complexity of technological change, the World Bank is not yet
sufficiently well prepared, despite some areas of strength. Based on this
evaluation, the World Bank has increased its efforts to build internal capacity
and to source specialist skills to apply digital technology in World Bank
operations.

s World Development Report 2021: Data For Better Lives (World Bank 2021).

{’f:f::é;’{ Today’s unprecedented growth in data and the ubiquity of data in the lives of

" BETTER =y

%“fj .~ individuals are signs that the data revolution is transforming the world. Yet,
much of the value of data remains untapped. Data collected for one purpose
have the potential to generate economic and social value in applications far
beyond those originally anticipated. But many barriers stand in the way, ranging
from misaligned incentives and incompatible data systems to a fundamental
lack of trust. World Development Report 2021 explores the tremendous potential
of the changing data landscape to improve the lives of poor people, while
also acknowledging the potential of data to facilitate activities that may harm

individuals, businesses, and societies.

e = = 2022 World Bank Report: “Digitalization and Development” (World Bank 2022a).
-~ The COVID-19 pandemic has rapidly accelerated the take-up of digital products

and services in developing countries. Digital platforms and services have
enabled innovations that have helped reduce the health, social, and economic
costs of COVID-19. They offer great potential for support in building resilience
and preparedness against future crises and in mitigating and adapting to climate
change. However, the pandemic has also demonstrated the importance of
erecting strong, inclusive digital foundations during normal times that
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governments and stakeholders may rely on in realizing digital solutions to

lessen the impacts of crises effectively and, more broadly, to contribute to

the twin goals of reducing poverty and promoting shared prosperity. This
report defines five World Bank policy priorities to maximize the development
dividends of digitalization, while managing risks (Figure 13). These corporate
priorities are important beacons for World Bank investments writ large. They
are also priorities in investments in digital technology to achieve enhanced

health outcomes.

Figure 13  World Bank: Five Policy Priorities to Support
Digitalization and Development
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CHAPTER 3

Looking Back:
Digital Health
Investments in the
Last 10 Years

‘ ‘ When spiders unite,
they can tie up a lion.”

Ethiopian Proverb
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L,T? Key Messages in this Chapter

*  The World Bank recently undertook a detailed analysis of its investments in digital health in the
last 10 years. The digital health portfolio assessment shows that (a) the World Bank has supplied
significant support to countries in their digital health efforts (to a value of slightly less than US$4
billion, that is, 6 percent of the World Bank health portfolio); (b) investment projects in other
sectors have contributed 49 percent of digital health-related investments; (c) the investments
have been largely concentrated in South Asia and Sub-Saharan Africa; and (d) 82 percent of the
investments have focused on health information systems (HISs) and the foundational building
blocks of digital health.

*  Other development partners have also invested in digital health. They have shared four key trends
in these investments: (a) most investments have also been in HISs, mainly for the purpose of
using these systems to obtain data for reporting; (b) ongoing system maintenance costs have
been underestimated; (c) digital capacity and literacy are weak and require ongoing investment;
and (d) in future, more focus is needed on the digital health ecosystem.

*  The private sector is an innovator, developer, and user of digital technologies in health care.
Digital technology applications offer opportunities to reset and expand the relationship
between the private and public sectors in recognition that both are needed to resolve the bigger
challenges.

*  Patients, providers, and communities have strong and divergent views on whether and which
digital technology would be most useful. While patients and providers see advantages, and
some demand the technology, they prefer to use digital technology in administration (for
instance, appointment scheduling and access to medical records). There is less demand for
digital technology in diagnostics or clinical care. Building trust and familiarity in using digital
technologies in diagnostics and clinical care will require regulatory processes greater capacity.

*  There is remarkable agreement across diverse stakeholders on what should be done to make digital
investments work for the benefit of everyone: (a) expanding foundational infrastructure to connect
every facility, every health worker, and every patient; (b) addressing fragmentation and
promoting interoperability and integration; (c) involving those individuals who will use the
technologies in the design of digital solutions; (d) building digital skills and awareness; (d)
improving regulations to ensure trustworthiness; (e) choosing technologies that solve health
sector problems and reduce disparities in health and health care; (f) ensuring continued
funding; and (g) developing robust data governance systems. Heeding the voices of stakeholders
will be instrumental in future success.
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his chapter describes the current landscape of investments in digital health
by the World Bank, other development partners, and the private sector. It
also outlines the perspectives of patients, providers, and communities about
investments in digital health and the appropriate targets of future investment.

The Findings of Other Assessments of
Investments in Digital Health

Understanding the sources and targets of investment in digital health is not
straightforward. This is because investments in digital health are not included as a
separate reporting code by the Development Assistance Committee of the Organisation
for Economic Co-operation and Development. Development partners therefore do not
report separately on development assistance in digital health for the databases of the
committee. This is also the case among governments. Transform Health (2022) thus
finds that information on the estimated share of annual public expenditure on health
committed to digital health is not routinely available in most countries.

Given that comparable information on digital health investments is not available, World
Bank analysts examined the approaches and results of three other assessments: (a) a
2021 report published by the World Bank on converging technologies and development
(Bashir et al. 2021), (b) the WHO Digital Health Atlas, and (c) a global assessment of
digital health investment needs (Transform Health 2022).! Only then did the analysts
design the methodology of the World Bank portfolio assessment.

a. The 2021 World Bank report on converging technologies and development
used a portfolio review method to estimate World Bank investments in disruptive
technology to promote human development in South Asia (Bashir et al. 2021).
The result of the effort is illustrated in Figure 14, which shows that 62 percent of
disruptive technology investments in the health sector are in the proof-of-concept or
piloting stage, while fewer are in the scaling-up or maintenance stage.

b. The WHO Digital Health Atlas invites, on a voluntary basis, any organization
(including ministries of health or digital solution providers) to capture digital health
investments in an online database. Aggregating these data by region, gives a sense
of the volume of digital health investments in countries and regions. The latest data,
shown in Table 2, suggest that most digital health activity occurs in Africa and South
Asia.

! Digital Health Atlas (platform), World Health Organization, Geneva, https://digitalhealthatlas.org/
en/-/.
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Figure 14  World Bank Investment in Disruptive Technology, Health,
Education, and Social Protection, South Asia, 2020

Proof of G . Systemic /
concept @ Piloting Scaling Maintenance

Sodial protection ~ 0 - U440

et 1o 5 T

Education 26% 7%

Up to 2020, 62% in proof of concept (initial) and
piloting in HNP investments in South Asia region

Source: Bashir et al. 2021.

Table 2 Digital Health Projects Captured in the Digital Health Atlas

World Bank region or subregion Digital health projects, number

East Asia and Pacific 24
East and Southern Africa 315
Europe and Central Asia 54
Latin America and the Caribbean 38
Middle East and North Africa 105
South Asia 174
West and Central Africa 144

Source: Data of July 14, 2023, Digital Health Atlas (platform), World Health Organization, Geneva,
https://digitalhealthatlas.org/en/-/.

Note: Participation in nourishing the atlas with data is voluntary, and the data are not independently
verified. Duplication is therefore possible. Thus, a ministry of health and a vendor could submit
data on the same intervention for entry in the atlas database. However, there is no reason to assume
that under- or overreporting is more prevalent in one region than in another. The data are useful for
obtaining a view on the geographic differences in the volume of projects.

c. Transform Health’s 2022 assessment finds the investment needs in digital health
at around US$12.5 billion (US$7.1 billion-US$20.5 billion) in nine priority areas of
investment (Table 3).
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Table 3  Digital Health Investment Estimates, by Priority Area

Investment area 5-year costs.
Costs in 2021, US$ millions

Medium-
o 1 I
scenario  High-
Low-cost  (most cost 5-year breakdown (based on the

scenario realistic) scenario medium scenario)

Digital connectivity
infrastructure (connecting every
health worker, health facility and
household)

4,820 9,693 17,001

Telemedicine (provision of
health care services at a distance)

819 983 1,228

Decision support (digitalized
job aids combining patient
health information and clinical
protocols)

515 618 772

Health financing (digital
approaches for monitoring and
reporting stock levels)

400 480 600

Supply chain management
(digital approaches to manage
financial transactions)

255 306 382

Data exchange and
interoperability (multiple
systems communicating and
exchanging data)

139 167 209

Client identification and
registration (identifying and
enrolling clients in a patient
portal)

118 141 177

Enterprise architecture,
including governance,
guidelines and standards for
interoperability

79 95 118

Data and digital governance
(regulating the use of digital
technologies and data)

17 20 25

Total 5-year cost

Source: Transform Health 2022.
Note: Yr = year.

7,162 12,503 20,512
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These assessments show that consistent global data on the extent of investments and
the type of investments in digital health are not available and that a taxonomy of the
types of investment does not exist. They also show that there is a significant need for
investment in digital health and that the most significant future investments are likely to
occur in digital connectivity infrastructure, estimated at 67 percent to 82 percent of total
investment financing needs (Transform Health 2022).

Investments Related to Digital Health in
the Last 10 Years

The World Bank recently undertook its first-ever digital health portfolio assessment. The
review has focused on investments led by four World Bank global practices. These four
have the greatest likelihood of being associated with digital health-related investments
in 2012-22, as follows: (a) Health, Nutrition, and Population Global Practice (HNP GP),
(b) Digital Development Global Practice (DD GP), (c) Social Protection and Jobs Global
Practice (SPJ GP), and (d) Governance Global Practice (GOV GP).

The goal of the portfolio assessment was to quantify the following: (a) the volume

of digital health-related investments by the World Bank, (b) digital health-related
investments by region, (c) the volume of investment in specific areas of digital health.
The review entailed four steps (see Annex B).

Table 4  Digital Health-Related Investments, by Type and Region,
2012-22

Leading GP, US$ millions

World Bank region HNP GP DDGP GOVGP SPJGP Total
East Asia and Pacific 86 20 19 10 135
Eastern Europe and Central Asia 232 40 5 11 288
Latin America and Caribbean 354 75 0 45 474
Middle East and North Africa 203 1 12 0 216
South Asia 469 225 77 282 1,053
Sub-Saharan Africa 661 561 427 135 1,784
Global / multi-region 12 0 0 0 12
2,017 922 540 483
Total (51%) (23%) (14%) (12%) 3,962
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The review shows that, overall, the World Bank invested slightly less than US$4 billion
in digital health-related efforts in 2012-22. Of the total, 51 percent was in health sector
projects, and 49 percent was managed by other sectors (DD GP, 23 percent; GOV GP, 14
percent; and SPJ GP, 12 percent). Of the World Bank’s total HNP investment portfolio of
US$32.8 billion, 6 percent (US$2.0 billion) went for digital health-related investments

in 2012-22. Sub-Saharan Africa accounts for the most investment (Table 4). The total
investments in digital health initiatives in the region stood at US$1.78 billion. South Asia
ranked second. Digital health investments there reached around US$1.05 billion, even

as the region reported a lower number of digital health interventions relative to other

regions.

The bulk of the investments (84 percent) were foundational or functional (Figure 15).
The large number of GOV GP investments in digital solutions may derive from the focus
of this global practice on GovTech initiatives involving a whole-of-government approach
to public sector modernization. HNP GP differed from other global practices in its focus
on HIS investments , while the largest investments of the remaining global practices
were in foundational aspects. This shows the complementarity among the investments
across the four global practices.

Of the World Bank’s total HNP investment portfolio of US$32.8 billion in 2012-22, 6
percent (US$2.0 billion) was in digital health-related investments. The bulk of HNP-
managed investments focused on HISs (51 percent of the HNP GP investments). The
temporal trends in investment reflect this, too. The most substantial area of growth in
HNP-managed investments in digital health was in HISs (Figure 16).

Figure 15 Digital Health-Related Investments, by Type and Region,
2012-22

Health Nutrition Sodial

and Population  Digital Protection &

(HNP) Development Governance Jobs (SP)) Total
Foundational B W 374 B3 2,139 54%
Functional —
(Health Information Systems) 1,038 3 I 15 | o 1,202 30%
Functional (Others) B 2 | 59 | 50 | 78 598 15%
Frontier |19 1 120 1%

Figure continued...
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Figure 15 Digital Health-Related Investments, by Type and Region,
2012-22 (continued)
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Figure 16 Changes in Type of World Bank Digital Health Investment
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If the investments are broken down by investment subcategory, the greatest emphasis
in 2012-22 was on providing technology infrastructure. A substantial share of the
investments under the HIS category were directed toward the subcategories of analytics,
surveillance and disease monitoring, financing, and patient-centric investments (Table 5).
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Table 5 Number of Projects and Volume of Digital Health-Related

Investments, by Subcategory, 2012-22

Foundational Number of projects

Technology infrastructure — hardware
and connectivity o

Governance of digital health solutions
and health data | NiE

Enterprise architecture - 76

Identification and Registries . 50

(apacity in the design, management
and use of digital health solutions . 51

in the health system

Functional

(Health Information System) ~ Number of projects
Health Information Systems

(Analytics) - 124
Health Information Systems

(Surveillance and Disease monitoring) - E
Health Information Systems

(Financing) l 32
Health Information Systems

(Provider or patient-centric) I 16

Health Information Systems

(Logistics’ Supply chain) I

Health Information Systems |
(Laboratory, Management System) 4

Functional (Other) Number of projects
(lient-facing digital health

information applications - 8

Digitally enabled health service

delivery redesign | BB

Linking healthcare providers and I D
clients through virtual service delivery

Human Resources for Health | 8
Frontier Number of projects
QOther emerging and Frontier I 9

technologies

Artificial intelligence/machine
learning-based applications for health | 1
service delivery

[nvestments (millions $)
568.2

553
495.1

327

195.4

Investments (millions $)

628.6
215.6

169.7

O
~
o

77

13

Investments (millions $)

399.4

141.02

B
| 87

Investments (millions $)

I 1y

0.8

Note: The number of projects = health interventions in individual projects mapped to more than one

subcategory.
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Disaggregating the results indicates that most of the investments in analytics were

focused on (a) health management information systems; (b) performance and quality

dashboards; and (c) location mapping services (Table 6).

Table 6 World Bank Funding for Digital Health, by Subcategory of HIS-

Related Investments, 2012-22

Analytics Number of projects

Health managed information systems
(HMIS), such as DHIS2

Performance and quality dashboards

Location mapping (using geospatial I i
analytics)

Public health data collection and
reporting systems (NCD & CD registries, I 14
public health reporting...)

Health data warehouses Bl/analytical I 6
systems

Financing Number of projects

Electronic Financial management
information systems (iFMIS) — | KR
desktop or web-based

Health/Social insurance systems
(beneficiary registry, claims process-

ing system, Digital insurance I 6
processing claim system, premium
collection, system,...)

Digital payrolls for health workforce I 5

Performance based payment

information management systems

(e.g., capitation reporting, PBF I 10
indicators reporting, etc.)

Surveillance and Disease
Monitoring Number of projects
Public health and disease, surveillance
management, information, system,
! 4 B::

digital component of IDSR (integrate:
disease and response system)

Digitized/Digital forms for contact I 5
tracing, case-based reporting

Table continued...

[nvestments (millions $)

294.8
246.6

52.2

foa

Investments (millions $)

61.7

40.7

40.4

B 269

Investments (millions $)

2083
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Table 6 World Bank Funding for Digital Health, by Subcategory of
HIS-Related Investments, 2012-22 (continued)

Provider or Patient centric ~ Number of projects Investments (millions $)
Communication with health system,

clients for medication, reminders and I i

other purposes

Electronic medical records (EMR),

such as Epic and other systems I 2 . Lk

Pharmacy information systems | 1 I 9.7

(linical decision support systems (CDSS)| 1 | 54

Electronic health records (EHR) |2 0.9

Note: The number of projects = health interventions in individual projects mapped to more than one
subcategory.

The World Bank digital health portfolio assessment shows that (a) the World Bank has
invested substantially in the last 10 years (US$3.962 billion; 6 percent of the HNP GP
health portfolio); (b) aside from HNP GP, projects managed by several global practices
contributed 49 percent of digital health-related investments; (c) investments have largely
been in South Asia and Sub-Saharan Africa; and (d) 84 percent of the investments are
focused on the foundational and HIS areas of digital health.

Investments in Digital Health by Other
Development Partners

The World Bank held discussions with several development partners to learn about
their experiences in supporting digital health. Information was provided on the nature,
volume, and challenges relating to their investments. Key themes emerging from the
discussions are as follows:

e AKkin to the World Bank’s historical focus, most digital investments by development
partners are focused on HISs and the data HISs produce. The availability of data
is the key metric of success of investments in these systems. Typically, investments
have been most prevalent on three types of HISs: logistics management information
systems, health management information systems, and electronic medical records.
These last Investments are more recent and cover most of the more pressing
investment needs.
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Some past digital health investments have not led to scaling-up as planned,
primarily because of overly optimistic expectations, basic infrastructure challenges
(lack of electricity and lack of mobile or fixed internet connectivity), the lack of
long-term planning, challenges arising from fragmentation, the lack of sustainable
financing after the initial investment, a lack of government readiness and capacity,
a lack of norms and standards for interoperability, a lack of connectivity and
functional IT infrastructure (hardware), and a lack of evidence on what works and
how this works best.

Beyond information systems, investments have focused on individual digital health
interventions, such as mobile applications aimed at specific population groups or
digital medical devices, for example, digital X-ray devices.

The lack of capacity and digital literacy remain key challenges and hamper

the success of digital health investments. As a result, development partners have
invested significantly in capacity building in digital health, and their coordination
efforts are substantial.

Success in digital health requires good infrastructure and a well-defined health data
plan to determine how all the data will be collected and organized.

There has been mixed success in the engagement with the private sector, and the
experiences of the private sector have been mixed in working with governments on
digital health solutions.

Once a system has been developed, the annual maintenance cost of system
operations tends to be higher than expected, at around 30 percent of the total
initial upfront investment. These costs have not always been included in the initial

planning.

In the future, digital health investments need to focus more on the ecosystem and
other foundational areas, such as digital health governance, instead of focusing
exclusively on discrete information systems or discrete digital health interventions.
This suggests that investments should be focused on interoperability, cloud
computing, and other system-level efforts.

Development partner budgets for digital health range from US$50 million a year to
US$135 million a year. Concurring with the information in the WHO Digital Health
Atlas, a significant component is in South Asia and Sub-Saharan Africa.
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Private Sector Partner Perspectives on
Investment in Digital Health

The private sector plays various roles in the digital health space. It is an innovator and
developer of digital health solutions, and private sector companies that deliver health
care also apply digital health solutions (Figure 17).

Figure 17 The Opportunity to Engage with the Private Sector on Digital
Health

MARKET OPPORTUNITY

The market opportunity for g

growth in the application 7%
of digital health in
transforming health is
considerable

CHANGE MANAGEMENT

Collaborating with the
private sector in digital
health can definitely benefit
the public sector when
implemented correctly with
digital change management

Digital health solution
uptake in the public sector
can lag the private sector for
many reasons. It is important
to unlock collaboration and
innovation flows that drive
digital health solutions to
benefit all

SOLUTIONS UPTAKE

A key question for decision
makers is how to maximize
the benefits of digital
innovation to strengthen the
entire healthcare system,
and become closer to
P 7 reaching UHC

ACHIEVING UHC

Note: UHC = universal health care.

In a 2023 IFC survey conducted through LinkedIn and key informant interviews, private
sector stakeholders—health care delivery companies that rely on digital health solutions
and technology companies that provide digital health solutions—shared their views

on using digital technology in health care. Four issues came to the fore: (a) waxing

and waning levels of awareness about digital health; (b) the importance of consistent
strategy, financing, and investment; (c) the need for integration and regulation; and (d)
the underappreciated challenge of implementation and capacity.
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a. Waxing and waning levels of awareness about digital health

is increasing about the nature of digital health and what it offers organizations
that provide private health services. Yet, digital health is not uniformly
understood. Local market conditions directly impact the level of digital health
maturity and utilization.

COVID-19 demonstrated the necessity of digital health. Since the pandemic,
the urgency of adopting digital technologies, although still acknowledged, has
slipped off the radar.

There is a lack of appreciation of the extent of foundational investments needed

(such as in connectivity) to make digital health interventions work.

Digital initiatives are not front of mind among executive boards or senior
managers. Successful adoption requires senior-level ownership.

Awareness about the need for health standards for data exchange, security, data
protection, and hardware has increased, but more should be done.

b. Importance of consistent strategy, financing, and investment

An increasing number of organizations have developed or are developing digital
health strategies, but these have not yet been implemented. Many digital health
strategies focus on cybersecurity, telehealth, digital patient administration,
electronic health records, data analytics, performance management, and
workflow simplification.

Selecting the most useful digital interventions is difficult, as is understanding
how to integrate these interventions into the existing architecture and
identifying the appropriate contract model.

Implementing digital health initiatives is often restricted by funding challenges.
To secure financing, these investments require a clear business case
(investment, return, benefit), that is, the value proposition needs to be clear.

c. The need for integration and regulation

40

The integration with existing systems is a recurring problem in the adoption of
digital approaches, especially in hardware, connectivity, and data storage. This
is a key barrier to broader adoption.
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* Regulation continues to be a constraint on digital health in many markets,
although there has been recent positive movement. Regulatory compliance is
an area of growing focus.

d. Under-appreciated challenge of implementation and capacity

* Access to implementation skills continues to be a significant barrier to the
broader adoption of digital health. The skills investment required for digital
health development, implementation, and successful deployment are an
expanding need in many markets.

* Data access is a constant challenge, as is the lack of the ability to analyze the
available data given the siloed nature of locations. Data analysis skills are a
major issue because of the skills gap.

* Phased digital adoption is being increasingly considered because of funding
and capacity constraints. The careful planning of initiatives is therefore
required.

* There is a growing realization and expanding focus on the importance of data.
Senior management and some executive boards are examining the widening
focus. Senior ownership of the topic and understanding at the top are critical to
success.

* Some organizations now offer training in big data to enhance understanding
and awareness.

A field study in Kenya confirms these issues (Muinga et al. 2020). Private sector vendors
reported in the study that implementation is constrained by funding problems, the
priority on services, the lack of confidence among users in new technologies, and

the lack of appropriate data-sharing policies. Although the study highlights specific
problems, it also points to opportunities for the public and private sectors to work
together in more meaningful and mutually beneficial ways in emerging markets.

This would foster an environment wherein digital health solutions are affordable,

well regulated, integrated, and of good quality and solutions can be implemented and
financed sustainably. (Annex C provides information on possible approaches the private
sector might want to adopt in this area.)
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Digital Health Investments: The
Perspectives of Patients and Providers

Patient Perspectives

;“\ In the last 10 years, more patients have looked for health information online or

B interacted with online health services. In Pakistan, over 60 percent of students

!_ indicated that they looked for health information online (Tariq, Khan, and Basharat
2020). In a study among more than 250,000 people in the United States, the share who

\J had searched for health information online had risen from 47 percent to 55 percent

in 2011-18 (p < .001), and the share that had used technology to interact with the

health care system had more than doubled, from 13 percent to 27 percent (p < .001).

However, substantial variation existed in the degree of adoption across clinical and

sociodemographic subgroups, and the assimilation of technologies proved uneven across
various subsets of the population.

Patient perspectives on digital health are diverse. Both positive and negative
perceptions exist (Table 7). The perceptions depend on several factors: age, technological
proficiency, level of engagement in technology design, the nature of the health concerns,
the level of knowledge and confidence exuded by health care providers, the extent to
which evidence is available that technology delivers better health, and the personal
comfort of patients with sharing health data digitally.

Table 7  Patient Perceptions of Digital Technology and Data in the
Health Services They Use

POSITIVE PERCEPTIONS: NEGATIVE PERCEPTIONS:

comfortable with and want more digital factors that may make patients reluctant to use
services digital technology or data

Convenience and accessibility, particularly in The user-friendliness of technology. Some patients

the case of noncommunicable disease. Patients find digital platforms difficult to navigate, which
appreciate the convenience digital health can cause frustration and limit their willingness
technologies offer. Telehealth consultations, to engage with digital health systems (Bally et al.

online appointment scheduling, and digital access ~ 2023).
to medical records can make managing health

easier, especially among people with mobility

issues or who live in remote areas (Helleman

et al. 2022). One area specifically mentioned

is diseases that require elevated care, such as
noncommunicable diseases (EPIS 2019).

Table continued...
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Table 7 Patient Perceptions of Digital Technology and Data in the Health

Services They Use (continued)

POSITIVE PERCEPTIONS:

comfortable with and want more digital
services

Improvements in quality of care. Patients have
indicated that technology could support their
long-term chronic disease by helping them track
their symptoms, actively manage the different
manifestations of their condition, collaborate
with their medical team on decisions, and find
information, knowledge, and support.

NEGATIVE PERCEPTIONS:
factors that may make patients reluctant to use
digital technology or data

Reductions in quality of care. Some patients are
concerned about the quality of care that they
receive through digital health services. For
example, in telehealth, patients might worry
whether their health care provider can accurately
diagnose and treat their conditions without a
physical examination (Barony Sanchez et al. 2022).

Personalization. Patients are excited by the fact
that digital health technologies may provide
personalized care experiences, such as tailored
treatment plans based on data analytics (Dohse
2022).

Data consent concerns. Some patients have
concerns about the privacy, protection and
security of their health data. These concerns can
impact the level of trust and, consequently, patient
engagement with digital health systems (Bally et al.
2023). Willingness to share data could be increased
by ensuring the ability to consent to data use,
consumer access to the data collected from them,
ethical and regulatory oversight, and ability to
delete data altogether (Gupta et al. 2023).

Hope that digital technology can minimize the
care coordination challenges that patients face.

A recent survey in the United States found that
patients and would-be patients spend over 8 hours
a month coordinating medical care, that they find
it overwhelming, and that they delay care because
of these care coordination challenges (AAPA
2023). Data integration technology should be able
to address these challenges.

Concerns about the digital divide. The digital
divide might hinder vulnerable populations from
accessing the health services they need. In many
cases, alternatives to digital service delivery were
not available or known to these populations. This is
a particular concern to populations in rural areas,
persons living with disabilities, and women and
children (Kaihlanen et al. 2022).

Trust in and preference for technology-based
solutions. Individuals have varying levels of
trust in the use of digital or AI technologies for
medical care, including diagnosis and treatment.
An experiment by Robertson et al. (2023), for
example, showed that, in a US setting, vulnerable
populations (minorities and older persons) and
less well educated persons are less likely to want
to receive or trust a diagnosis from Al-driven
technology that interprets digital radiological
images. On the flipside, physicians can influence
this outcome. Thus, in the same study, an
explanation and recommendation by a physician
to use the Al-based device raised the likelihood of
use by 48 percent.

Lack of interest in technology and low levels of
self-efficacy affect the use of technology in health
care. Particularly among vulnerable populations
that are not used to technology, the desire to apply
technology, the belief that one may affect one’s
own health in a positive way, and the trust that
technology might support health may not be as
prevalent (Barony Sanchez et al. 2022). There is
also a sense of skepticism, and patients need more
evidence that technology works (EPIS 2019).
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Health Care Provider Perspectives

Health care provider views of digital health. Based on the limited information

available on the views of health care providers on digital technology, the opinions about
investments in technology for health care delivery are mixed (Table 8). This conclusion is
echoed in a survey of health care providers on telemedicine services that the World Bank
conducted in the Maldives to assess the readiness for telemedicine applications. While
providers were supportive of such an innovation, they also expressed reservations about
the preparedness of health care facilities to add telemedicine as a service.

Table 8 Technology in Health Care: Advantages and Disadvantages
from the Perspective of Health Care Providers

Advantages Disadvantages

+  Harmonize out current conflicts between the + Itmay undermine the demand for medical
increasing marketization of health care systems autonomy, a central element of the medical
and professional ethical demands (Lenz 2021). ethos (Lenz 2021).

- Create a deeper doctor-patient relationship + Uncertainty about whether the data can be
(Gy6rfty, Radd, and Meskd 2020). trusted and uncertainty about the reliability

+ Telemedicine may reduce costs (Wernhart, of the data (Wernhart, Gahbauer, and
Gahbauer, and Haluza 2019). Haluza 2019).

- Itis premature to address patient autonomy, time + Concern about the unknown ways in W}.liCh
and resources savings, and health and behavior teChI.lOIOgY Cf’um charilge the doctor-patient
change promotion. More research is warranted relationship if the patient has access to the
that focuses on reducing barriers, minimizing same data at the same time as the doctor
disadvantages, and assessing the clinical (Gyorffy, Rado, and Mesko 2020; Wernhart,
value of commercially available digital health Gahbauer, and Haluza 2019).
technologies (Tomasella and Morgan 2021). + Barriers related to the loss of time in clinical

- Improved efficiency and effectiveness at work visits because of technical issues, the lack of
that benefit the patient and the institution (Sau, IT support, the lack of confidence in IT skills
Jaggi, and Cairns 2019). and knowledge, and the inability of patients

to access technology (Sau, Jaggi, and Cairns

- Empowering patients who value their .
P &P 2019; Zaresani and Scott 2020.

independence (Nakrem et al. 2018).

Civil Society Views on Technology Access

Perspectives on digital access. Perspectives on digital access. A 2023 study involving
7,500 civil society voices in 136 countries identified large gaps in technology access,
content, and skills (Connect Humanity 2023). The study results indicate that it is too
expensive to access the internet, that the digital skills required to participate are lacking,
and that security is a concern, that is, feeling safe to participate in the public forum
offered by the internet.
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“Taken together,” Webb (2023) reports, “this means that we are excluding our most
vulnerable community members from civic discourse, access to jobs, and the ability to be
in virtual fellowship with others who share common interests.”

Perspectives on digital health efforts. Van Stam (2022) has collected the perspectives of
community stakeholders in Africa on digital health investments and found the following:

* The need to support foundational infrastructure: “We are devising nice ideas that we
cannot implement, because the underlying infrastructure is not there” (van Stam 2022,
664).

* The need to address fragmentation and siloed systems: “Many donors support
the health sector. The tendency has been mainly siloed data systems, siloed
implementation. In most cases, these are not really interoperable, with even national
systems. As a result, the health sector struggles with a lot of siloed implementations,
which is mainly driven by donor funded initiatives” (van Stam 2022, 665).

* Importance of collective development and human-centered design: “A sustainable
e-health solution is best designed and developed organically and interactively with
stakeholders within the context and setting in which it will be applied and in alignment
with the existing health, education, and technology enterprises” (Scott and Mars 2013, 2).

* Use technology to solve actual health problems: “We talk about it, but, in an African
country, for instance, as in many other countries, I haven't yet seen a single digital
service that I think is useful...I have not seen any digital health service that is there and
is working for the people” (van Stam 2022, 666).

* Cultural relevance and equity: “Equity comes into play; if we adopt digital health—or
any technology for that matter—we must scan the landscape, look at the communities:
what do they want and what do they lack for them to be digital? Ignorance comes
into play when we come in with technologies and ignore the cultures of the areas, we
ignore the configuration of the communities. . . this will result in technologies not
really being embraced by communities” (van Stam 2022, 666).

There is remarkable coherence in the perspectives of the private sector, patients,

providers, and communities on what should be improved to unlock the value of

digital health for everyone,as follows: expand foundational infrastructure; address

fragmentation, interoperability, and integration; design with the participation of

individuals to ensure relevance and encourage use; build digital skills and awareness;

improve regulations to ensure trustworthiness; focus on technology that solves health

sector problems; make the case for why it is valuable to ensure continued funding; and

guarantee data protection and privacy. These value components should be given careful
consideration in future investments to embed digital technology and data as an integral

part of health service delivery and health systems. 45






CHAPTER 4

Looking Forward:
A Digital-in-Health
Future

‘ ‘ The advance of technology

1s based on making it fit in so
that you don't really even notice it,
so it's part of everyday life..”

Bill Gates
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Key Messages in This Chapter

The perfect storm of opportunity for the next wave of transformation in health care - through
personalization, technology take-up and scale, and person-centered approaches - is here. The
time to act is now.

What does the future of health care look like? It is infused with embedded technology and data
in a way that is both invisible and that enables preferred, personal, preventive, and predictive
health care to be accessible to everyone when they want it and in the form they want.

This requires a cultural, organizational, and behavioral transformation in health care service
delivery and health care system management that typically evolve through three stages, from
digitalization to digital for health, and to digital-in-health.

Digital-in-health means considering the digital aspects of every part of health care delivery,
public health, and health system management: how to design them and how they work together
to create a health digisphere. Every country’s health digisphere will be different and unique to
the country’s health system, opportunities, and challenges.
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his chapter looks forward to the future of digital technologies in health and
health care. It describes the latest advances in digital technology and what they
mean for health. It defines the concept of digital-in-health, which is a mindset
change that is needed if countries are to unlock the value for everyone.

Advances in Digital Technology
for Better Health

Health care is entering a period of profound and accelerated change. Much like the
human body, health systems are involved in constant change: cycles of organic growth,
adaptation, stagnation, apoptosis, and renewal. The change has been accelerated by

the disruptions of the COVID-19 pandemic. The advances facing the health sector are
beyond the introduction of a new technology or digital solution to digitalize an existing
process. They are more profound. The transformation occurring in the health sector

is existential: person-centered health care that embraces new medical and health
discoveries, the integration of once separate disciplines, and an expanded understanding
of what is necessary to live life well. Health care is about to transition into a system that
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is centered on the patient, focuses on virtual and in-home treatments, and linked closely
to outpatient care. Driven by data and analytics, it will prioritize value, while embracing
transparency and interoperability. Enabled by cutting-edge medical technologies, it will
become an integrated system (Singhal, Radha, and Vinjamoori 2022).

The period of change will be characterized by the democratization of health care

and a cultural transformation in the delivery and perception of health. Technologies
that are disruptive, but yet provide accessible, digital, and factual data to patients and
caregivers will trigger a shift in health care culture. This change will be characterized by
an equitable relationship between doctors and patients, mutual decision-making, and a
more democratized approach to health care (Meské et al. 2017).

It will also be characterized by rapid technological advances not seen in a generation.
Figure 18 shows the key areas of expansion already under way. These trends represent
only a glimpse of the mushrooming field of digital technology in health. One of the main
areas of rapid advancement is generative AI (Box 1).

Figure 18 Burgeoning Applications of Digital Technology in Health and
Health Care
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|
\@/ Box 1 The Revolutionary Opportunity (and Risk)

Associated with Generative Al

In the world of artificial intelligence (AI), November 2022 was a watershed. The launch
of chat generative pretrained transformer (ChatGPT) by Open AI sparked a flurry of
unprecedented activity in a specific kind of AI, namely, generative AI. Generative Al

is a sophisticated way of (a) predicting the next likely sequence of words or image
pixels from a set of images or words and (b) pretraining a model on a large dataset

so that it does not need to retrain itself every time it is presented with new query. Al
thereby appears to the observer to be able to generate text or images. The two main
new categories of tools are advanced Al-based conversational software and image
generators.

Firstis the new generation of conversational software (initially, mainly chatbots),
such as Open AI’s ChatGPT and Google’s Bard. Similar to many of its peers, ChatGPT

is a conversational software chatbot, that is, a computer program that responds to a
question (or prompt). It is special because it relies on advanced data analytics—neural
networks—and a vast amount of publicly available data to formulate responses. Because
ChatGPT and other, similar generative Al tools have been established with a certain
level of randomness, the same question will yield a different response at each pass.

The generative pretrained transformer depends on algorithms that have already been
trained in language structure on large datasets, and, so, it does not need significant new
data for additional prediction. The generative AI analytical engine has great potential
in health care and health systems, especially if it has been trained on medical texts and
images and has a foundational medical language in which it can communicate.

Second are A image generators, including Dall-E and Stable Diffusion. These
represent another family of generative Al software that can produce original images
from scratch once the image has been described in words, or it can extract text from
images. Thus, it can interpret images and explain them in words or create images based
on word descriptions.

These technologies have application potential in the health sector, particularly because
the analytical engines that underpin generative Al tools are pointed inward using
health records and other medical data. Applications require careful thought. These
tools can augment the efforts of health workers and health system managers and
streamline how services are provided. So, they are augmented intelligence tools rather
than AItools. Three specific areas in which early adoption is most likely, particularly
in low- and middle-income countries, are all related in some way to the summarizing of
information, as follows:

* Joining, summarizing and querying various types of disconnected health records.
One can use these tools to read, interpret, summarize, and query a wide variety
of medical records that are in systems that are not interoperable or even in the
same format. In one example, 30 pages of different types of medical records from

Box continued...



https://www.loom.com/share/4bcd5ca5ab6e45cd8fc122545f85e7e5

CHAPTER 4 LOOKING FORWARD: A DIGITAL-IN-HEALTH FUTURE

Box 1 The Revolutionary Opportunity (and Risk) Associated
with Generative Al (continued)

one patient (from an EKG readout to prescriptions to a doctor’s clinical notes to a
patient’s self-completed medical history) was summarized in a one page clinical
summary by the generative Al tool in a matter of seconds (Elizarov 2023). And, in
another example,' a generative AI model is used to extract medical data from a
variety of PDF files and handwritten documents through a query function. This
family of AI tools can immediately help solve the conundrum of legacy systems and
combinations of paper and digital medical records.

*  Supporting clinical decision-making, specifically among front-line workers and
in areas of health care with more repetitive functions such as radiology. There is
an acute shortage of radiologists in low- and middle-income countries. Rajpurkar
and Lungren (2023) show how generative Al tools may be used to collect and
summarize inputs from radiologists, physicians, the Al tool, and a patient medical
records to support more highly informed choice (Figure 19). Lang et al. (2023)
examine the results of one of the first-ever randomized control trials comparing
Al and radiologists. In their prespecified clinical safety analysis, they show how
Al-assisted screening detected breast cancer at the same rate as standard double
readings by radiologists working in pairs, while simultaneously reducing the screen-
reading workload of radiologists by an impressive 44 percent. They conclude that AI-
based breast cancer screening is safe.

Figure 19  Use of Generative Al in Radiology
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Box continued...

! Rikai: Lazarus Forms (dashboard), LazarusAI, Lazarus Enterprises, Cambridge, MA, https://
www.lazarusforms.com/rikai. 51
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Box1 The Revolutionary Opportunity (and Risk) Associated
with Generative Al (continued)

Accurate and conversational medical chatbots as entry points to health care.
COVID-19 unleashed a rush in many countries to set up telemedicine services. If
medically accurate chatbots were available for initial triaging and trusted by the
public and providers, they could make telemedicine more effective. A medical
chatbot could perform the first level of triage, prior to referral to a health facility
(if needed). This would make medical chatbots the future entry points to health
care.

Because these generative Al solutions are pretrained, they do not require large datasets,
complicated machine learning, or high-level skills to operate. This significantly reduces
the barrier to entry in low- and middle-income countries. However, with potential
promise comes potential peril. Real challenges need urgent responses, and many of
these apply more broadly to AI systems beyond generative Al as follows:

Regulation. Medical devices that use Al to derive (potential) diagnoses or
recommend treatments need to be subject to rigorous regulatory processes akin
to pharmaceutical approval processes (regulation either as medical devices or as
medical products). Such regulatory systems are nascent in many low- and middle-
income countries. Regulatory mechanisms should also include human-in-the-loop
principles to implement practices that allow for humans to have oversight in
validating models and removing the black box nature of AI models (Buckley et al.
2021).

Trust. These tools will only enjoy widescale use if they are trusted and valued as an
integral part of the health care delivery network, augmenting the work of health
workers, making their jobs easier, and allowing them more time with patients, that
is, if they facilitate augmented intelligence among health workers and clients of
health systems.

Data protection. Patient privacy will be more at risk than ever in what could be a
rush to bring all the disparate medical data together. It’s important to ensure that
personal data is used only for limited and identifiable legitimate purposes, that
only data that are necessary for the purpose are collected and processed, that data
subjects have certain rights over their data, and that data collectors and processors
have certain obligations in handling personal data.

Knowing who’s who in a health system. Without unique identifiers that enable
medical records to be linked to individuals and across the locations where the
individuals have received health care, usefulness will be limited.

Bias. The biases in Al systems and the ethics surrounding the development and
use of these systems have been topics of long-standing debate. Addressing the
biases in AI systems, including in generative Al, will require steady research to

Box continued...
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Box 1 The Revolutionary Opportunity (and Risk) Associated with
Generative Al (continued)

understand and remove the biases, regulatory mechanisms to establish responsible
processes for mitigating risks, medical education, and improvements in access to
representative and high-quality health data (Arora and Arora 2022).

* Narrowing the digital divide. The more rapidly new technologies are introduced,
scaled up, and used, the narrower the divide between these tools and the versatility
of many health care systems in low- and middle-income countries.

In considering the potential of Al the climate dimensions should also be considered.
There is a growing dialogue on the awareness of climate issues throughout the health
sector in regard to the development and use of digital technologies?. Al technologies
typically require significant computing power, which is energy intensive. What
frameworks are available to support the intelligent procurement of digital health
equipment that is financially feasible and environmentally safe and that is associated
with recycling programs that adhere to ecologically sound practices and are easy to
implement? Where are the biggest impacts that can be made and what needs to be
considered in including sociotechnical factors among the impacts, such as safety and
community and social environmental justice? If frameworks, guidelines, and tools are
created, where can people access information to estimate environmental and financial
sustainability in terms of the investments they have made? For hospitals or health care
centers that cannot afford to pay for such information, how can change be empowered
and facilitated? How can one propose finding supplier information on environmental
impacts if there is no access to such information because a company does not supply
it? Not much data are available in product or software life-cycle work that describe the
environmental impacts of storing or processing data beyond the energy costs of data
centers and the rare materials used in digital devices, making it difficult to know what
to do.

2 “The Role of the Health Community in Climate Action: Taking Stock and Moving
Forward,” 76th World Health Assembly, Session 3, World Health Organization, Geneva,
May 24, 2023, https://www.who.int/news-room/events/detail/2023/05/24/default-calendar/
the-role-of-the-health-community-in-climate-action-taking-stock-and-moving-forward.

As health systems undergo this next wave of transformation to reduce inefficient
processes incrementally and deliver new, better and seamless services, technology
and data will be an integral part of the process. But technology will not drive the
change. It will support, augment, and accelerate the changes that health systems will
continue to undergo. The accumulation of data on health and health systems in a
country, the information systems that manage these data, and the digital technologies
that generate and use the data to deliver or improve care all need to work in concert and
as an embedded, infused part of health systems. A country’s data on health, HISs, and
digital technologies can be thought of as a country’s health digisphere.
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.

A country’s health digisphere is the hub of all data and digital technology related to
health in a country. Digital health can be understood as a combination of the following:
(a) data on health (including health sector data and data outside the health sector), (b)
the ecosystems of HISs and e-health, (c) digital technologies, and (d) digital health
interventions that support health care delivery and health system management. This
constitutes the health digisphere, which should be managed in an integrated way (Figure
20). How a government and stakeholders organize the health digisphere and what

they allow to be included are instrumental in their ability to reap the benefits of digital
technology that is infused in and an integral part of health services and health systems.

Figure 20 The Health Digisphere: Health Data, Information Systems,
Technologies, and Interventions
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What Is Meant by Digital-in-Health

As demand for digital technologies in health grow, the supply will mature too and change.
Almost all financial transactions today have a digital component though not all are
included under the heading digital banking. Cell phones have become ubiquitous, but they
are not always referred to as digital communication. As the demand and supply of digital
technology grow and mature, they become more embedded and invisible. The same

will occur in health and health care. The health digisphere will fuse into health systems,
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invisible yet active in all aspects of public health, health service delivery, and health
system management. It will become part of and accelerate the cultural, organizational,
technological, and behavioral evolution of health systems. As the demand for digital
technologies in health grows, the supply will mature and change. This growth and
maturation will take place in three stages: from digitalization to digital-for-health and
from digital-for health to digital-in-health (Figure 21).

Figure 21  From Digitalization to Digital-in-Health

5%\&%@5:%»)

Health Service  Health Service  Health System Data
Users Providers Managers Services

DIGITAL-IN-HEALTH

Digital as a business enabler

“Digital and health are one”

DIGITAL FOR HEALTH

Digital adds value

MATURITY

OF DIGITAL
HEALTH
DEMAND AND
SUPPLY

“Improving effectiveness”

DIGITALIZATION

Digital to do business easier

“Improving efficiency”

Source: Adapted from Nolan and Croson 1995; Wiggers, Kok, and de Boer-de Wit 2004.

Stage 1: Digitalization: focus on data, reporting, and process efficiency. The focus
is typically on creating HISs, connecting health facilities, and collecting
digital data from health care providers so they can use the data in reporting
to health care managers and in insurance claims. The focus is on data and
the digitalization of existing work flows and administrative processes not
to change or improve them for better health outcomes or health system
performance. At this stage, the demand and supply of digital health are
rudimentary, and ministries of health tend not to pay much attention. ICT
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Stage 2:

Stage 3:

is mostly viewed as a cost in the health system. The potential value added of
ICT beyond process efficiency is not recognized, visible, or valued. Indeed,
digitalization can increase transaction costs and technical debt in the short
term. Virtually all countries have started here, and this is what much of the
financing for digital health have focused on to date (see Chapter 3).

Digital-for-health: a focus on isolated digital health solutions. In this stage,
the focus expands from digitalizing data and supporting administrative
processes to integration and the effectiveness of clinical and administrative
processes. Data and technology become part of daily operations and lay
the groundwork for the transformation of health care service delivery,
financing, and behavioral and regulatory models in the public and private
sectors. Value is possible in terms of the quality, scope, and scale of the
services provided. Costs related to digitalization rise because digitalization
transforms processes and work flows. Digital technology and data are
recognized as factors in the success of operations and in reaching health
care system goals. The demand for digital technology and data matures.
Business processes become technology dependent because they are
typically reengineered around technology. The optimization of ICT
infrastructure and ICT-related cost reductions are also part of this stage.
Many countries are at this stage, that is, Global Digital Health Monitor
(GDHM) maturity levels 2-3.°

Digital-in-health: technology and data become indistinguishably
embedded and assimilated in transformed health systems and health
care. In this stage of growth, digital technology and data have become

fully embedded in health systems. As part of a whole-of-health-system
approach, they are embedded in health delivery and management and
become a person-centered health enabler. New modalities of health service
delivery and even new health services become available. The health care
system deploys effective mission-critical digital ecosystems that integrate,
accelerate, and improve the quality of person-centered health care. High-
quality health care requires digital technology and data. Service delivery
models and processes are transformed. They become readily able to adapt
to changing health care needs and new modalities of service delivery. They
respond with resilience to emergencies. Separating digital health strategies
from health care strategies is no longer possible. At this stage, digital
technology and data are an organic foundational block that enhances the
ability and desire of individuals to manage and improve their own health.

*  GDHM (Global Digital Health Monitor) (dashboard), GDHM, Washington, DC, https://digitalhealth-
56 monitor.org/. Also see Annex D.
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Demand has matured dramatically, which triggers the supply of more highly
sophisticated digital health solutions (GDHM maturity levels 4-5).

Digital-in-health is a cultural and structural evolution in the way health is achieved. It is the
antithesis of using ICT to support health care systems, digitalizing health data, or creating
digital solutions for existing (inefficient) health services without changing these processes.
With a digital-in-health mindset, the focus shifts from supporting providers and systems

to personalized care, citizen engagement, and patient empowerment (Table 9). Digital-in-
health facilitates a holistic approach to health whereby healthy living, prevention, public
health, and health care are parts of the same integrated and distributed continuum, which

is fragmented but connected.

Table 9  How Is Digital-in-Health Different from Digital Health
Digital health in the > A) Digital-in-Health
past and today ( /9  inthe future
The use of ICT for health > The cultural and structural transformation of
health care service delivery and health care
system management
Focus on providers, medical records, - Focus on patient engagement and
and integration empowerment: personalized holistic view,
reach everybody, real-time data collection,
patient-reported outcomes
The domain is within the health - Healthy living, prevention, and health care are
care system: focus on diagnosis and one: focus on prevention and management
treatment
Provider and supply focused - Person and patient focused
Individual solution focused - Interoperable system focused
Focus on the technology - Focus on the problem that is to be solved
Focus on the creators of the technology - Focus on the users of the technology
Immense fragmentation - Less fragmentation and increased connection
across interventions
Pilotitis of digital health interventions, - Focus on widespread implementation and
that is, excessive small pilot projects maintenance
without scaling-up
Donor-driven - Government- and stakeholder-led
Digital health outside of mainstream - Digital health embedded in every aspect
delivery of health care delivery and health system
management
Digital health strategy separate from - Digital health aspects included in the health

health strategy

strategy

Table continued...
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Table 9 How Is Digital-in-Health Different from Digital Health

(continued)

g

Digital health in the
past and today

>

Digital-in-Health
in the future

@

Alignment with wider e-government - Strategic alignment between government-wide

and digital transformation efforts is transformation efforts and digital-in-health

accidental efforts

Generative Al and Al in general are not - Alusedin strategic ways in the cases that

part of the system make the most sense and with regulations and
safeguards firmly established

Value of digital technology and data is - Value of digital health investments quantified

assumed and estimated prior to investments and
established through proper metrics

Disparate and disconnected health - Connected and linked health data sphere

datasphere enabling individuals to access health data and
data about health

Health digisphere is conceptual, - Health digisphere is a connected and

incomplete, and fragmented

interoperable ecosystem that is trusted by
persons to access and protect their health data,
deliver seamless health services, and improve
their health

What Digital-in-Health Means in
Individual Contexis

In the following, the application of the digital in various parts of health system

management is described: digital in health financing, digital in health service delivery,

digital in pandemic preparedness and public health, digital in nutrition, digital in

pharmaceuticals, digital in clinical care, digital in supply chain management, and digital

in health research.

Digital in Health Financing

KEY CHALLENGES: Lower-middle-income countries typically struggle with chronic
failures in the three core health financing functions (WHO 2021a, World Bank 2022c):

*  Resource mobilization: the mobilization of financial resources to develop and

operate a health system. Contributions are typically derived from individuals,
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households, and firms, and, in some countries, from external sources, often in the

form of development assistance for health.

* Pooling: the accumulation of prepaid resources (for instance, taxes and government
charges and insurance contributions and premiums) to pay for health services,
spreading the financial risks of illness and medical expenses and increasing access
to needed services among people who are eligible for coverage from pooled funds.

* Purchasing: the allocation of funds to obtain individual and population-based
health services and secure system governance and other cross-cutting essential
public health functions. Purchasing can mean paying for required service inputs
by paying providers for the delivery of services. Purchasing decisions determine
the services that are available, where, for whom, at what quality, and delivered with
what mix of inputs and at what costs.

CURRENT STATE OF PLAY: Traditionally, siloed digital solutions are developed within
each area to improve efficiency and effectiveness. Digital in health financing means
deploying digital technologies to enhance the efficiency and effectiveness of health
financing functions and contribute to the realization of UHC. A major struggle today
involves how to provide relevant and accurate data for typical provider payment
mechanisms, such as repositories of used resources for line-item budgets, clean lists of
patients, and empanelment for capitation-based methods, diagnosis-related group case
reporting, and so on. On the side of pooling and resource mobilization, lower-middle-
income countries are investing in budget management systems and social insurance
premium collection systems, making sure the registries of insurees are robust and the
convenience of electronic payment creates opportunities for the improved collection of

funds.

Current systems that provide data for various provider payment mechanisms are usually
disconnected from clinical information systems requiring separated lines of reporting
that not only lower data quality in terms of connecting administrative data to clinical
data, but also create additional bureaucratic burdens among providers. In health
financing reform, data (mis)management can be a decisive factor in reform failure. For
example, in Kosovo, a major health financing reform in primary care was delayed for
almost two years because of an underestimation of the capability of information systems
to provide sufficient data for results-based indicators.

FUTURE USES: In the future, modern financial management information systems are
envisaged that involve the real-time integration of transactional clinical data that can
improve the capacity of payers to manage health financing resources by consolidating
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the budget and monitoring expenditure flows across schemes, which are critical for
balanced budgets, compliance, governance, transparency, and accountability (Hashim,
Farooq, and Piatti-Fiinfkirchen 2020) (Figure 22).

Figure 22  An Integrated Information System for Health Financing
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In purchasing, analyzing health payment data provides opportunities to identify
inefficient spending, such as payments for unnecessary care (referrals, visits, laboratory
tests, and so on), failure to adhere to best practice, duplication of services, nonoptimized
drug prescriptions (for instance, less use of generics than expected), nonoptimal use of
infrastructure and medical equipment, low workforce productivity, detectable high-cost
centers (for example, populations with high numbers of readmissions, overprescribing
centers), errors (such as coding, claimed services not linkable to medical conditions),
and fraud. In combination with clinical data, health financing data may also provide a
foundation for evaluating provider performance and the quality of care, enabling new
payment models based on the value of care.

In the future, payers may rely on digital solutions to optimize resource allocation,
improve efficiency, and reduce waste. Digital technologies will allow payers to cut

60



O

QO

A

CHAPTER 4 LOOKING FORWARD: A DIGITAL-IN-HEALTH FUTURE

administrative costs by streamlining legacy administration processes. Self-service
tools, paperless communication, and automated sales support processes are examples
of areas wherein administrative cost savings may be generated. They accounted for
35 percent-40 percent of the impact of digital transformation among payers in the
United States. Furthermore, analyzing collected health data enables payers to identity
opportunities for cost savings deriving from improved capacities in analytics and
financial and risk management. From a population’s perspective, innovative digital
public infrastructure (DPI) approaches, such as the unified payment system in India
or the M-PESA system in Kenya, could enable a population to pay for health services
in new ways, allowing people to vote with their feet by showing their preference and
willingness to pay for care at higher-quality facilities.

Digital in Health Service Delivery

KEY CHALLENGES: Governments and health care providers face a variety of challenges
in the delivery of health care. In low- and middle-income countries, where 80 percent of
the world’s population lives, malnutrition and infectious diseases account for significant
numbers of premature deaths. Many people in low- and middle-income countries do not
receive even basic health care. Health facilities are often located in urban areas, far from
rural areas and frequently difficult to access by public transportation. The care that is
provided can be costly and substandard (Brandeau, Sainfort, and Pierskalla 2004). Most
middle-income countries are faced with a double disease burden. As infectious diseases
and infant and maternal mortality decrease in a nation, middle- and higher-income
urban households suffer more from chronic illnesses, while lower-income households
and the rural population continue to suffer primarily from infectious diseases (Hsiao
and Heller 2007).

CURRENT STATE OF PLAY: The Lancet Global Health Commission on High-Quality
Health Systems has documented the urgent need to improve quality at scale and to move
from microlevel quality improvement to macrolevel reform (Kruk et al. 2018). Digital

in service delivery enhances all these efforts. It utilizes technology as a foundational
cross-cutting enabler for high-quality care and data for decision-making and optimized
logistics to meet current and future challenges. The use of digital technology is already
infused in many aspects of health and health care. In a future of digital in health for
service delivery, this means the adoption and integration of digital health solutions that
are fully embedded and integrated into every aspect of health service delivery (Snowden
2020).

Accelerated by the COVID-19 pandemic, the paradigm shift in health service delivery
toward digitally enabled care is approaching (WHO 2020a). The COVID-19 pandemic
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has demonstrated that digitally enabled care and health service delivery and remote
care are increasingly important in achieving UHC (Walcott and Akinola 2021). Digitally
enabled care requires substantial coordination among many types of care across

many types of health workers in separate locations and at different times. The digitally
enabled care model offers patients coordination of in-person and virtual visits, which
are fully integrated with the care journeys of patients based on precise clinical needs
and appropriateness. This high degree of coordination and integration demands not
only significant interoperability among underlying electronic health records and
digital health solutions used by the care teams, but also robust telehealth solutions that
are able to support real-time connections seamlessly among patients and care teams.
For example, health data created during virtual visits should be included in patient
electronic records and be accessible to the primary care providers or at any entry point
of contact with a health system.

While health care is historically delivered in person, improvements in connectivity
and advances in IT, telehealth, and telemedicine programs have started to shift this
traditional paradigm. Implementation in various health systems now occurs among
targeted populations, such as populations in remote areas or in cases of specialized
disease categories (Kimble 2015). Digitally enabled care also expands the narrowly
focused clinical interventions of traditional telehealth programs to a holistic approach,
including digital therapeutics, pharmacy management, and the remote monitoring
of persons at home, thereby expanding the concept of a hospital from a physical
building to a range of health services, some of which can be provided through remote
monitoring. In addition, digitally enabled care expands health data collection beyond
traditional health care facilities because data may also be supplied from home-based
monitoring devices, static sensors, personal health records, and virtual visits.

FUTURE USES: In the post-pandemic era, continually improving the delivery of health
care services and health outcomes requires reimagining and reforming the health
system. The future of service delivery will evolve to become patient-centric, virtual,
ambulatory, delivered in the home, value-based and risk bearing, driven by data and
technology, transparent and interoperable, enabled by new medical technologies, and
integrated, yet fragmented (Singhal, Radha, and Vinjamoori 2022). As with the vision
of digital-in-health, technology and data are an organic foundational block supporting
the ability and desire of individuals to manage and improve their health. The future of
appropriate and effective health service delivery will apply digital health to ensure that
health systems are characterized as follows:

*  Future-fit: Resilient, anticipating and adapting to dynamic contexts, challenges,
needs, and risks
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* Holistic: Embodying a problem-solving approach that interrogates interlinked root-
cause issues to identify leverage points for high-impact, quality interventions

* People-centered: Prioritizing the perspectives, preferences, and needs of people
and communities and building trust

* Excellence in evidence and operations research: Filling evidence gaps, adopting an
investment perspective, undertaking impact evaluations of digital transformation in
health

In providing convenient, timely, and efficient access to health care, digitally enabled
care offers the promise of transforming health care delivery. By becoming future-fit,
holistic, and people-centered, digital in health service delivery will enable models and
processes to adapt easily to changing health care needs and new methods in service
delivery and become resilient in responding to emergencies. To realize the digital-in-
health vision, health delivery networks will have to undergo a cultural and structural
evolution in the way good health is achieved. This means that health systems must
adapt to become holistic, future-fit, and people-centered, but also share the focus of
providers and systems in supporting individuals while achieving personalized care
and fostering citizen engagement in virtual and ambulatory care, that is, empowering

patients.

Digital in Health Sector Supply Chain Management

KEY CHALLENGES: According to WHO, about one-third of the world population lacks
access to medicines, vaccines, and other essential health products. Such products
represent the second-largest expenditure item and the largest component of private
health expenditure in low- and middle-income countries. The difficulty in accessing
high-quality health products, the introduction of bogus medical products on the market,
rising medicine prices, shortages of essential medicines, poor logistics, waste, and
inappropriate use of medicines pose severe inefficiencies and high costs in heath care
service delivery (WHO 2020b).

CURRENT STATE OF PLAY: Today’s supply chain information systems play a critical

role in access to quality medicines and health care products, but are often siloed, do not
track, end-to-end, the delivery of good medical products, equipment, or drugs, and serve
mainly inventory and reporting functions.

Many health care organizations have developed the practice of acquiring essential
medical supplies and equipment, storing vital medications, meeting medical needs,
and scheduling patient treatments without coordinating and synchronizing those
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actions. Professionals in the supply chain are finding it difficult to keep up with the
vast amounts of data that are needed to create an integrated, efficient, effective, and
agile supply chain in today’s complex, connected world (Painuly, Sharma, and Matta
2023, 569).

Given the high volumes of data , the potential for data connectivity, and the level of

standardization that supply chain management typically entails, the area is ripe for an

exponential rise in value through digital interventions.

FUTURE USES. The future role of digital in supply chain management is likely to focus

on four main core areas of growth, as follows:

Greater integration of traditional supply chain data and other data to help inform
predictions of future needs: Instead of today’s siloed systems, digital in supply chain
management will involve end-to-end digital platforms that triangulate data from
various sources, including nontraditional supply chain data on patients and products,
geomapping, procurement, facility demand, and stockouts. In Mali, the Outil de

Suivi des Produits de la Santé (health product monitoring tool) has been developed,
conceptually, as an end-to-end solution to meet the needs of the context (Figure 23)

Figure 23
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Source: Adapted from Konduri et al. 2018.
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*  More real-time information about supply and demand: Data are more well
integrated and available end to end, from demand to procurement to national
traceable source and supply, storage, distribution, local supply, stock levels, and
restocking requests. These data should enable more real-time information to be
used to make supply-related decisions and generate savings.

*  More augmented decision-making: With wider data availability, more predictive
and augmented decisions about future supply needs become possible and lead to
the development of supply chain decision support systems.

* Better standardization and traceability: End-to-end systems facilitate greater
standardization and better traceability, from origin to use, in supplies and
commodities and reduce substandard and counterfeit products and medicines.
Digital technologies are game changing in this process. They include medicine
authentication tools, such as mobile apps and messaging services, barcoding
in drug safety alert systems, web-based drug safety alerts, radio frequency
identification tags, databases to support visual inspection, digital aids to enhance
the performance of quality evaluation kits, reference libraries for the identification
of bogus or substandard medicines, and quality evaluation kits based on machine
learning for field testing (Rasheed, Héllein, and Holzgrabe 2018).

Digital in Clinical Care and Health Research

KEY CHALLENGES: Several challenges stand in the way of delivering clinical care
services, from timely and accurate diagnosis of health problems to the discovery of new
treatments and to prevention. Two key areas in clinical care in which digital innovations
hold great promise for transformation are drug development in the pharmaceutical
industry and digital diagnostics.

Timely and accurate diagnosis is critical to providing effective patient care and enabling
targeted pandemic preparedness and response. Digital diagnostic tools can improve
equity in access to diagnostics by addressing health care gaps in low- and middle-income
countries, where accessibility is poor (Fleming et al. 2021). Yet, significant gaps exist in
access to diagnosis and imaging. It is estimated that close to half the world’s population
has little to no access to medical diagnostics. The gap is pronounced especially in
primary health care. In 2020, the Global Diagnostics Alliance conducted an analysis
across four countries to determine barriers to diagnostics access (FIND 2020), as follows:

° Barriers among patients and other individuals. Difficulties in navigating a
fragmented health system; high out-of-pocket costs in the private sector after
avoiding the public sector because of a perception (and often the reality) of poor
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quality or lack of convenience in the public sector; low value (such as convenience,
quality of service, certainty) for the patient despite their efforts (time and cost)

in seeking diagnosis and care, which reduces their trust in the health system and
discourages future care-seeking behavior

° Barriers among health care workers. Lack of knowledge on point-of-care
diagnostic tools; long wait times for sample collection and receipt of test
results; difficulties in navigating care-seeking steps (screening to treatment and
monitoring); poor-quality diagnostic tests, equipment, or infrastructure; and paper-
based tools that prevent the easy reporting and use of data

° Barriers within health programs. Lack of interoperability across systems; lack of
guidance or evidence in the effort to select the most cost-effective digital diagnostic
technologies for the specific context; and lack of visibility in supply chain data on
diagnostics

Digital diagnostics and imaging can help to address these gaps and barriers. Examples
of digital innovations that have successfully addressed some of the gaps listed above
include clinical decision support tools that guide health workers in administering
appropriate tests and treatment, AI-powered portable chest X-rays that enable improved
and faster diagnosis, connected diagnostic devices that automate data transmission to
lab information systems and surveillance systems

Clinical research and drug development in the pharmaceutical industry. Despite
billions of dollars spent on drug development and clinical research trials, as of 2015, drug
development had a success rate (drugs to market) of slightly more than 8 percent. Careful
study participant selection—using biomarkers or other data—will yield higher success
rates (Wong, Siah, and Lo 2019). Conceptualization to bringing a new drug to the market
takes, on average, 10 to 15 years with a US$2 billion price tag (per drug). If the success rate
could be increased and the duration and cost shortened, it would bring immediate value to
the sector. The last decade has seen significant developments in how digital technologies
have become embedded as part of everything, from more deliberate study participant
selection to poly-pharmaceutical interactions and managing clinical trials.

Frontier technologies will take center stage in drug development and clinical trials.
Because of the high stakes and high volume of data to manage (from genomics data

to quaternary protein folding structures), the next frontier is the use of AI (Figure 24)
for building systems that are faster and adaptable in comparison with conventional
methods (Kennedy 2023). These innovations will help discover potential new drugs,
repurpose existing drugs, anticipate interactions with other drugs (polypharmacy),
better screen suitable participants for clinical trials, and undertake quality assurance



CHAPTER 4 LOOKING FORWARD: A DIGITAL-IN-HEALTH FUTURE

and monitoring of adverse events (Paul et al. 2021). Recognizing these potential use
cases, the US Food and Drug Administration has recently published a discussion paper
with proposed future governance and guardrails to using AI and machine learning in
drug development.*

Figure 24  Areas in Which Artificial Intelligence Is Being Used in the
Drug Development Cycle
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Source: Based on Paul et al. 2021.

Note: ELN = electronic laboratory notebook; QA = quality assurance.

Other forms of health research will also benefit from digital technologies: Being able
to better screen study participants, use new forms of data to measure outcomes, or
streamline intervention design because of rapid literature reviews are all ways in which
health research, writ large, will benefit from the potential of digital integration into how
health research is done.

4

See Artificial Intelligence and Machine Learning (AI/ML) for Drug Development
(dashboard), Food and Drug Administration, Silver Spring, MD, https://
www.fda.gov/science-research/science-and-research-special-topics/
artificial-intelligence-and-machine-learning-aiml-drug-development.
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FUTURE FOCUS. Digital diagnostic tools and imaging can increasingly be used to
optimize limited resources, improve equity of health care access, improve availability
(g/ ” of quality diagnostics, and support targeted programmatic intervention. Beyond
pharmaceutical drug development, Al also has a role in fostering a better understanding
of (a) diseases from a molecular network and genomics perspective; (b) functional foods
such as peptides and other nutraceuticals and their impact on health, as adjunct therapy
to pharmaceuticals, and on each other (Doherty et al. 2021); and (c) how nutrient
profiles and nutraceuticals can be used alongside pharmaceuticals to predict disease
severity and personalized supplementation regimens. Digital in the pharmaceutical
and nutraceutical space has the potential to result in higher discovery success rates,
shorter times until drugs are brought to market, and lower costs in doing so, enabling
lower drug costs. Governments have a critical role to play in regulating how genomics
data of citizens—the code of life—are used if Al platforms are used as part of the drug
development cycle.

Digital in Nutrition

@ @ KEY CHALLENGES IN NUTRITION: Malnutrition in all forms, ranging from
I + undernutrition (stunting and wasting), micronutrient deficiencies, and overweight

(-) A or obesity, impacts millions across the life cycle. Its current trends are worrying, and
malnutrition is directly or indirectly associated with major causes of death and disability
worldwide. Malnutrition is intrinsically connected to human capital: undernutrition
contributes to 45 percent of child mortality; iodine deficient children lose up to 13 IQ
points; and stunting (low height for age) is known to be associated with lost productivity
and earnings in adulthood (Shekar et al. 2017). Furthermore, one adult death in five
can be attributed to dietary risk factors. Key drivers of malnutrition are not only
direct ones, but also include several underlying factors, such as food insecurity, high
food prices, resulting in hunger, unhealthy food marketing, unhygienic environment,
climate change shocks, social disparities, gender inequality, harmful traditions and
cultural practices, limited resources, and policy inertia (Tufford et al. 2020). Addressing
nutrition challenges requires interventions that need to be delivered at scale, utilize
multisectoral approaches, and address the multifaceted aspects of nutrition, from
policy to community-level actions. Some of the challenges in the scaling up of nutrition
interventions are the need for innovative tools and development of capacities to reach
communities and vulnerable families, the need for adequate and strategic nutrition
financing, and the need for nutrition-related data for evidence-based policy decisions
(Subandoro et al. 2022).
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CURRENT STATE OF PLAY: Digital technologies offer innovative ways to address key
nutrition service delivery challenges, and their use ranges from reaching individuals

and communities with continuous and edutaining behavior change messages, targeting

the poor and most vulnerable in difficult situations, and allowing systematic approaches

and tools ford  ata collection, especially in low-capacity settings (Ireen et al. 2018;
UNSCN 2020; World Bank 2013). Digital solutions to address these challenges have
focused mainly on the following:

Tools to strengthen service delivery. Digital tools have been used to strengthen
screening and assessments, counseling, treatment, and the management of
malnutrition (USAID 2020; WHO 2022c). Telehealth has been used in virtual clinical
nutrition services, including consultations to support breastfeeding, infant and
young child feeding, and the management of severe and acute malnutrition (Ferraz
Dos Santos, Borges, and de Azambuja 2020; Uscher-Pines, Lawrence, and Waymouth
2023). In Burkina Faso, a digital tool (the electronic register of consultations) is used
for screening and the referral of cases of severe and acute malnutrition as part of a
broader package for the integrated management of childhood illness activities (SUN
2021). Access to smartwatches and mobile apps support diet management, weight
loss, and the management of noncommunicable diseases by offering personalized
solutions and tracking options (Dobbie et al. 2022; Natalucci et al. 2023).

Job aids for community- and home-based services by community health
workers. Initiatives to equip front-line community health and nutrition workers
with smartphones or phone-based applications to replace paper-based work and
improving the work efficiency of nutrition programs. In India, a digital job aid

and supervision tool—integrated child development services—common application
software—has replaced paper-based registers and provides workers in Anganwadi
centers with real-time information to monitor, focus, and improve nutrition service
delivery (Patil et al. 2022). CMAM m-Health, the community-based management of
acute malnutrition mobile app, is a decision support tool that provides response-
triggered decision tree algorithms, text, voice, and picture prompts, and automated
reminders and that has helped enhance protocol adherence, improve patient
tracking, provide targeted counseling, generate real-time monitoring data, and send
reminders to supervisors and supply chains in Afghanistan, Chad, Kenya, Mali, and
Niger (Frank 2017). In Indonesia, the electronic human development worker app

is being used to converge the delivery of front-line services across multiple sectors
(health, water and sanitation, social protection, and education) through service
mapping, job supervision, reporting, and training to ensure the colocation of key
services that are critical to reducing stunting (Bosquet 2019).
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* Reaching families and individuals with behavioral nudges. Improving day-to-
day nutrition practices requires consistent behavior change communication to be
delivered at scale to nudge communities and families, as well as tailored messages
for specific audiences and individuals. Traditionally, these messages have been
delivered by enhancing the capacities of front-line workers and volunteers as
change agents to enable such processes. Emerging initiatives in low- and middle-
income countries include a chatbot-based nutrition counseling service—Poshan
Didi—that has been developed in India (Jayal 2021). Similar efforts are also being
planned in Bangladesh and Indonesia.

* Digital marketing. Trials in some high-income countries, such as Saudi Arabia
and Singapore, have found that digital marketing can influence healthy food
consumption by encouraging and incentivizing consumers to purchase healthier
options (Rodriguez 2023). Various digital media are also used to market cheap,
nutrient-poor foods to children and teenagers, primarily by private sector
entities (Boyland et al. 2020; Bragg et al. 2017; Tangcharoensathien et al. 2019).
Advertisements for ultraprocessed foods high in fat, sodium, and sugar often
targeted at children can cause overweight and obesity, thereby leading to
noncommunicable diseases later in life (Obesity Evidence Hub 2022).

FUTURE USES. Wearables for better lifestyle choices. There has been a proliferation

in the use of digital technologies in the form of wearable devices and tracking apps that
allow users to track their daily food intake, record nutrient intake data, monitor progress
in disease conditions, and track other lifestyle factors such as activity levels, heart rate
variability, sleep patterns, and more. These data can all be used together with nutrition
data to provide customized plans and recommendations for specific clients.

Digital for behavior change. Behavior change and communication are an integral part
of a nutrition program. Technology is increasingly being used to disseminate general
and personalized messages and in training nutrition workers. Prospects for remote
learning should also include opportunities to enhance the digital literacy of nutrition
workers. Such platforms have the potential to provide peer to peer support, facilitate
knowledge exchange, and impact behaviors. Though these channels facilitate greater,
faster, and cheaper audience reach, widely shared misinformation and disinformation

over the internet are a concern and should be proactively addressed by governments.

Personalized recommendations. Use of digital solutions in nutrition can be applied
across all sectors, ranging from the use of innovative software to optimize school
feeding menus and software tools to calculate and optimize the nutrient content of
school meals to the delivery and monitoring of essential nutrition services and to the use
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of block chain technologies to track the nutrition quality of foods along the food supply
chain (UNSCN 2020). The use of digital applications and tools generates immense data.
With the efforts to integrate and harmonize data and linking and sharing information
from heterogeneous data sources, along with capitalizing on advances in computational
sciences for automated data processing and management, can help answer many of

the complex policy and programmatic issues in the nutrition sector (Emara et al. 2022;
UNICEF and WHO 2021).

Digital in Climate and Health

KEY CHALLENGES: Climate change exhibited as increasing temperatures, more extreme
weather events, increased droughts, flooding, sea-level rise, and wildfires impacts
human lives. A climate resilient health system can adapt to change, respond, and reduce
vulnerabilities arising out of the myriad of health impacts and the rising toll of climate
change-related deaths. Transformation of the current health system across the globe

can occur if these challenges are addressed. The use of digital technologies that connect
climate and health issues under one platform is limited (WHO 2021b).

CURRENT STATE OF PLAY: The use of infectious disease surveillance systems and
related HISs is widespread in countries, but they are often not linked. There is a need

to strengthen electronic integrated surveillance systems for climate-sensitive diseases,
such as dengue, heat-related illnesses, air pollution-related diseases, and nutritional
deficiencies. Further advances in managing human health in the era of climate change
will require information systems that capture, process, and communicate combined
data on human, animal, and plant health. Digital technologies and data also play a role
in adaptive responses to both short-term shocks and long-term trends associated with
climate change. Timely access to information—for instance, early warning, temperature
and rainfall, agricultural advice through, for example, mobile devices, SMS, radio, social
media—is crucial to responding to and mitigating the impact of emergencies, such as
floods and drought, and to identifying pest and disease prevalence. Big data are being
used to inform responses to humanitarian emergencies, as well as to generate new
forms of citizen engagement and reporting (such as community-based maps of flood-
prone areas) that can help inform coping and adaptive responses. During the pandemic,
low-carbon and energy efficient contact tracing technologies were used in the form of
smartphone apps. There are also examples of the use of mobile applications, including
SMS messaging. For instance, the AirRater air pollution monitoring app supports
individuals with asthma and draws upon the open data monitoring of wider air quality
issues, such as traffic pollution and alerts to bush fire smoke incidents.
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FUTURE USES: To address issues of climate and health, extensive adaptation and
mitigation measures are needed; people—their health, connection, and well-being—

should be put at the heart of climate investment and action. Digital technologies and

data can be used to support these people-centered climate investment goals in three

ways:

The role of the digital in reducing the climate and health knowledge gap:
Knowledge and analytics are fundamental to effective action and the digital
enabling this advance in new ways. For example, global climate monitoring and
other environmental monitoring models can increase the available information by
orders of magnitude between generations. These global data can be combined with
better availability within countries through the digitalization of written records and
expanding data collection through mobile technologies, both actively collected data
and metadata. This holds great promise of contributing to the use and availability
of health data. Intelligent search and analytics can help more effectively scan
environmental data and the related climate footprints or identify health trends
caused by rising temperatures.

Digital applications to quantify health sector contributions to the climate crisis:
Carbon footprint assessments are fundamental to understanding where action
needs to happen. The sparsity of data is currently hampering this process. Digital
can provide information on data already available and on how different approaches
to the carbon footprint utilize information and the challenges inherent in this
initiative. Ultimately, the goal is to understand low carbon clinical pathways and
public health services. This requires much better data. Digital health will also be
key to reducing this impact—smart devices and so on—and improve efficiencies.

Digital in climate and health action: This would cover the importance of digital

in detecting risks (surveillance), warning people) (early warning systems),

and evaluating health responses to climate shocks. Digital can support both
behavior change efforts, combat mis- and dis-information, and play a role in risk
communication. It can also support the use of data to integrate health and hydromet
systems. Use of Al and sensing technologies based on machine learning can
generate health-related data to predict vulnerabilities, for instance, smart sensors

on wearable technology.

Digital technologies that minimize environmental damage and reduce the carbon

footprint should be used as much as possible so that greenhouse gas emissions are not

increased. There are many approaches to achieving this through renewable energy
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sources (solar power), energy star—-certified energy efficient hardware, data centers,
technology recycling (for example, Recycle-Health collects used activity trackers and
provides them to underserved populations), and e-cycling, digital temperance, green
computing, use of repairable devices, and responsible disposal and resource pooling
between partners and stakeholders. Such approaches can reduce the global impact of
electronic waste through the circular economy, reduce electronic waste emissions and
associated health risks, and reduce carbon emissions. Other innovations, such as direct-
to-client digital health services using mobile messaging, chatbots (which may also be
driven by AI), call centers, help desks, mobile applications, websites, and the remote
monitoring of patients are also important enablers of UHC and can reduce the carbon
footprint of health systems by requiring fewer health facilities and reducing greenhouse
gas emissions caused by travel-related fuel consumption and physical footprints. The
Green Guide for Health Care is an example of a sustainable design toolkit integrating
environmental and health care principles and practices into facility planning, design,
construction, operations, and maintenance (HCWH 2007). Additionally, new and
emerging technologies, such as green cloud computing (carbon neutral data processing)
and virtualization (reduces the physical number of services needed to store data

by shifting the data to virtual servers), tiny machine learning and compact AI (that
reduce software size and power), and greener IT solutions, represent more sustainable
ways of using technologies and ensuring that digital-in-health does not add to global
health burdens. Such transformational investments today have the potential to shape
tomorrow’s health care systems.

Digital in Supporting Healthy, Productive Longevity

KEY CHALLENGES: With large swaths of the world population aging, digital in healthy
longevity entails efforts to ensure that aging populations live productive, healthy, and
connected lives for as long as possible: focusing not only on life span, but on health
span (years of life without chronic illness) and joy span (years of life socially connected
to others and living with purpose). Populations aging today will be more technology-
savvy than today’s aging populations and may have different demands on the health care
system as they age, but they are not a homogenous group (Kokorelias et al. 2022).

FUTURE USES: Digital aspects of healthy longevity will focus on these areas in the
future:

*  Prevention of chronic illness and polypharmacy in predictive and personalized
ways, thereby reducing health care costs for older populations: Caring for
aging populations can be costly, particularly as these populations often present
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multimorbid chronic illnesses. Health care systems should strive not only to
provide these services at the lowest cost, but also to reduce the need for these
services. Increasing a person’s health span and reducing the health span—the life
span gap—can be accomplished through the proactive, personalized, preventive
lifestyle- and environment-based services that digital technology can provide.

° Supporting gerontolescence to maximize productivity: Gerontolescence is the
period ages 50-70 when individuals typically develop a second or new career and
take up new interests to plan for a future after their current formal employment
comes to an end. Digital technologies can help in this transition by helping people
discover new careers and new types of jobs as they age.

* Reducing and managing cognitive decline: Digital technology can prevent and
reduce cognitive decline (Wu, Lewis, and Rigaud 2019) and can also be used
diagnostically to assess and track cognitive function over time.

* Reducing loneliness and social isolation: Social isolation is the lack of social
contacts and the shortage of regular interaction with people, whereas loneliness is
the feeling of isolation, regardless of the amount of social contact (Kroll 2022). In
China, Europe, Latin America, and the United States, 20 percent to 34 percent of
older individuals are lonely. Social isolation and loneliness are harmful. They not
only shorten longevity, but negatively impact mental and physical health and the
quality of life (PAHO and ITU 2023). It has even been shown in a 12-year follow-up
study in the United Kingdom that social isolation and loneliness have the negative
health effects akin to smoking 15 cigarettes a day (Kroll 2022; Phillip et al. 2022).
Digital technologies can help reduce social isolation and loneliness.

° Making independence at home possible: With technology and at-home monitoring
tools, it is possible to keep older people at home for longer and help them transition
from vulnerable to valuable (PAHO and ITU 2023).

Critical success factors include the need for human-centered design and digital skills
training to reduce negative attitudes about digital technologies and ageist attitudes
about the likelihood of aging populations wanting to use technology (Mace, Mattos, and

Vranceanu 2022).

Digital in Medical Education

KEY CHALLENGES: The process of medical education is struggling to keep up with the
quickly evolving health care demands of populations around the globe and new evidence
emerging on what it takes to live a healthy life. Challenges such as outdated curricula,
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insufficient funding, slow uptake of new research evidence into medical curricula, and
lackluster quality control and accreditation systems result in graduates who are not fully
prepared for their roles. To tackle the health issues that the twenty-first century presents,
a shift is needed toward newer, more streamlined, and more effective approaches in
medical and public health education. Health care professional institutions must lead in
forming evidence-based curricula, integrating the latest technology, and introducing
innovative programs. It is crucial for primary stakeholders to participate actively in
instigating the required transformations in medical and public health education. Among
the significant challenges and shifts are the movement toward competency-centered
education, an augmented focus on collaboration across various medical disciplines, the
integration of technological advancements, and an emphasis on addressing the social
factors that influence health within medical education (Majumder et al. 2023).

FUTURE USES: As medical education moves toward more competency-based

approaches, digital technology can be used effectively. The use of technology in medical
education represents a significant shift in the way health workers are trained. Here is an
overview of how technology is impacting and enhancing the field of medical education:

* Simulation and virtual reality: Medical students can practice surgeries and
diagnostic procedures in a virtual environment. This provides a risk-free platform
to learn, make mistakes, and improve skills before contact with real patients.

* E-Learning and online platforms: Online courses and platforms offer flexibility
and accessibility, allowing students to learn at their own pace. They can access
lectures and notes and even interact with professors and fellow students remotely.

* Al and machine learning: These technologies help in personalized learning by
analyzing the performance of individual students and adapting the educational
content accordingly. Al can also assist in complex research and diagnosis training.

° Augmented reality: Augmented reality can provide interactive 3D demonstrations
of anatomy and complex medical procedures, enhancing the understanding of
spatial relationships and functional processes within the body.

* Telemedicine training: With the growth of telemedicine, students can be trained
in remote patient care, enhancing their ability to diagnose and treat patients from a
distance.

° Mobile applications: Apps that provide quick access to medical journals, drug
information, and interactive case studies help in continuous learning and staying
updated with the latest medical advances.

75



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

O

76

QO

A

* Bigdata and analytics: Technology helps in the collection and analysis of large
volumes of medical data. This information can be used for research, understanding
patterns, predicting outcomes, and creating evidence-based practices within
medical education.

* 3D printing: Used to create accurate models of organs or specific medical
conditions, 3D printing provides tangible resources for learning complex
anatomical structures.

* Collaborative platforms: Technology enables better collaboration among medical
institutions, allowing the sharing of resources, research, and expertise.

* Ethics and digital literacy training: As technology becomes an integral part of
health care, training in digital literacy and ethical considerations related to data

privacy and security becomes crucial.

* Continuous assessment and feedback: Technology allows for real-time assessment
and feedback, providing students with immediate insight into their performance
and areas for improvement.

The integration of technology in medical education is not merely a trend, but a necessity.
It brings about more interactive, personalized, and effective learning, preparing medical
students and professionals for a rapidly changing health care landscape. The challenge
lies in ensuring equitable access to these technologies and in continuously evaluating
and updating them to align with the ever-evolving field of medicine.

Digital in Public Health and in Health Emergencies

KEY CHALLENGES: Public health promotes and protects the health of people and the
communities where they live, learn, work, and play. While a doctor treats people who
are sick, public health tries to prevent people from becoming sick or injured in the first
place. It also promotes wellness by encouraging healthy behaviors.

The US Centers for Disease Control and Prevention clearly identifies the integral role of
public health systems in preparing communities to respond to and recover from threats
and emergencies. The public health consequences of disasters and emergencies initially
affect local jurisdictions. During the initial response, the people and communities

that are impacted must rely on local community resources. As a result, all state,

local, tribal, and territorial emergency response stakeholders must be prepared to
coordinate, cooperate, and collaborate with cross-sector partners and organizations at
all governmental levels if emergencies occur, regardless of the type, scale, or severity
(CDC 2018).
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CURRENT STATE OF PLAY: Information management is at the heart of all public health
functions. From assessing and monitoring population health to improvement and
innovation and evaluation, research, and quality improvement, digital solutions play
an ever-increasing role in the massive data collection and processing required and, by
extension, in health emergencies and pandemic preparedness. The COVID pandemic
was a catalyst, shedding light on the blind spots that even some of the most advanced
economies could not address because of a previous lack of investment in digital
infrastructure for public health.

Digital tools are an essential part of a dynamic and interconnected public health
surveillance system with the capacity to gather and analyze multiple sources of data

in real time. Public health information management steadily moves from static,
descriptive statistics to dynamic, diagnostic, predictive, and prescriptive analytics.

It helps in the shift from a reactive response to health systems that are equipped

to detect and even predict future health emergencies proactively. Public health
surveillance is the continuous, systematic collection, analysis, and interpretation of
health-related data (Khoury and Dotson 2021) by way of multiple sources, such as
syndromic surveillance (Henning 2004), laboratory surveillance (Cheng et al. 2022),
sentinel, genomic surveillance (WHO 2022a), antimicrobial resistance surveillance, and
wastewater surveillance (Diamond et al. 2022), but also extends to social and behavioral
data collected from internet-based platforms and social media.® Future enhanced
applications of machine learning (CDC 2023) and Al for better forecasting (Brownstein et
al. 2023) to this set of integrated and interconnected data set will help not only improve
the speed at which the surveillance system can detect anomalies, but also, through
predictive models, forecast health emergencies and their impact on specific population
groups. Public health surveillance information should be part of the wider health data
ecosystem in a country.

FUTURE USES: Noncommunicable diseases now account for almost three-quarters
of all deaths globally.® The potential impact of a digital public health surveillance
system linked to primary health care and other information systems goes well
beyond emergency response and can help monitor, predict, and target the response
to noncommunicable disease. Such a system can help identify the emergence of

> TFor antimicrobial resistance surveillance, see GLASS (Global Antimicrobial Resistance and Use
Surveillance System) (dashboard), World Health Organization, Geneva. https://www.who.int/
initiatives/glass.

®  “The Role of the Health Community in Climate Action: Taking Stock and Moving
Forward,” 76th World Health Assembly, Session 3, World Health Organization, Geneva,
May 24, 2023, https://www.who.int/news-room/events/detail/2023/05/24/default-calendar/
the-role-of-the-health-community-in-climate-action-taking-stock-and-moving-forward.
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environmental impacts on noncommunicable diseases or facilitate population-based
clustering of modifiable risk behaviors, such as smoking, diet, alcohol consumption,
substance use, physical activity, and sleep (Khoury and Dotson 2021). This highlights
another promising source of digital data for public health: gathering personal data from
telemedicine, wearable devices, and other health care devices connected to internet to
collect patient information (Manteghinejad and Javanmard 2021). The amount of data
collected and integrated with AI will enable public health authorities to target their
interventions more effectively, reaching a new level of prediction and proactivity to
reduce the incidence of chronic diseases.

The future of digital in public health points toward an ever-increasing leverage of
individual data and services that can be integrated in surveillance systems. With its
wearables, implants, and sensors, the internet of things can constantly feed individual
data and potential digital biomarkers relevant for public health as well as other early
warning systems that can detect potential disease outbreaks earlier (Sahu et al. 2021).
Digital therapeutics for chronic disease diagnostics and management, mental health
screening and treatment, and lifestyle preventative (behavior change) interventions
represent another range of interventions that can be used for public health and service
delivery (Wang, Lee, and Shin 2023). Virtual and augmented reality to facilitate health
care worker training can be used for therapies or patient education. The future of public
health will involve using this interconnected individual data to predict, detect, modify,
treat, and intervene beforehand, thereby expanding the field of personalized precision
medicine to include applications in public health—precision public health—and using AI
and machine learning to target public health efforts more effectively within populations
(Bilkey et al. 2019).



CHAPTER 5

Country Readiness
for and
Determinants of
Digital-in-Health
Success

‘ ‘ Duigital health interventions
are not just imited to individual
health care delivery programs,
but are spread across multiple health
outcomes, catering to both communicable
and noncommunicable diseases across the
health and disease burden spectrum.”

Mansukh Mandaviya,
Union Minister for Health and Family
Welfare, India (PIB 2023)
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Key Messages in This Chapter

Countries are at different stages of maturity in their digital health infrastructure, systems, and
governance. A country’s maturity will influence its ability to make progress with digital-in-health.
Countries are also at different stages of maturity in government-wide technology, systems, policies, and
approaches (GovTech).

The digital health maturity of some countries is on par with their wider GovTech maturity. The digital
health maturity of many countries is greater than their GovTech maturity, suggesting sector-exclusive
approaches. And other countries have made progress with their GovTech maturity, but their digital
health maturity is low. For most countries, the correlation between the two is weak to moderate.
Regardless of which one is more mature, the lack of correlation between them suggests a lack of
coordination among these efforts.

From these maturity assessments and from reviews of more than 80 country case studies of digital
health implementation efforts, three key challenges emerge in relation to the digital aspects of
country health systems, regardless of the context: (a) opportunistic, short-term, and provider-focused
approaches that do not put people or health system problems first; (b) leadership gaps and disjointed,
siloed digital solutions; and (c) piecemeal efforts with challenges in financing, capacity, and trust. The
case studies also reveal the factors that will determine the extent to which countries will be able to
address these challenges.

Challenge in growing
digital aspects of
health systems What will determine the extent to which the hindrance can be addressed
Opportunistic, 1. Whether evidence of what works is available and used, together with a
short-term, and deliberate focus on technologies that reduce disparities in health, to prioritize
provider-focused digital solutions
approaches that do not 2. Whether providers, patients, and underserved communities are involved in
put people first choosing, designing, and evaluating digital solutions
Leadership gaps and 3. How functional digital health leadership and governance are at national,
disjointed, siloed digital regional, and global levels
solutions that make it 4. How comprehensively data about health are governed and shared
difficult to generate, link 5. The extent to which digital infrastructure is available and is used
or use data 6. How widely digital health records are created, updated, and used during every
encounter with the health system
7. Number and types of health information systems and digital solutions and the
ease with which they exchange data
Piecemeal efforts with 8. The extent to which digital solutions are trusted and people are comfortable
challenges in financing, with and have the capacity to use them
capacity, and trust in 9. How well the public and private sectors work together in delivering
digital technology technology for health care
10. The extent to which the planning and implementation of digital-in-health are
linked to wider digital transformation
11. How digital technologies are financed, monitored, and implemented
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his chapter considers how well prepared low- and middle-income countries are

for a digital-in-health future by looking at the maturity of the digital aspects of

their health systems, the challenges that most countries face in maturing the

digital aspects of their health systems, and the factors that will determine the
extent to which countries will be able to address these challenges.

Countiry Readiness Measured through
Maturity Metrics

What is digital health maturity? Digital health maturity refers to the notion that the
various aspects of a country’s digital health technologies, tools, data, governance, and
capacity may be at different stages of development, financing, implementation, and use.
Identifying areas of greater or less maturity is useful as countries embark on prioritizing
the investments most relevant to them.

|
Approaches to assessing digital health maturity. |~ < Box 2 The Four Subindexes
W ofthe gTM

Stakeholders have developed various approaches

to assessing the maturity of HISs and digital 1 Core government systems index

o (17 indicators) captures the key aspects
adopts a comprehensive view by considering of a whole-of-government approach

health systems. One of these approaches

the maturity of each of the seven digital health . ) ) .

. . Public service delivery index
building blocks defined in the 2012 WHO and 2 o (9indicators) presents the state of online
International Telecommunication Union e-health portals, e-filing services, e-payment
toolkit: leadership and governance; strategy and capabilities, and more

investment; legislation, policy, and compliance; L. . .
3 Digital citizen engagement index
[ ]

(6 indicators) measures aspects of
public participation platforms, citizen

workforce; standards and interoperability;
infrastructure; and services and applications

(WHO and ITU 2012). The toolKkit is called the feedback, and open government and
Global Digital Health Monitor (GDHM) (see annex data portals
D for a detailed list of indicators that the tool

GovTech enablers index (16 indicators)

4 e captures strategy, institutions, and
regulations, as well as digital skills and
innovation programs

uses).!

Digital health maturity in the context of digital
transformation. Digital health transformation

rarely occurs in a vacuum. In Latin American Source: GTMI (GovTech Maturity Index) (dashboard),
World Bank, Washington, DC, https://www.

worldbank.org/en/data/interactive/2022/10/21/
a digital health strategy, but, rather, a digital govtech-maturity-index-gtmi-data-dashboard.

and Caribbean countries, many do not have

transformation strategy for all of government.

! GDHM (Global Digital Health Monitor) (dashboard), GDHM, Washington, DC, https://digitalhealth-
monitor.org/. 81
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Thus, in interpreting digital health maturity, digital maturity across all of government

is relevant, too. The World Bank has developed an index for government-wide digital
transformation maturity, the GovTech maturity index (GTMI). It was first launched in 2020
and is updated annually. The GTMI consists of four subindexes and 48 indicators (Box 2).

The Maturity of Digital Health Building
Blocks around the World

The 2023 GDHM maturity assessment shows that countries have made progress with

the digital aspects of their health systems, but that significant gaps remain. Overall,
countries were in stage 2 (of five stages) of digital health maturity (Table 10), with significant
variation among digital health building blocks and across countries. By country income
group, countries vary widely in the areas on which they have focused in digital health.
High-income countries and regions with the largest shares of high-income countries
exhibit higher levels of maturity (Figure 25 and Figure 26). The data also show that, across
the board, interoperability and standardization, legal and regulatory issues, digital skills
(among the health workforce), levels of investment in digital technology and data, and
financing the infrastructure related to digital health are the most challenging aspects.

Table 10  Maturity of Aspects of Digital Health, 76 Countries, 2023

Aspect of digital GDHM What this

health maturity phase means

Leadership and Phase3 A governance structure is in place and a plan for emerging technology exists
governance

Legislation, Phase 3 Some data governance legislation and cybersecurity legislation exist, but are
policy, and not yet fully implemented

compliance

Digitally Phase 1 Virtually no curricula on digital health exist at preservice or in-service
skilled health levels. There is low maturity across most countries. Greater investment and
workforce standardization are needed in preservice and in-service training for health

professionals, the professionalization of digital health and career paths
within the public sector, and gender representation within the digital health
workforce and governance.

Infrastructure Phase4 “A plan for supporting digital health infrastructure (including equipment
computers/ tablets/ phones, supplies, software, devices, and so on) provision
and maintenance has been implemented partially and consistently with
estimated 25 percent-50 percent of necessary digital health infrastructure
needed in public health care service sector available and in use.” Thus, 50
percent-75 percent of the infrastructure is still inadequate. Most countries
have a plan for supporting digital health infrastructure, but greater
investment is needed to support implementation at scale.

Table continued..


https://www.worldbank.org/en/events/2022/10/19/2022-govtech-maturity-index-update-trends-in-public-sector-digital-transformation
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Table 10 Maturity of Aspects of Digital Health, 76 Countries, 2023 (continued)

Aspect of digital GDHM What this
health maturity phase means

Standards and Phase1l Inmany countries, there is no national digital health (e-health) architecture
interoperability framework or health information exchange that is operational.

Strategy and Phase1 Approved digital health strategies exist in a minority share of countries.
investment Investments in digital health are woefully inadequate, and there is no

separate budget line for digital health.

Services and Phase1 National priority areas are not (yet) supported by digital health at any scale,

applications and digital health interventions are not scaled up. There is a need to invest
in digital civil registration and vital statistics, patient feedback systems, and
preparations for emerging technologies such as Al

Source: Global Digital Health Monitor Launch Event, World Health Organization, Geneva, May 7, 2023;
State of Digital Health around the World Today, Global Digital Health Monitor, Health Enabled and
Global Development Incubator, https://monitor.digitalhealthmonitor.org/map.

Figure 25 Global Digital Health Monitor Index Results, by Country
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Figure 26  Global Digital Health Monitor Index Results, by
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Source: Elaborated from data of State of Digital Health around the World Today, Global Digital Health
Monitor, HealthEnabled and Global Development Incubator, https://monitor.digitalhealthmonitor.org/

country_list.

Digital Health Maturity in Relation to
Digital Transformation Maturity

The correlation between digital health maturity and the wider digital transformation
agenda in a country is important because not all the investments needed for the digital
aspects of health systems to work well will be made by the health sector.

Comparing the GDHM and GTMI scores of countries, a mixed picture emerges. Figure 27
shows that, in some countries, digital health maturity is on par with the wider GovTech
maturity. In most countries, the digital health maturity is higher than the GovTech
maturity, suggesting sector-exclusive approaches. Other countries have made progress in
GovTech maturity, but digital health maturity is low.

With an overall correlation coefficient of 0.4156 (that is, the correlation between the
2022 GTMI index value and the 2023 GDHM index value for the same country), it is
fair to say that the correlation between digital health maturity and GovTech maturity
is weak to moderate. Regardless of which one is more mature, it suggests a lack of
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coordination between these efforts. Because many digital health solutions will require
investments beyond the health sector, improving the coordination and links among
digital transformation efforts for health and digital transformation across government,
writ large, should be strengthened.

Figure 27  Correlation between GovTech Maturity Index 2022 and
Global Digital Health Monitor Index 2023
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GTMI

Iui,;w.v‘\"lw‘-:}‘mi\ nfl\—xa‘l‘mv o Bangladesh ngher.d|g|ta|h‘ealth
maturity and higher @ Cape Verde  Bahrain maturity and higher

Govlech maturity GovTech maturity
R o Fl Salvador

10 COUNTRIES * Kenya o Phillipines 100 COUNTRIES

China @
@ Morocco
(ambodia ® :
Pakistan e South Africa §
otk Nigeria @ E, ._‘._.-.Ll

- S GoAMm )
Lower digital health Higher digital health
maturity and lower ) @ \/anuatu ) maturity and lower

GovTech maturity Sierra Leone & ® Tajikistan - Malawi GovTech maturity
20 COUNTRIES o : 37 COUNTRIES

Bosnia & Herzegovina
® Haiti .
® Niger
South Sudan e qF

%

Sources: Elaborated from data of GTMI (GovTech Maturity Index), 2022 Update (dashboard), World
Bank, Washington, DC, https://www.worldbank.org/en/programs/govtech/2022-gtmi; State of Digital
Health around the World Today (dashboard), Global Digital Health Monitor, Washington, DC, https://
monitor.digitalhealthmonitor.org/map.

A comparison of GDHM and GTMI scores among countries in different regions reveals
trends (Map 2). In Sub-Saharan Africa, the GTMI and GDHM scores both tend to be low.
The GTMI and GDHM scores are similar in East Asia and Pacific, Eastern Europe and
Central Asia, and South Asia. In Latin America and the Caribbean, the GTMI scores are
higher than the GDHM index values, which reflects the all-of-government approach that
the countries in this region have adopted toward digital transformation.
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The GTMI / GDHM comparison shows that digital maturity differs across countries and
regions, that countries take separate paths toward maturity, and that government-wide
digital transformation efforts and digital health maturity are not necessarily planned in
an integrated way (countries with higher levels of digital transformation maturity do not
necessarily have better digital health maturity).

Map 2 Comparison of GDHM Index Values and GTMI Values around the
World
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Source: Elaborated from data of State of Digital Health around the World Today, Global Digital Health
Monitor, Health Enabled and Global Development Incubator, https://monitor.digitalhealthmonitor.

org/map; World Bank 2022 https://www.worldbank.org/en/programs/govtech/2022-gtmi.

Determinants of Digital-in-Health Success

Achieving such an all-encompassing vision will require a concerted effort and will
be challenging. Several sources—(a) the GTMI and GDHM results, (b) Chowdbury and
Pick’s (2019) assessment of digital health in low- and middle-income countries, (c)
Transform Health's 2022 report on what it will take to move digital health forward, (d)


https://www.worldbank.org/en/programs/govtech/2022-gtmi

CHAPTER 5 COUNTRY READINESS FOR AND DETERMINANTS OF DIGITAL-IN-HEALTH SUCCESS

the World Bank’s 2023 report on accelerating digital technology take-up in the European
Union, (e) the experiences of other development partners and the private sector, and (f)
experiences from over 80 digital health case studies—were consulted. They provided a
rich library of challenges that countries face in growing the digital aspects of their health
systems, and what it will take to address them.

Three challenges emerge as the most prevalent in maturing the digital aspects of
country health systems: (a) opportunistic, short-term, and provider-focused approaches
that do not put people or health system problems first; (b) leadership gaps, and
disjointed and siloed digital solutions; and (c) piecemeal efforts with gaps in financing,
capacity, and trust. Field experiences validate these three challenges: A review by
Muinga et al. (2020) find that, across 58 hospitals in Kenya, most of the investments in
digital health interventions were aimed at digitalizing administrative system processes
and data, as well as radiology and laboratory management systems, that these systems
were stand-alone with limited interoperability, and that virtually no electronic health
record modules were being used. So, the focus was on the digitalization of data and
siloed systems, not yet digital-in-health.

From the review of all these sources and the feedback from stakeholders (chapter 3), 11
factors emerge that determine the extent to which countries are able to address the
challenges and grow toward a digital-in-health future (Table 11).

Table 11  Challenges for and Determinants of Digital-in-Health Growth

Challenges for
growing digital Factors that will determine the
aspects of health extent to which the challenges
systems can be addressed
Opportunistic, Whether evidence of what works is available and used— together
short-term, and with a deliberate focus on technologies that reduce disparities in
provider-focused health—to prioritize digital solutions
approaches that do Whether providers, patients, and underserved communities, are
not put people first involved in choosing, designing, and evaluating digital solutions
Leadership gaps How functional digital health leadership and governance are at
and disjointed, national, regional, and global levels
siloed digital How comprehensively data about health are governed and shared
solutions that
makes it difficult Extent to which digital infrastructure is available and is used
to generate, link or How widely digital health records are created, updated, and used
use data during every encounter with the health system
Number and types of health information systems (HISs) and
digital solutions, and the ease with which they exchange data
among them
Table continued...
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Table 11 Challenges for and Determinants of Digital-in-Health Growth

(continued)
Challenges for
growing digital Factors that will determine the
aspects of health extent to which the challenges
systems can be addressed
Piecemeal 8. Extentto which digital solutions are trusted, people are
efforts with comfortable with and have the capacity to use them
minimal .country 9. How well the public and private sectors work together in
leadership, delivering technology for health care
financing, . . . . o
. 10. Extent to which planning and implementation of digital-in-health
capacity, and B . o .
... are linked to wider digital transformation
trustin digital
technology 11. How digital technologies are financed, monitored, and

implemented

These 11 determinants of digital-in-health success are described in the rest of this
chapter.

Determinant 1: Evidence to Choose Wisely

Because the opportunity cost of investing in digital health interventions can be large,
countries must be selective about where to invest. Over the last two decades, Ethiopia’s
health sector has introduced a broad set of digital tools, and the Ministry of Health has
decided to move ahead with the digitalization of data to improve services and evidence-
based decision-making. However, much can be done beyond digitalizing health data.
The challenge is how to choose. Although digital technologies bring huge and countless
opportunities for transforming health care, not all possible opportunities can (or should)
be implemented at the same time. This is because of the financial and human capacity
constraints.

To make good investment decisions about where to invest in digital technology and
data, investments need to (a) respond to the most important health system challenges;
(b) at the system level, focus on the areas where there is the most value to be gained

in improvements in health and improvements in health care; (c) at the individual
digital health intervention level, use a variety of rigorous evaluation evidence that
shows whether and how digital health interventions work; and (d) benefit underserved
populations to improve equity.

On one hand, we have seen solutions change lives, but, on the other, we have seen
innovations make advancements in science and engineering but lack clinical utility.
Sometimes these are true “hammers in search of nails,” where an innovation is
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inadequately applied to health care;
other times, they are misguided
attempts at innovation, lacking
proper understanding of clinical
context (Buis and Huh-Yoo 2020, 45).

Choosing the appropriate intervention will
require different kinds of evidence and
information about how an intervention
reduces disparities. Several reviews have
concluded that significant evidence gaps
exist and that substantial effort will be
needed to deepen and widen the evidence
base for digital health interventions.

For example, Xiong et al. (2023) classify
the evidence base for digital health
interventions for noncommunicable
diseases as follows: clinical (mixed),
behavioral (positively inclined), and
service implementation outcomes (clear
effectiveness). Thus, the service delivery
benefits may be clear, but there are less
clear links to health outcomes. This is also
the case in many other areas where digital
health interventions are deployed.

An area of particular importance is the
use of digital health interventions (or data)
for clinical purposes, such as diagnostics,
treatment, or the management of chronic
illness. Perakslis and Ginsburg (2021, 127)
find that, “digital health has potential to
improve health management, but the
current state of technology development
and deployment requires a buyer beware
cautionary note.” The reason for the
caution is that the evidence base on digital
health interventions is still insufficient

at a time of significant commercial and
global pressure to scale up digital health
interventions in low- and middle-income

Digital Health

N (Ia, Box 3 The State of Evidence on

The World Bank and the International Initiative for
Impact Evaluation have developed an evidence gap
map to investigate the published literature on impact
evaluations of digital health interventions (Gérgens
et al. 2021). The resulting evidence on the effects of
digital health interventions highlights the following:

The evidence base for digital health interventions
is skewed toward evidence on high-income
countries (75 percent of studies); 66 percent of the
studies are on Europe and North America alone.

Almost all studies evaluated interventions for
clients and health care providers, and few looked
at health care management applications (that is,
digital for back office functions such as health
worker allocations or claims management) even
though the experience of high-income countries
has shown that this is where the earliest value can
be found.

There was a dense focus on digital health
interventions concerned with service delivery
(such as telemedicine). In contrast, interventions
that support providers in the planning or
coordination of health services (for example,
referral or activity scheduling) have received
relatively little attention.

Reflecting the newness of the technology,
evidence for Al-based interventions was limited.

The review also found a preponderance

of evidence focused on interventions on
noncommunicable diseases (88 percent of the
evidence base).

The focus of most studies concerns short-term
outputs (for instance, number of clinic visits),
and there was a significant gap in the number
of studies that report intermediate or ultimate
health outcomes, such as morbidity, mortality,
and quality of life.

Source: Wilkinson et al. 2023
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countries. It is easy to use hype and hyperbole to convince countries to use unproven
technologies. For this reason, evidence and regulation must be high on the priority list of
countries as they grow their digital-in-health focus.

The evidence base for digital health interventions is growing, but has started from a

low base, and it is skewed today toward specific geographical areas and specific digital
interventions (Box 3). Additional and new kinds of evidence of what works, how it works,
and who it reaches will be needed to make the best possible investment choices in

the future. Such evaluation is needed during implementation as well. By continuously
evaluating digital health tools, health care providers can build a body of evidence on
what works and what does not work. This evidence can then inform decisions, both by
individual health care providers and at the policy level.

Determinant 2: Who is Involved in Planning and
Implementation

Who is involved in the decision about which digital technology to use and how it is
planned and designed has a critical impact on the extent to which the technologies are
trusted and applied in the short and long term. The perspectives of people who will use
and benefit from digital technology are foundational to what is designed and how it
operates. A focus on user-centered design can help avoid instances where an innovation
is incorrectly applied to health care and where it does not serve a clear health-related
purpose. Akram, Augustin, and Koepsell (2022) show that there is a disconnect between
those who design digital health interventions and those who use them day to day. User-
centered design or human-centered design may help overcome this disconnect (De

Vito Dabbs et al. 2009; Dominguez-Rodriguez and De La Rosa-Gomez 2022; Ledel Solem
et al. 2020). The extent to which interventions are designed with a view on the current
work flows of the health workforce and the extent to which this workforce is involved in
deciding what an intervention will look like have been key to anticipating the level of use
of applications (De Vito Dabbs et al. 2009; Rudin et al. 2021). But care should be taken in
how user-centered design is implemented, and practical challenges need to be overcome
(Cornet et al. 2020).

Determinant 3: Leadership in Countries, and at
Regional and Global Levels, for Digital Health

Building an enabling environment for a digital-in-health mindset and vision requires
strong government leadership to establish solid partnerships; avoid an array of
siloed systems; maintain a balance among maintaining, growing, linking, and
maturing existing information systems and digital health interventions and creating



CHAPTER 5 COUNTRY READINESS FOR AND DETERMINANTS OF DIGITAL-IN-HEALTH SUCCESS

new ones; support and enable required changes; and oversee the implementation of
recommendations and monitoring results for the delivery of expected benefits.

In light of “digital health,” we see multiplying numbers of web platforms and
mobile health applications, often brought by new unconventional players who
produce and offer services in nonlinear and nonhierarchic ways, this by multiplying
access points to services for people. Some speak of an “uberization” of health care.
New realities and challenges have emerged from this paradigm, which question

the abilities of health systems to cope with new business and economic models,
governance of data, and regulation (Alami, Gagnon, and Fortin 2017, 1).

Strong coordination is needed. Previous experience has shown that, if many different
organizations deploy digital health interventions and HISs in an uncoordinated

fashion without adequate local leadership and strategy, the result is endless pilots and
fragmentation. In these cases, digital health interventions can have the opposite of their
intended effect, negatively influencing health service delivery instead of enhancing it.
Without strong leadership, ineffective or problematic legacy systems may be maintained
at the expense of new systems, and, inversely, new digital health interventions or
information systems may be implemented without understanding how they would link
within the wider ecosystem. The migration of data from legacy systems to new systems
should be carefully managed.

Global and regional coordination, with strong country leadership. Coordination is
needed in countries, but also at the regional and global levels, with a strong focus on all
partners working together under the leadership of countries.

Donors tend to focus on supporting innovation, often at the expense of support for
maintaining the effective running of routine systems. This significantly compromises
the crucial national routine systems and creates fragmented systems that typically die as
pilots (UNICEF 2019).

Beyond leadership and coordination, regulation is needed. Regulation typically

lags innovation. The rapid pace of innovation has made keeping up a challenge even
among significant regulatory authorities, such as the European Medicines Authority,

the UK National Institute for Health and Care Excellence, and the US Food and Drug
Administration. The strength of regulatory processes will influence the extent to which a
country embraces digital technologies with clinical benefit. A patient reminder system,
for example, would arguably need less regulatory approval than a digital therapeutics
software that provides virtual reality-based daily pain management services to patients
suffering from chronic pain.
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Unlike pharmaceutical products, medical device regulation and medical product
regulation for digital health solutions require special regulatory consideration that

is currently lacking in many countries. This is the case during the testing phase and
implementation phase when digital solutions could be tweaked on an ongoing basis.
Both medical device regulation (for AI-based medical devices) and medical product
regulation (for digital health interventions that offer clinical benefit) are needed (Colloud
et al. 2023). Private sector technology companies that supply digital health solutions have
been vociferous about the need for clarity around what requires regulatory approval, as
well as the regulatory process itself.

Determinant 4: Data Governance and Sharing

What is health data governance and why is it important? Health data governance
refers to the overall management of the availability, usability, integrity, protection, and
security of health-related data. It is a system of decision rights and accountabilities for
information-related processes executed according to agreed models that describe who
can take what actions with what information when, under what circumstances, and
using what methods. In essence, health data governance provides a framework that
helps organizations manage their health data responsibly and effectively, ensuring that
the data are trustworthy and that they are used in ways that benefit individuals and
communities, while maintaining individual rights. The aim of data governance is to shift
the focus from data collection to using data more effectively to improve development
outcomes, particularly among the poor and in low- and lower-middle-income countries
(World Bank 2021). Health data governance is crucial for several reasons, as follows:

* Data rights. Health data contain sensitive information that must be protected and
that individuals have the right to use and share. This includes medical histories,
genetic data, and other private information. Effective health data governance
preserves rights and helps protect against data breaches, identity theft, and
unauthorized access to sensitive information.

* Quality and accuracy. Accurate health data are essential for effective patient care,
research, and public health initiatives. Effective data governance ensures the quality
and accuracy of health data by implementing standards, policies, and procedures
for data entry, maintenance, and use.

* Interoperability. Health data are often shared across health care systems and
providers. Effective health data governance can help promote interoperability or
the ability of various information systems, devices, and applications to access,
exchange, interpret, and use data in a coordinated manner.
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* Regulatory compliance. There are numerous laws and regulations related to
health data, including the general data protection regulation in the European Union
and the Health Insurance Portability and Accountability Act in the United States.
Effective health data governance helps organizations comply with these laws and
regulations.

e Trust. Patients and the public need to trust that their health data are used
appropriately and protected adequately. Effective health data governance can help
build this trust by promoting transparency, accountability, and responsible data
stewardship.

* Efficiency and effectiveness. Proper governance of health data can lead to greater
efficiency and effectiveness in health care services by reducing errors, improving
data flows, and providing a clearer picture of patient health for better decision-
making.

* Research and innovation. Well-governed health data can be a valuable resource
for scientific research and innovation, leading to new insights, treatments, and

interventions in health care.

* Equity. Health data governance can also play a role in ensuring health equity by
setting rules and guidelines that ensure data are collected and used in ways that do
not discriminate against or disadvantage certain groups.

Data governance writ large and health data governance are weak. World Development
Report 2021 shows that the legal and policy environment for data governance, writ
large, is in its infancy in many countries and that it often interacts in a complex
multidimensional legal and regulatory space (Figure 28). The underlying type of data
does not necessarily determine how the data might be treated legally across the data
value chain. This depends on how such data are used or processed. Safeguards on
personal data need to be grounded in a rights-based approach whereby data subjects
are adequately protected before data can be used for any purpose. In addition, current
regulatory approaches, especially relating to crossborder personal data flows, are
diverse, might not enable data transfers among countries, and restrict data flows because
of data protection and national security concerns. While data governance is becoming a
matter of pressing national policy, the global nature of the data landscape also calls for
closer regional and international cooperation to harmonize regulations and coordinate
policies.

A fully integrated national health datasphere built on the principles of value, trust, and
equity allows the flow of data among a wide array of users in a way that facilitates the
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safe use and reuse of data (World Bank 2021). Such an integrated national data system
aided by good digital and data governance can unlock untapped value through creative
data reuses, data analytics, and Al techniques for improved health outcomes.

Figure 28 Personal Data Protection Legislation Differs Markedly by
Country Income Status

Data protection
law enacted

Data protection F?iﬁ‘ % Iih No exception to limitations on data collecting

100

authority created and processing by governments

Individual right of redress, to
object to use of personal data

Regulatory limitation on
algorithmic decision-making

Individual right to challenge
accuracy and rectify personal data
Regulation of data Data storage . )
svimwi s [ B - e s
}i ~ Upper-middle-income countries

Requirements to — High-income countries
incorporate privacy by design

[&_T:mo Necessity and proportionality test
(] for government exceptions

Purpose limitation
requirement

Data minimization
requirement

Source: World Bank 2021.

Determinant 5: Digital Infrastructure Availability and
Accessibility

Digital technologies do not work without digital infrastructure. In a world where
technology is ubiquitously used as part of health systems, the extent of the use of the
technology will depend, in part, on whether the location where it is used, includes
access to the internet. Wherever health care is delivered, it will become dependent

on meaningful and appropriate mobile or fixed internet connectivity, and a minimum
internet bandwidth that is adequate for the synchronous and asynchronous functioning
of devices that use the internet of things and other digital-based medical technologies.
For example, a digital X-ray that uses machine learning to distinguish negative chest
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X-rays from X-rays that a radiologist must review requires minimum bandwidth, speed
and reliable internet connections to work as designed.

The community—people seeking to improve their health—need to be able to connect

to digital technology and data using the internet in ways that are affordable and do not
exclude the most vulnerable. Unequal access to technology and connectivity can hinder
the adoption and utilization of digital health solutions, especially in underserved or
remote communities. In addition, bring-your-own device approaches (which assume that
people already have access to a smart phone) can perpetuate inequality if the poorest
and most vulnerable do not have their own devices. While mobile connectivity has
dramatically increased during the past decade (95 percent of the world’s population is
now covered by a mobile broadband network; Delaporte and Bahia 2022), 40 percent of
the connected do not use the internet, mainly because of challenges in the reliability of
the connections, the cost of data, and the availability of hardware (Figure 29). In some
countries, a cell phone is often shared among many persons. Usage and affordability
therefore still need to be addressed.

Figure 29 Internet Affordability as a Share of Monthly Income
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Determinant é6: Extent to Which Digital Records Exist
and Are Used

In many low- and middle-income countries, patient data are still stored on paper
registers and patient cards. If such data are digitalized, serve clear purposes, are
widely available, are utilized appropriately by health providers and managers, and if
their contents are both timely and accurate, they can transform health care planning,
financing, delivery, and even public health.

In the last 10 years, digital health record adoption has rapidly increased (see Figure

10). Once digital health records are created, paper-based records are sometimes not
eliminated, thereby doubling the required effort. According to Bagnoli, Kapoor, and
Mullane (2022), “when new digital systems are implemented, it is common for CHWs
[community health workers] to continue maintaining paper forms in parallel. We should
treat this double data entry as a failure of the digital system. Digital implementers should
be proactive in understanding whether paper systems are still in use and work toward a
digital system.”

Health data usage and quality are compromised because of missing point-of-care
primary health care and hospital information systems. Static paper records are often
difficult to maintain in health care delivery, particularly in longitudinal information
settings, such as the continuity of care among individual patients in care at multiple
points of service and across separate providers. By using data collection systems at the
point of care, health care professionals become passive health data users. While it is
expected that they use the collected real-time data as much as possible for clinical and
administrative decision-making processes, the way in which the data are collected at
specific points in time does not provide them the access to the data resources they need
to manage these processes.

A key reason for this situation is digital discontinuity. If health records are paper-
based or if digital health record systems are disconnected from each other, data need
to be manually aggregated and collected from these separate sources. These periodic,
non-real-time data collection efforts are at the root of most troublesome data quality
issues (Figure 30). Data at the source (for example, in patient medical records) are
typically correct, complete, and captured when the service is delivered. If the data are
not digitalized at the source, they need to be collected later, usually through aggregate
reporting forms. This results in weak data quality and use. Updates may be delayed;
reported data may be incomplete; summary reports leave out more detailed information;
and mistakes are possible. Even if such inefficient and inaccurate data collation
processes are digitalized (for instance, by capturing monthly aggregate health service
delivery data), the compromises in quality and use persist.
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Figure 30 Digital Discontinuity Resulting in Data Collection Efforts and
Compromises in Data Quality
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Determinant 7: Number of Health Information Systems
and How They Exchange Data

To curate health data, many countries use multiple HISs, each serving a different
purpose. A multitude of disconnected HISs have a detrimental effect on the functioning
of health systems because they create siloes of unconnected data in systems that cannot
exchange data seamlessly. The approach of investing in one specific information system
without paying attention to whether it can talk to other systems in the region makes data
both expensive and limited in utility. Sri Lanka, for example, has 29 HISs that are not
interconnected.

Some countries continue to use multiple data management systems, for example,
systems for specific diseases and covering community workers, with unclear
complementarity and that do not feed into the HIS. Also, health management
information systems are often not connected to other relevant management information
systems, such as laboratory information systems or logistics information systems
(UNICEF 2019).

These HISs are often disconnected from each other. Linking systems can provide
significant benefits in the coordination of resources and the reduction of response
times during an outbreak or for pandemic preparedness, as well as the routine delivery
of reliable, high-quality health services. If these data about health that are housed in
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multiple HISs are not connected, inefficiencies and inaccuracies are the result. Figure 31

illustrates a disconnected approach (currently commonplace in many countries).

Figure 31
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Health workers often only have access to one or a limited number of HISs that do not

link with regional or national information infrastructure, thus limiting the ability to

piece together a person’s health data puzzle and to communicate critical information in

a timely and reliable manner. Without sufficient data sharing and integration, critical

activities suffer because of a lack of access to or accuracy in real-time information.
The lack of interoperability also affects the use of data to improve health and deliver
consistent, quality care outcomes during service delivery (Al-Adwan and Berger 2015; Yi

2018).

These data collection systems remain fragmented and lacking in adequate assurance
of data quality, which serves as the major bottleneck to effective data use for decision-
making and actions for improving health care delivery. This challenge of fragmentation

and proliferation of systems is expected to escalate soon, given the policy thrust to
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include data from urban health and the private sectors, which represent virgin initiatives
(UNICEF 2019).2

Determinant 8: Capacity For and Trust in Digital
Technology

Health workers may be hesitant to adopt new technologies because of concerns about
disruption to established work flows, potential job displacement, a perceived lack of
adequate training and support, or a fear of showing weakness in providing medical care.
Several studies make the point that there is disproportionately low use of electronic
medical records by physicians. It seems that the proliferation of digital tools to
implement digital health records does not correspond to the full adoption of electronic
medical records in health care delivery, despite the clear benefits (Al-Adwan and Berger
2015; Dutta and Hwang 2020; Sines and Griffin 2017; Yi 2018). Dutta and Hwang (2020)
show that the potential barriers behind the comparatively low adoption rate of electronic
medical records by physicians include privacy and security concerns, high start-up
costs, work flow changes, system complexity, lack of reliability, and challenges in
interoperability.

Patients might have unrealistic expectations in technology, be distrustful of technology
use in health care, or not want their health information records to be maintained
electronically. Digital literacy and skills (knowledge, attitudes, and practices) among
patients and providers are often low, as is confidence in data and in how the data will be
protected and used.

Determinant 9: Extent to Which Public and Private
Sectors Work Together

The extent to which the private sector contributes to digital-in-health growth as a

user of digital health interventions, a provider of data, an innovator, or a technology
implementor is critical since many of the innovations in health care derive from the
private sector. The lack of adequate business models for engaging in a sustainable way
with the private sector is an area of concern that limits investment. In health systems in
which insurance schemes are the main mechanisms of health financing, the lack of clear
reimbursement models for digital health services can create uncertainty among health
care providers and organizations, making them less likely to adopt new technologies.
Traditional contracting models may require a review and update to align more closely

2 See DHIS2 (dashboard), HISP Center, University of Oslo, Oslo, https://dhis2.org/.
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with digital health. The extent to which the private sector is engaged in digital health

depends on the following:

Does government look for homegrown solutions, and is it prepared to support
local private sector solutions after the pilot phase? Governments may not be aware
of the digital solutions and services available, including many homegrown ones.

In some countries, health system actors have supported pilot schemes to test and
validate digital solutions. Others may work with development partners to develop

or test solutions. A risk for the private sector occurs after the pilot phase. Will the
government provide sustainable funding to support continued or expanded rollout?
Are there options for working with banks and funding entities to support projects?

Are expectations and developments in sync? It is critical that the digital health
space continue to mature hand in hand with the public and private sectors. They
must be in lockstep because, if not, parallel care delivery will occur, wasting
resources and reducing the overall efficiency of the system. The public sector must
embrace the digital health innovations created by private companies and integrate
them into the broader care ecosystem.

Was sustainability beyond the pilot phase considered during design? If these
adopted solutions are to be sustainable long term, they must be well planned.
Governments need to decide what parts of a system will be replaced by digital
health services and how these services will be provided. Once this is determined,
the government needs to seek to understand how the private sector providers will
cooperate and become integrated within the private health care system. This is most
important from a data sharing and security standpoint. How can private and public
providers share digital health records as completely as possible while still respecting
the privacy and other rights of each individual patient.

Is contracting appropriate for the type of service being provided? For public-
private partnerships (PPPs) in digital health, it is essential to understand and

clarify the various modalities that are appropriate for digital-in-health investments.
Traditional PPPs and private finance initiative models lend themselves more to
capital expenditure-intensive projects, while digital health does not. Currently,
there are few examples of pure digital health PPP initiatives. Indeed, in the past, the
rapid pace of digital health and the technology underpinning it has made medium-
and long-term PPPs difficult to structure, and the value for money is difficult to
demonstrate. Some PPPs may include digital components, such as building a
hospital, providing equipment, and establishing a hospital information system. At a
minimum, any future PPP project should involve feasibility studies and assessments
of the digital requirements, including the IT infrastructure. Digital health may lend
itself to services, but not capital expenditure-oriented PPPs. Furthermore, digital
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health may not necessarily suit PPP structures and could be oriented toward more
traditional procurement if country-specific policy allows. Even then, enhancements
to conventional procurement and contracting models may be required. Thus, for
example, one-year contracts do not align with a digital health solution rollout.

° Areregulations in place; do they work as intended; and should they be
amended? As the public sector begins to regulate the digital health space, it must
be cautious. The frameworks that are developed must allow the private sector to
participate in the development of the digital health space. Some countries in Sub-
Saharan Africa, for instance, require that all data be stored on local data servers
within the countries. However, the countries do not have servers with the proper
security measures to store health data, resulting in storage of the data in other
countries. This is a prime example of good intentions in the development of a
regulatory framework without considering the implications on the ground. Other
common regulatory issues that will require attention include teleconsultation,
e-prescriptions, and Al-based diagnostics. In addition, there is a need to consider
whether the scope of the practice of health care workers could be expanded using
digital technology.

* Isthe private sector prepared to consider reciprocal transformation and
adaptation? Technology companies may need to adjust their products to suit the
needs and circumstances of low- and middle-income countries, for example,
internet of things devices that require less bandwidth, the ability to work in online
and offline environments, and so on. Also, technologies themselves will need to be
transformed to meet health care norms, standards, perceptions, and practices.

Determinant 10: Extent to Which Digital Health
Progress is Linked to Wider Digital Transformation

The World BanK’s five pillars of digital transformation (See Figure 13) are not sector-
specific and are all crosscutting. Digital health efforts need to be linked to government-
wide efforts in digital transformation. As the GTMI and GDHM comparison shows,
government-wide transformation and health sector digital health efforts do not seem
to be synchronized in many countries. This is limiting because it does not allow

for capitalizing on economies of scale or on the uniform implementation of cross-
sectoral aspects of digital technology. In many countries, the lack of coordination
between ministries of health, ministries of ICT, ministries of digital development,

and other relevant agencies responsible for government-wide digital transformation
serves as a critical barrier to scaling digital health interventions and leads to the
wastage of resources. For example, the implementation of foundational digital
infrastructure requires collaboration with ministries responsible for ICT and broadband,
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telecommunication regulators, telecommunication companies, and government
agencies responsible for energy. In addition, other foundational aspects, such as data
governance, enterprise architecture approaches, digital IDs, procurement and financial
management systems, and shared digital services, are led increasingly by new agencies
or consolidated under existing agencies that sit outside health.

One of the components of government-wide digital transformation is a focus on DPI. DPI
describes platforms (and the governance and institutional frameworks around them) for
digital identity, data exchange, and digital payments, as well as for any other functions
that are necessary for economy-wide public and private sector service delivery within
and across borders (Box 4). These components are not new. What is new is the act of
combining them into an umbrella category and linking sectoral efforts in a government-
wide effort. The rationale for combining them is that almost all digital transactions
require some form of authentication (digital identity), information (data exchange),

and funds (digital payments). The infrastructure in DPI is aimed at capturing these
foundational and enabling dimensions for sectors to use for their purposes (for example,
a digital health information exchange using unique patient identifiers). Thus, countries
that can build DPIs are much more easily able to harness digital technologies across
sectors. For instance, the government and stakeholders in Thailand have used the DPI

as the basis for the much-heralded UHC insurance scheme. In India, the concept has
been pioneered through the India Stack, which brings together the DPI and, through
public-private collaboration, connects the DPI through open application programming
interfaces and common standards.

Determinant 11: How Digital Technologies Are
Financed, Implemented, and Monitored

The fiscal space for health remains precarious after the COVID-19 pandemic.
Kurowski, Evans, Schmidt, et al. (2022) show that many more countries face the
prospect of lower per capita government spending in 2027 than in 2019 (pre-pandemic),
tantamount to a lost decade in public investment. In other countries, government
spending per capita will exceed 2019 levels through 2027, but spending growth will be
weak, restricting the capacities of governments to boost public investment in critical
areas, such as health. In only 61 of the 177 countries analyzed will the capacity of
governments to spend increase robustly up to 2027. And of great concern are four
low-income countries and 14 lower-middle-income countries that are expected to see
government spending capacity lag below pre-COVID-19 levels through 2027. In addition,
another 10 lower-income countries and 19 lower-middle-income countries will see slow
growth in government capacity to spend, including on health. Financing digital health
in these markedly diverse fiscal contexts will require customized solutions in individual
countries.



CHAPTER 5 COUNTRY READINESS FOR AND DETERMINANTS OF DIGITAL-IN-HEALTH SUCCESS

|
N ¢ Box 4 Digital Public
@ Infrastructure
The word public in DPI does not necessarily denote public ownership or implementation.
Instead, this captures the fact that the government has the primary role in and respon-
sibility for deciding on whether and how DPI is provided in the interests of the broader
economy and society (Poole, Toohey, and Harriset al. 2014). Exercising tThis role can be
exercised by done through managing implementation, through supervision and regulations,
or through standard-setting and market-making. There are many different approaches to
digital identity, for instance, from centralized systems implemented by governments (for
example, Japan’s MyNumber) to federations of public or private sector ID providers (for
example, the Pan Canadian Trust Framework and FranceConnect). Similarly, there are
many different ownership and implementation models for digital payments, but, typically,
these are governed by central banks. Data exchange involves many stakeholders because as
it entails legal frameworks, technical standards, and digital infrastructure. DPI emerged in
2022 as countries and the international community reflected on lessons from the COVID-19
pandemic demonstrating that digital solutions are critical for resilience. The countries

that had DPI in place could more easily keep education, health care, and commerce going
through digital and online channels.

* Asgovernment agencies, businesses, health care providers, and other service providers
relied on the app to allow Singaporeans and residents to transact fully online, the use of
Singpass, Singapore’s national digital identity app, rose from 25 percent of the population
in March 2020 to 97 percent by October 2022 (World Bank 2022b). Similarly, the use of
India’s Unified Payment Interface, the digital payment system, increased from over one
billion monthly transactions in January 2020 to eight billion in January 2023.2

* Research has found that countries with DPI in place could deliver social assistance
payments to nearly three times more of the population (51 percent versus 16 percent)
in less than half the time (11 days versus 26 days) (World Bank 2022a). Togo offers an
illustrative example. There, the Novissi Cash Transfer Program was rapidly built in March
2020 using mobile money and innovatively leveraged various data sources to cross-check
eligibility (Gentilini et al. 2022)..

Note: a = UPI Product Statistics (dashboard), National Payments Corporation of India, New
Delhi, https://www.npci.org.in/what-we-do/upi/product-statistics.

The perceived high costs associated with implementing and maintaining digital
health technologies can be a significant barrier to investment, particularly in

times of challenging fiscal space. In resource-constrained settings, it is challenging
to allocate funds to digital technologies if the value of the technology is unclear or

if the focus is simply the data itself. More domestic and international investment in
digital technologies that are well aligned and linked within the country’s national data
ecosystem are needed. Incentives for private sector investment are also relevant.

Beyond the source of financing, the mechanisms of financing digital technologies
warrant consideration. Ensuring that digital technology and data service providers are 103
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reliably reimbursed in value-based ways—regardless of the financing system for health
in a country—is crucial to the sustainable use of digital technologies. This is because the
ongoing maintenance costs can be significant. It is critical to consider whether long-
term cost drivers, such as maintenance and the total cost of operation, are considered in
digital health investment choices.

Monitoring and evaluating digital health efforts act as a multifaceted safety net,
ensuring that technology is used in a way that is safe, effective, ethical, and efficient.
Here is a breakdown of the importance:

* Quality of care: By monitoring and evaluating digital health efforts, health care
providers can ensure that the quality of care is maintained. They can identify areas
where improvements are needed and implement changes accordingly.

* Cost-effectiveness: Digital health tools and interventions can be expensive.
Evaluation helps in assessing the value and cost-effectiveness of these tools.
Understanding which tools provide the best value for the cost allows for more
strategic allocation of resources.

* Equity and accessibility: Evaluation helps ensure that digital health efforts are reaching
all population segments equally, including those who may have limited access to
technology or health care. This helps in promoting equity in health care delivery.

* Compliance, regulation, and patient safety: Digital health tools must often comply
with various regulations and standards. Monitoring ensures that these tools are
operating within legal and ethical boundaries, reducing the risk of legal issues.
Monitoring can help identify any potential issues that could affect patient safety, such
as software bugs or errors in algorithms. Early detection of these issues is crucial to
avoiding any potential harm to patients.

* Data security, privacy, and ethics: With digital health efforts, there is a substantial
amount of sensitive patient data that need to be handled securely. Digital health tools
may raise ethical considerations, especially AT and machine learning. Monitoring and
evaluation ensure that patient information is kept confidential and secure.

* Technology performance: Evaluating the performance of a technology ensures that
the technology is operating correctly and efficiently. If there are any performance
issues, they can be identified and resolved quickly.

* User acceptance and satisfaction: Understanding how end-users (both health care
providers and patients) perceive and use digital health tools is vital. If the tools are
not user-friendly or do not meet the needs of users, they may not be applied to their
full potential.



CHAPTER 6

Unlocking the
Value: Ten
Recommendations
for Action

‘ ‘ We have reached a stage in the
digital health journey where we need to
think beyond enhancing health systems
through the introduction of individual
digital technologies and to instead consider
the digital transformation of health systems
in its broader sense.”

Transform Health
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Key Messages in This Chapter

Shifting to a digital-in-health mindset requires that countries prioritize specific digital health

investments for people, problems, and the planet in unison with the private sector, that they

connect the disparate leadership, regulatory, information, and infrastructure dots, and that

they scale digital health in sustainable, replicable, and equitable ways for the long run. To

support the efforts of countries’ to address the determinants of digital-in-health progress, the

following 10 recommendations are presented:

Prioritize 1. People- and problem-centered choices: Choose digital technology that responds
digital health to people’s health needs and is evidence-based
interventions 2. Reaching the underserved: Choose digital health solutions that improve
to solve health the access and availability of health care services to vulnerable and
challenges marginalized groups
Connect to 3. Leadership and partnership: Drive digital health action within and across
deliver new, sectors through strong country leadership
more, better and 4. Data governance: Increase data use and reuse to realize greater value while
seamless health reinforcing ethical standards and regulatory systems for equitable and
seriees et a trustworthy digital solutions
changing world 5. Digital infrastructure and health information gaps: Connect facilities,
requires services, information, and people, and fill health information gaps by
connecting siloed information systems
6. Global and regional collaboration: Global and regional solidarity to support
countries as they lead digital health investments in their countries
Scale to ensure 7. Digital skills and literacy: Help patients and providers understand, trust, and
equitable access confidently use new technology and data
to health care 8. Nimble public-private and private-private partnerships: Innovate how the
for everyone private and public sectors work together in designing, delivering, and
a6l leEme 1o ome funding digital health solutions
behind 9. Wider digital transformation: Create synergy between the health system’s
efforts and the wider digital transformation agenda in a country
10. Financing and implementation: Finance enough at the right time, monitor

implementation progress, and track outcomes
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n line with the World Bank’s agreed framework on supporting digitalization and

development and considering the 11 determinants of success described in the

previous chapter, one needs to help countries prioritize, connect, and scale. This

chapter outlines 10 recommendations to accomplish this.
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Getting Digital-in-Health Right: Prioritize,
Connect, and Scale

In addressing the challenges to digital-in-health growth in ways that are equitable,
three areas of action are essential as governments invest in digital and data: prioritize,
connect, and scale. While there is no linear path to progress, these areas are interrelated.
(a) Prioritize evidence based digital investments that tackle the biggest problems and
focus on the needs of patients and providers, such as addressing the disconnect and
gaps in health information and telemedicine. (b) Connect the regulatory, governance,
information, and infrastructure dots so data flows across diverse stakeholders, patients
know their data are connected and safe, and health workers can use digital solutions
transparently to deliver better care. For example, the accessibility of medical records
across health facilities or providers improves the ability of health workers to know

a patient’s history and provide better care. (c) Scale digital health for the long run

with sustainable financing for partnerships with and among the private sector and by
building capacity and skills for digital solutions that serve all people. Trust in digital
technology by people and health workers increases the adoption of the technology and
leads to better health care (Table 12).

Table 12  Addressing Challenges to Create Solutions to
Grow Digital-in-Health Mindsets

Challenges for growing
the digital aspects of
health systems Solutions

Opportunistic, short-term, and PRIORITIZE to solve intractable
provider-focused approaches and growing health challenges with

that do not put people first digital solutions

Leadership gaps, and
disjointed, siloed digital
solutions that makes it difficult
to generate, link, or use data

CONNECT to deliver new, more,
better, and seamless health services
that a changing world requires

Piecemeal efforts with to ensure equitable access to
inadequate financing, capacity, health care for everyone and leave no
and trust in digital technology one behind
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For each of these solutions, there are specific steps governments and stakeholders can
take to implement them. Ten recommendations for action have been developed (Figure
32). These recommendations respond to the determinants highlighted in the previous

chapter.

Figure 32 Three Areas Needed for Digital-in-Health to Add Value

LEADERSHIP AND PARTNERSHIP : DATA GOVERNANCE : Increase the use and reuse of data to realize greater value, while reinforcing
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REACHING THE UNDERSERVED : Choose 0 health services their countries
digital health solutions that improve access PRIORITIZE
and availability of health care services to

vulnerable and marginalized groups Solve pernicious .

and intractable

PEOPLE- AND PROBLEM-CENTERED ' I and data
CHOICES : Choose digitaltechnology that 1) heatth challenges 5
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evidence-based sustainable, and ~ Innovate how the private and public sectors work together in designing,
replicable access / delivering, and funding digital health solutions

tohealth @ WIDER DIGITAL TRANSFORMATION : Create synergy between the health
/ system’s efforts and the wider digital transformation agenda in a country

FINANCING AND IMPLEMENTATION : Finance enough at the right time,
monitor implementation progress, and track outcomes

Prioritize to Solve Intractable and
Growing Health Challenges

Recommendation 1. People- and problem-centered
choices: Choose digital solutions that respond to
people’s health needs and are evidence based

One of the four functions that successful health systems have carried out more
effectively involves making patients and others the preeminent players in health
system transformation processes (Braithwaite et al. 2017). The same is true of digital
health solutions. For the actors in digital solution choices, digital solutions should be
codesigned with all stakeholders, starting with users. Such a codesign process will
involve setting shared goals and working to understand the process and desired outcome
from the perspective of stakeholders. The value of having persons at the center of all
digital solution designs should be balanced with health system-driven goals, such as
reducing health disparities, ensuring a worthwhile return on investment, demonstrating
a clear clinical or health system value, identifying or collecting the minimum
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ethical standards and requlatory systems to ensure equitable and trustworthy digital solutions

facilities, services, information, and people, and fill health information gaps by

@ DIGITAL SKILLS, LITERACY AWARENESS AND TRUST : Help patients
and providers understand, trust, and confidently use new technology
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data required for functionality, aligning solutions with institutional priorities, and
implementing requirements for long-term priorities (Marwaha et al. 2022).

Choose digital technology and data that respond to specific and most pressing

health system challenges. Digitalization is not beneficial only because it responds to

a desire for modernity. As a complex adaptive system, health system reform occurs

incrementally, iteratively, adaptively, and on a rolling basis. The health system reforms
that are considered a priority at a given time should drive digital health solutions, and

the reforms should be prioritized as well. Figure 33 illustrates the path to strengthening

the e-health system in Montenegro and how the process focused at the start on where

the money is, then pushed for efficiency, and used cost-savings to incentivize more
digitalization and, finally, full-scale integration.

Work flow mapping or business process mining is useful as part of the process

to ensure that the digital solution or technology is best suited for all who will use

it. Work flow mapping has the added benefit of helping ensure that the process is
understood and that the digital solution improves a particular service or process.

Otherwise, the digital solution or information system is simply a digital version of an

inefficient manual process.

Figure 33  Sequencing in e-Health Development, Montenegro
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Prioritize based on a master plan. Many historical and current digital health
investments by various development partners have followed this approach, that is,
tying the digital transformation to health system transformation. However, doing so

in isolation, one reform at a time and therefore one digital health solution at a time,
could inadvertently result in siloed, disconnected, and isolated information systems
(for example, a logistics management information system that does not draw its data on
health facility locations from the same database as the primary health care information
system). Such siloed information systems result in immense duplication of effort
(needing to recapture a patient’s address in many places, for instance) and is, today, the
reality in many countries. Care should be taken to avoid this siloed approach in future
digital investments. It is vitally important that specific digital investments prioritized at
given points in time are designed and implemented with an overall digital ecosystem
master plan in mind. If such a plan does not exist, it should be developed before an
individual digital health solution is scoped and designed. The overall puzzle matters, as
do the pieces that fit into it and the order in which they are put in place. Value can be
either created or diminished depending on these decisions.

Prioritize based on the defined value that a set of digital solutions brings to a health
system. Digital solutions can help facilitate health system outcomes related to financial
protection, effective coverage, quality, utilization, efficiency, and equity. Digital
solutions can also support the administrative and managerial parts of health system
management, such as streamlining payroll, billing, and insurance reimbursement
efforts. In considering the digital solutions or information systems to be prioritized in

a country, the value they will generate in health care in terms of outputs and outcomes
warrants careful consideration. This is a complex undertaking because the associated
standardized metrics—akin to a disability-adjusted life year for health outcomes—do not
yet exist. For better comparisons on how various digital solutions generate individual
and collective value in health systems, such standardized metrics for intermediate health
system outcomes will need to be developed.

Prioritize based on evidence that a digital intervention works. Various types of
evidence can be used to make decisions about what to prioritize. People-centered
approaches reflect a recognition of and build on what others have learned (with firm
evidence of such a claim), thereby reusing expertise. There are already pilot projects,
blueprints, including operational recommendations, literature, and case studies that can
be applied in designing, implementing, and maintaining digital health interventions.

Digital solutions focusing on patients and providers must show, fundamentally, that
they are clinically safe and do no harm. Beyond that, evidence of their benefit in terms
of patient or provider benefits or preferences is warranted. Digital health solutions
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that make clinical claims (either medical devices with digital components, or medical
products that are digital, such as digital therapeutics) merit special consideration

(see recommendation 3). The UK example shows that evidence standards will differ
depending on the purpose of the digital health solution or the benefit the solution
provides. The evidence standards for Tier C (digital solutions that make clinical claims)
will be much more rigorous than the evidence standards for interventions in Tier A
(Figure 34).

Figure 34  Tiers of Evidence from the UK Evidence Standards
Framework for Digital Health Technologies

TIER C  DHTs for treating and diagnosing medical conditions, or quiding care choices

Includes the DHTs with direct health outcomes, and those that are likely to be regulated
medical devices

Inform clinical Drive clinical Treat specific Diagnose a specific
management management conditions condition
TIER B DHTs for helping citizens and patients to manage their own health and wellness

Promoting
good health

DHTs intended to save costs or release staff time, no direct patient health or care outcomes

System services

Source: NICE 2023.
Note: DHTs = digital health technologies.

Regulatory frameworks and systems. Countries’ regulatory frameworks (for
information management, clinical regulations, regulations for medical devices, and
regulations for medical products) will need to be revised to accommodate digital
solutions. Specific regulatory areas that governments and stakeholders may need to
focus on include the following:

*  Methodological regulations for HIS development and implementation; requirements

for the initial implementation, administration, and maintenance.

111



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

12

* Minimal functional requirements of administrative business processes in health

systems
e Clinical regulations for digital-driven medical devices and medical products.

* General technical standards for digital health system development and
implementation, such as system platform requirements (hardware, system software,
and communication systems), ease of use of software, and ergonomic requirements.

* Regulations to protect human rights and equal opportunities for citizens.

* Regulatory frameworks for medical devices and medical products need to be
expanded to include Al-based medical devices and digital health interventions
with clinical benefit, including digital therapeutics. Given the pace of technology
development and release, the regulatory environment for digital and data
interventions is an ongoing catch-up and rapidly evolving process, but several
regulatory authorities have made headway.

Context-dependent economic evaluations might also be necessary. The World Bank
has developed a framework to support efforts to expand the knowledge base of what

works in digital health, the framework for the Economic Evaluation of Digital Health
Interventions. (Wilkinson et al. 2023)

Based on the available evidence, four areas stand out for priority investment according
to current country and patient need, as well as the value that they can bring, as follows:
(a) patient-facing applications to support scheduling and access to health data; (b) digital
technology for noncommunicable disease prevention, diagnoses, and management; (c)
virtual interactions, such as telemedicine; and (d) electronic health records and health
information exchanges.!

Considering the current gaps in the evidence base, not all digital health innovations
have evidence-based precedents, creating a paradox, “no evidence, no implementation,
and no implementation, no evidence” (World Bank 2023, 49). In these cases, rapid
evaluations with a theory of change with several layers of ministeps might be needed
to adjust rapidly on the ground as new lessons about implementation are learned and
before any health claims are made. Investments should introduce small-scale, concrete

! These are not exclusive areas of focus, but rather ones where the World Bank anticipates the
greatest demand based on the assessment that this is where the most value can be found. However,
recognizing this, great care should be taken especially in terms of setting up electronic health
records and health information exchanges and avoiding the costly mistakes that governments and
stakeholders that have already gone down this path have made.


https://openknowledge.worldbank.org/server/api/core/bitstreams/f8d4714e-44f5-43b1-bcc3-798cd0d85c9f/content
https://openknowledge.worldbank.org/server/api/core/bitstreams/f8d4714e-44f5-43b1-bcc3-798cd0d85c9f/content
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changes to processes in ways that minimize technical debt and that maximize quick
wins.

The World Bank will support governments in the following:

* Inimplementing a priority set of digital health interventions that the government
has determined will bring the most value for the country

* In transitioning from siloed, unconnected HISs or digital health interventions where
the value is not defined

* In building the evidence base for digital health, including economic evaluations

Recommendation 2. Reaching the underserved:
Choose digital health solutions that improve access
to and availability of health care services among
vulnerable and marginalized groups

Digital health technologies have significant potential to improve equity by making
health care more accessible, affordable, and tailored to individual needs. While digital
health holds promise in improving equity, the digital divide can also exacerbate health
inequities if these are not addressed. Efforts to use digital health to improve equity
should therefore be paired with efforts to bridge the digital divide. Ways in which the
digital-in-health mindset can improve equity and reduce health disparities include the
following:

* Access: One of the primary ways digital health can improve equity is by increasing
access to health services. For instance, telemedicine can connect patients in rural
or remote areas—where health care resources might be scarce—with doctors and

specialists in urban centers.

* Language and cultural barriers: Digital health platforms can incorporate
translation services, culturally appropriate content, and tools to make health
information more accessible and understandable to diverse populations, breaking
down language and cultural barriers.

* Health literacy: Digital health can provide educational materials and resources
to individuals who may not have received adequate health education. Interactive

health apps can also promote understanding and engagement with one’s own health.
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* Chronic disease management: Digital health technologies, such as wearables
or mobile health apps, can help monitor chronic diseases and provide real-time
feedback, which is particularly beneficial for marginalized populations that may
exhibit a higher prevalence of chronic conditions because of the social determinants
of good or poor health.

* Tailored interventions: Digital health technologies can be used to personalize
health care to the specific needs of each patient. This includes the ability to
customize interventions for marginalized communities that may have unique health

care needs.

* Data collection and analysis: Digital health tools can capture data to identify and
address health disparities. They can provide information about population health
trends, enabling targeted interventions in areas where health disparities are most
pronounced, including through geospatial analyses.

* Mental health support: Digital mental health services, such as therapy apps and
online support groups, can make mental health care more accessible and less
stigmatizing, particularly in communities where such services are lacking or taboo.

Connect to Deliver New, More, Beftter,
and Seamless Services

Recommendation 3. Leadership and partnership:
Drive digital health action within and across sectors
through strong country leadership

Country leadership for digital-in-health is vital. Such leadership would define the
rights, standards, responsibilities, and risks pertaining to digital health technology and
the use of health data. This needs to be carried out in ways that address the disparities
in access to digital technologies and that reduce inequities in health outcomes among
vulnerable populations.

This transformation requires governance that addresses rights, regulations,
responsibilities, and risks in areas such as internet and health, using health data, and
information systems. The aim of digital health governance is to improve the quality,
efficiency, and effectiveness of the health system (Carnicero and Serra 2020, 5).

Leadership teams and processes. As the system matures, increasingly complex
governance and dedicated teams are needed to lead and govern digital health
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investments, with clear process management procedures. A critical dimension is how
to manage all processes. Who will do what and what is the institutional framework?

The level of maturity of digital health in a country determines the complexity of
governance needed. Typically, governance structures grow incrementally. Early-stage
implementation does not require overly complex governance levels and structures.
Indeed, too much governance can slow development. Once implementation accelerates,
demand and supply become more mature, and more systematic governance efforts are
required to guide the development, regulate the market, manage health data, and so on.
(Annex E details the various layers of management that countries should consider.)

Strategy for the health sector that includes digital health. A key component of
better digital health governance is to have a strategy. Typically, this is either a digital
transformation strategy for the country, a digital health strategy, or a health sector
strategy that includes digital technology and data components (or a combination of
these). Developing such strategies is also one of the four goals of the WHO global
digital health strategy. Developing and publishing a national strategy that includes
digital health, alongside a costed road map for the implementation of the digital
aspects of health system strengthening, represent a key step in the establishment of
the foundations for digital health to deliver benefits for all. A digital health strategy
provides a common vision and direction, identifies the roles and responsibilities of
all stakeholders, links digital health interventions to health system challenges, and
determines the resources that are needed.

The strategy and, in some cases, its related action plan establish the roles and
responsibilities of all stakeholders. The strategy thereby highlights the location of
institutional and human capacity gaps. The strategy and action plan also provide

a blueprint for horizontal elements (that is, those elements that apply across all
applications and services), such as enterprise architecture, interoperability, data
governance, cybersecurity, standards, certification, private sector engagement,
innovation, skills, and education. The strategy can also prioritize or refer to specific
services and applications based on health system objectives (for example, digital health
records, telemedicine, and claims management).

Beyond the strategy document, a successful strategy entails a deal among stakeholders.
In this sense, stakeholders need not only to be actively involved, but must also to co-own
the strategy in the sense that they will use their energies and funds to help implement
it. This is essential to realizing a strategic plan, from document to execution. Investment
cases and sectorwide approaches are practical tools to help in this process.

Costed and phased road maps linked to a wider digital transformation agenda—
particularly sectorwide approaches for digital health investment at the country level—are
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an essential tool in breaking the investment fragmentation impasse that has existed
globally and in countries. The road maps need to be phased and costed, taking country
realities and incentives into account. Figure 35 shows the phased investment road map
for digital technology in the health sector in Tanzania. It shows the five objectives of
digital health investments and the kinds of investment choices, with associated costs
and timelines to implement. Such a prioritized menu of options, clearly linked to health
system transformation objectives, with costs and durations, will help the government

select a set of investments that are a combination of long-term developments and quick
wins, expensive and less expensive options.

Figure 35
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It is also critical that countries track expenditures in digital technology in the health
sector. Whether the national health accounts system or other approaches are used to
track health expenditures, expenditures on digital technology and data systems should
be part of the reporting. This will ensure that actual expenditures are tracked against
digital health road maps and plans and in planning future investments and determining
the cost of digital solutions, which is useful for economic evaluations, including cost
benefit and cost-effectiveness analyses.

The World Bank will work in partnership with other development partners and regional
organizations to support countries in accomplishing the following:

* Strengthening country leadership and partnership for digital-in-health
* Developing and using investment case experiences and sector-wide approaches

to country digital health planning and prioritization considering the evidence and
successful Global Financing Facility model

* Track domestic and international development investments in digital health as part
of health expenditure tracking systems and processes

Recommendation 4. Data governance and
regulations: Reinforce ethical standards and
regulatory systems for equitable and trustworthy digital
solutions

Regulating the use of data that are growing at an unprecedented rate is a vital part

of digital health governance. This requires significantly strengthening health data
governance and building an innovative and agile regulatory environment to keep pace
with digital innovations and ethical standards that protects against unbiased and unfair
use of data.

Health data governance. National strategies should emphasize the creation of a healthy
digital environment for future generations. Without a precautionary, mission-oriented,
and value-based approach to governance, digital transformation will fail to produce
improvements in health for all (Kickbusch et al. 2021). This is especially urgent given

the rise of Al technologies and the way they use data. As digital technologies continue

to impact health care and are accelerated by the rapid development of novel solutions
such as Al, governance and legislative frameworks must be developed and evolve quickly
to keep up, especially a legislative environment that stimulates the growth of evidence-
based solutions and data sharing, while protecting the privacy and data of citizens
(World Bank 2023). The publication and dissemination of trustworthy, accurate high-

117



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

118

quality data in a timely manner by governments, health authorities, and researchers is
crucial to combating mis- or disinformation campaigns.

World Development Report 2021 (World Bank, 2021b) advocates for governance
arrangements that support the generation and use of data in a safe, ethical, and secure
way, while also delivering value equitably. This requires a balanced mix of enablers

and safeguards that promote data generation and use while protecting against harmful
misuse. Creative novel methods for reusing and repurposing data are opening doors to
new business models that can bring equitable benefits to all of society. For example, the
Ministry of Social Affairs and Health in Finland introduced the Act on Secondary Use of
Health and Social Data to facilitate the effective, safe processing and access to personal
social and health data for steering, supervision, research, statistics, and development in
the health and social sectors.

Ethical standards for health data and AI governance. World Development Report 2021
highlights that the scope for discrimination based on ethnicity, religion, race, gender,
disability status, or sexual orientation may be exacerbated by the growing use of
algorithms (World Bank 2021). The report advocates for addressing these concerns
through the regulation of personal data grounded in a human rights framework and
supported by policies that secure both people and the data systems on which they
depend. The growing use of algorithms, including recent developments in generative
Al and their dependence on high-quality data, has put a spotlight on the ethical
implications of using personal data. Several reports raise serious concerns regarding
algorithmic bias, surveillance capitalism, and, in some cases, faulty predictions. For
innovations in Al to generate equitable benefits, ethical standards that promote trust,
inclusiveness, and fairness need to be embedded in health data and AI governance.

The crossbhorder exchange of health data and information not only allows patients

to receive health care using new business models abroad, but also promotes research
and development by increasing the scope and volume of the available data. Regulatory
improvements at national and international levels that enable personal data transfers
across borders with data protection and security safeguards are critical to harnessing the
potential of crossborder digital health innovations. In addition, crossborder activities
need to address other challenges, such as frameworks for medical device regulations,
portable medical licensure, or mutual recognition of license issues to keep pace with

the increasingly crossborder nature of digital health solutions. Crossborder data flows
are especially helpful for research on rare diseases. Initiatives such as the Global Digital
Health Partnership and the European Health Data Space are promoting international
agreements on semantic and technical digital interoperability. Others, such as the United
Nations System Chief Executives Board for Coordination, are seeking to create global
principles and mechanisms as a universal framework for regulating data flows.
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Cybersecurity, digital security, and business continuity. Cybersecurity incidents in
health care facilities can restrict access to critical health data and disrupt work flows.
The rising number of cyberattacks threatens the health and lives of citizens. The scale of
the data breaches in health care is increasing (CyberPeace Institute 2021) and requires
concerted action, as part of data governance efforts. Cybersecurity relates to the security
of technical assets (for example, HISs and networks), while digital security refers to

the measures taken to manage the security of the economic and social activities and
prosperity that rely on those technical assets (for instance, the delivery of emergency
health services) (OECD 2022). Thus, a cyberattack on a health care facility may subvert
the security of technical assets (for example, by causing the facility to shut down its

IT systems) and the security of economic and social activities (such as by causing

the facility to divert urgent care to other facilities). As digital technologies become
increasingly embedded in health systems, governments and stakeholders also need to
consider the offline business continuity considerations of ensuring that services remain
functional even if the digital aspects do not work.

The World Bank will work in unison with other development partners, regional
organizations, and the private sector to support governments in strengthening all aspects
of health data governance within and across countries.

In support of global health data governance and donor alignment principles, the World
Bank will aim to ensure that its investments in information systems and digital health
interventions adhere to (a) a country’s digital health data governance framework and (b)
a country’s digital health regulations and interoperability standards. If such regulations,
standards, and data governance frameworks do not exist, the World Bank will support
governments in developing them.

The World Bank will continue to collaborate with development partners and countries
in the design and development of global standards, norms, and governance mechanisms
for health data governance.

Recommendation 5. Digital infrastructure and
health information gaps: Connect facilities, services,
information, and people, fill in health information
gaps, and connect siloed HISs

Connectivity to the digital world is essential today. One of the most telling explanations
for this high priority is that lack of affordable and functional connectivity (speed and
bandwidth) is often cited as a reason vulnerable communities and individuals are not
linked to the digital economy (Connect Humanity 2023) or to the digital aspects of health
care. Few international comparative data are available about the status of the active
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connectivity of health facilities, health workers,

or the populations that they serve, except that the
GDHM index on infrastructure estimates that 50
percent to 75 percent of health facilities are not yet
connected.

Ensuring that health facilities and populations have
access to meaningful connectivity (connectivity that
is adequate for the needs of technology and patients
and affordable, reliable, and commercially viable)

is a priority as one of the aspects of the foundation
that needs to be completed to grow digital-in-
health.

With 95 percent of the world covered by mobile
broadband, few places are not connected. But
there may be impediments, such as prohibitive
costs, gaps in digital literacy and digital skills, and
internet of things devices that do not operate on

I Box 5 Giga for Education:
\0’ A Global Initiative to
\| Focus on Connectivity in
Education

Launched in 2019, Giga aims to connect
every school in the world to the internet.
Giga is a United Nations Children’s Fund and
International Telecommunication Union
initiative to connect every school to the
internet by 2030.

A similar initiative for the health sector
might be needed to ensure good quality
(affordable, reliable, and sufficient) internet
connectivity at every health facility.

A similar United Nations Children’s Fund
initiative to connect health facilities has
recently been launched.

mobile broadband (Box 5). Where internet connectivity is not yet feasible (for example,

too expensive), suitable offline solutions must be built into a country’s health digisphere.

In support of Sustainable Development Goal 9, target 9.c (significantly increase access
to information and communications technology and strive to provide universal and

affordable access to the internet in least developed countries by 2020), the World Bank
will work with other development partners, regional entities, and countries to support

the following:

* Meaningful connectivity of health facilities and health workers to the internet and to

each other

* Efforts to expand internet access to populations in affordable and equitable ways

* Measurement of progress by assisting governments in including relevant metrics of
connectivity in health-related surveys and routine data collection efforts

Filling in health information gaps, is paramount. The Global Strategy on Digital Health

(WHO 2021c) recognizes the importance of integration and harmony within the digital

and data aspects of health systems. For the next phase of the digital technology evolution

in health to take hold, the remaining health information gaps need to be filled, and

disparate, disconnected, and siloed information systems need to be connected and
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exchange health information with each other (Figure 36). Doing so will help ensure that
every country creates health-focused DPI that will go a long way in reducing the small
islands of health data challenge, that is, the proliferation of siloed and disconnected

health information.

Figure 36
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Data gaps exist either because data that should be recorded and processed are not, or
because data are recorded using paper records that have no portability and that one
cannot directly connect with another set of information. One of the main gaps are in
digital health records, which is the data about a person and the health care that they
receive every time that they interact with the health system.

Digital health records, stored in different HISs, are the bedrock of health care
delivery. Yet, not all countries use them, and, where they are in place, a patchwork of
disconnected and fragmented HISs, without a central or organized structure, often
exists. Many low- and middle-income countries still use paper-based patient cards,
medical records, and registers at the facility level. These data are often digitalized at
aggregate, facility levels, perhaps only monthly. This leaves significant gaps in digital
health records, duplication where they do exist, and a real difficulty in transferring
records from one location or one service provider to another.

HISs are also fragmented and disconnected with separate unlinked digital health record
systems often existing for the same persons at different timepoints and for different
health services; for example, pregnancy data, malaria data, and vaccination data on the
same individual may be stored in different places and at different times.

Reducing paper recordkeeping and replacing it with digital health records that are
linked and that enables one to track a person from birth to death, through all life events,
regardless of whether their location or other attribute change in status, are what every
country should strive for as a major area of digital-in-health growth. Jousset et al. (2023)
estimate that going paperless could bring around 30 percent of efficiency gains to
health systems. To support health care service delivery, electronic health data should

be accessible to providers and people over time and across locations where health

care is delivered and used. Properly implemented HISs allow patients and health care
professionals to use the data from operational databases at the point of care (Figure 37).
This not only improves health care service delivery, but also incentivizes data providers

to capture data in a timely and consistent way.

Reducing paper recordkeeping also improves data quality. The implementation of
operational HISs at the point of care eliminates the problem of digital discontinuity and
allows data to be extracted, not collected (Figure 38). Data from operational databases
can be automatically extracted to secondary data analysis tools and systems, based on
agreed rules and without cumbersome manual intervention. The process improves
efficiency and all aspects of data quality.
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Figure 37  Use of Collected Data at the Operational Level
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Over and above filling the gaps, the other gap that needs to be addressed is the siloed and
fragmented HISs. Because a patchwork of HISs already exists in many countries, some
digital and some not, bringing different systems together will require focusing on the
following aspects.

Enterprise planning and platform approaches. Graduating data systems into a more
well organized and integrated data and information system architecture is foundational.
Platform approaches to digital-in-health begin with defining business objectives and
evaluating data-related policies, rules, and standards. This includes consolidating
information from appropriate business domains or registry services and may accelerate
innovation in new digital health applications through the use of common shared
functions with reduced risk. This is not an expensive or time-consuming endeavor and
is a step most governments should be able to accomplish. Rwanda and Tanzania were,
early on, making considerable headway in integrating these standards into a health
enterprise architecture at a national scale. Several other countries in Africa have since
followed suit (Mamuye et al. 2022, 1). “Results revealed that African countries have paid
attention to the development, improvement, adoption, and implementation of the HIE
[health information exchange] architecture for interoperability and standards.”

Strategies on how to bring data about health together. Information systems should be
linked, particularly as virtually all countries in the world today already have some form
of digital HIS that digitalizes at least one aspect of health data. Different options exist

as to how to bring data together, each with its own benefits and risks. A government
may decide to pool all its health data together in a data lake, or, at the other extreme,
maintain entirely separate systems. An interim and balanced option is to create a health
information exchange, which separates the core and common aspects of health data into
a central set of registries that then exchanges this with the individual health applications
(see Figure 34). In adopting this option, one should take care to ensure that duplicate
paper systems are removed and that a duplicate paper system is not maintained
alongside a paper system.

Integration, interoperability, and standardization. Beyond infrastructure and sound
governance practices, foundational information building blocks may include client,
facility, and provider registries, national data dictionaries, and clinical guidelines.

This enables digital health platforms and their subsequent interventions to be not only
technically compliant, but also guideline adherent in supporting patients, providers, or
health sector managers in delivering the best care. An enterprise or platform approach
steers toward interoperability, which serves users and their respective work flows in the
health care ecosystem: patients, providers, health system managers. It enables the work
flows (including data) that they need to ensure accountable, high-quality, guideline-
adherent care.
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With a health enterprise architecture approach, individual information systems and
digital health interventions need to abide by interoperability standards and other
technical standards (for instance, cybersecurity and minimum data exchange standards).
With the health sector increasingly reliant on digital technologies and assets, HIS
interoperability is important. The interoperability of health information needs to

be ensured in the context of the integration of health services. It typically entails

(a) agreement on standard ways and formats (a common data transfer language) for
exchanging health information (Box 6), (b) a set of rules about what is exchanged, and
(c) how the data can be accessed and used (that is, the data governance aspect, discussed
under recommendation 2).

|
N ~» Box 6 Range of Open Standards for
@ Exchanging Health Information

Governments are encouraged to use standards for health data exchange that are open.
Standard means that there is a common scheme for health data, calculations, and
information exchange, and open means that various governments and providers can
access and use them, instead of each government developing its own. Open standards
that have emerged in the health sector include the following:

Digital Imaging and Communications in Medicine is the international standard
for transmitting, storing, retrieving, printing, processing, and displaying medical
imaging information.

Fast Health Care Interoperability Resource, based on Health Level Seven (see next),
is an interoperability standard intended to facilitate the exchange of health care
information among health care providers, patients, caregivers, payers, researchers,
and anyone else involved in the health care ecosystem. It consists of two main parts:
a content model in the form of resources and a specification for the exchange of these
resources.

Health Level Seven is a comprehensive framework and related standards for the
exchange, integration, sharing, and retrieval of electronic health information that
supports clinical practice and the management, delivery, and evaluation of health
services. Level seven refers to the seventh level of the International Organization
for Standardization’s seven-layer communications model for open systems
interconnection.

International Classification of Diseases is the international standard for the
systematic recording, reporting, analysis, interpretation, and comparison of mortality
and morbidity data (WHO 2022c).

Box continued...
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Box 6 Range of Open Standards for
Exchanging Health Information (continued)

International Classification of Health Interventions is a common tool for reporting
and analyzing health interventions for clinical and statistical purposes. It covers
interventions carried out by a broad range of providers across the full scope of health
systems.

Logical Observation Identifiers Names and Codes is an international standard for
identifying health measurements, observations, and documents.

Systematized Nomenclature of Medicine Clinical Terms is a set of standards for a
codified language that represents groups of clinical terms. This enables health care
information to be exchanged globally for the benefit of patients and other stakeholders

Interoperability extends beyond the interoperability of data. It also encompasses the
interoperability of content and of process, that is, technology and health services
working seamlessly together to deliver the best care in the right way to everyone who
needs it. The interoperability of the content of clinical work flows and the ways in
which health services are being delivered is also key. WHO’s SMART Guidelines effort—
the ultimate digital public goods approach—aims to improve the content of digital
technology applications in health care.? It achieves this through a comprehensive set
of reusable digital health components (for instance, interoperability standards, code
libraries, algorithms, and technical and operational specifications) that transform the
guideline adaptation and implementation process to preserve fidelity and accelerate
take-up. Based on the SMART guidelines definition of the content of, for example, a
diabetes app and a country’s data interoperability standards definition of how the app
exchanges information with other HISs, any app developer can derive a digital health
solution that meets not only WHO standards in terms of what constitutes good health
care, but that also meets country requirements in health information exchange and
protection.

Certification in the context of integration and interoperability. Because most countries
already have some information systems and digital health interventions, certification

is important. Certification can be used to bring existing information systems and

digital health interventions into the fold of a national interoperability framework and
enterprise architecture approach. Certification is merely a way for ministries of health
to verify that an individual digital health intervention or HIS meets a country’s minimum
requirements and that it may therefore interact (or operate together) with other parts

2 See SMART Guidelines (dashboard), World Health Organization, Geneva, https:/www.who.int/
teams/digital-health-and-innovation/smart-guidelines. SMART = standards-based, machine-
readable, adaptive, requirements-based, and testable.
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of the health information ecosystem in the
enterprise architecture. This allows multiple
apps to be used, and governments and
stakeholders do not need to make difficult
decisions about choosing only one app for
front-line health workers. To do certification
well, one approach that has been extensively
used with great success in the Fintech sector
is regulatory sandboxes. This use in the
fragmented and unregulated digital health
intervention space is being tested by a few
pioneering country actors, including in India,
Indonesia, and Kenya.

The concept of the regulatory sandbox—a
safe space for testing new regulatory
processes—was first used within the
financial technologies (FinTech) sector,
but has since expanded into other sectors,
including health care. HTA [health
technology agencies] should consider this
approach to facilitate developing policies,
methods, and processes for innovative
and disruptive health technologies
(Leckenby et al. 2021, 857).

The World Bank’s experience with regulatory
sandboxes in the FinTech sector shows

the potential of this approach for reducing
fragmentation and creating an open
marketplace (World Bank 2020). It makes the
standards transparent that digital solutions
must meet to be part of the national health
digisphere in a country. Any app developers
who meet the country’s interoperability
standards and obtain the relevant content
and work flow information from the SMART
Guidelines effort can be confident that their
solutions will become part of a growing corpus
of digital public goods (Box 7).

N : ~» Box 7 AnInclusive Approach
63 to Public Digital Health Goods

Public goods in the digital space are digital
solutions that can be linked with other solutions,
typically reflect extensive experience in their
use, and are available for easy adaptation. In the
digital health space, several digital health appli-
cations have been deemed digital public goods.
The discussion often centers on the software and
whether it is open source or proprietary. With
the rapidly changing digital landscape, what
works in a particular country context cannot be
based only on the software or the nature of the
software, but must encompass the approach.

Indeed, it may be argued that, in an era in which
connectivity among solutions is a big gap, open
access (that is, access to the software in an
application through an application programming
interface) is as important as open source.

Keeping the focus on an approach that supports
communities of practice, open development,
interoperability, standard and guideline-ad-
herent care, and training courses will play a
critical role in the successful implementation of
a digital intervention, regardless of whether it is
labeled a digital health public good.

A careful balance is needed to ensure thata
digital public goods approach does not exclude
new entrants or local players from developing
digital solutions, for fear that those solutions may
not instantly become so widespread that they are
public goods. Digital public goods approaches
should not stifle or crowd out local innovation.
By adopting open interoperability standards and
open access and by following the WHO SMART
Guidelines for content, the digital public goods
space can be expanded to accommodate a wide(r)
range of stakeholders, including homegrown
innovators.
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Unique identifiers. The last of the five aspects to consider in bringing health data
together is unique identifiers. Unique identifiers are a way to identify every patient
across space and time.

An example of a concerted effort to fill in health information gaps and connecting health
information dots can be found in India’s Ayushman Bharat Digital Health Mission. The
case study In Annex F shows the journey on which the government and stakeholders in
India have embarked to change the fragmented, disconnected, and isolated health data
landscape to a much more integrated one. The Ayushman Bharat Digital Mission seeks
to realize a digital health ecosystem by promoting an enterprise approach. The approach
relies on a platform based on open application programming interfaces, whereby the
building blocks and components of the initiative are designed to be interoperable to
facilitate the safe exchange of data among information systems that are not inherently
interoperable. Under the initiative, as of August 2023, nearly 442 million ABHA numbers
(unique identifiers for participants in ABDM) were generated, and 293 million patient
health records were linked to the individuals’ ABHA accounts. In addition, a total of

110 digital health services/applications have been integrated with ABDM. Annex G
illustrates the challenges in Indonesia’s health system and how the digital health vision
in Indonesia—moving from data for reporting to digital in services—is being realized
through enterprise approaches and strong regulatory standards.

The World Bank will work with other development partners and regional entities to
support governments in their efforts to accomplish the following:

* Fill in health information gaps

* Ensure that interoperability standards are in place and used
* Connect the fragmented HIS landscape
* Create systems to certify existing and new HISs and digital health interventions

* Implement rights-based approaches to health data and encourage efforts to ensure
that persons have access to their own electronic health records

Recommendation é: Global and regional
collaboration: Global and regional solidarity to
support countries as they lead in digital health
investments

The need for global collaboration in digital health is well recognized. Typically, many
development partners are involved in digital health technology and data investments
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in a country. One partner might finance a logistics information system, while another
partner might finance a community health worker app in a district HIS rollout. During
the past decade, laudable efforts have been made by these development partners to come
together, to recognize that possible duplication and gaps exist in what they are financing
individually, and to discuss how they can work together more effectively. In support of
this goal, many development partners—including the World Bank—signed the Donor
Alignment Principles on Digital Health. Other efforts, such as the Global Digital Health
Atlas, have also represented attempts to coordinate digital health investments, reduce
fragmentation, enhance interoperability, and foster better alignment at country level.
But these efforts are driven by development partners, not countries.

Increasingly, regional institutions have also recognized that they have a role to play
in digital health efforts. The Africa Union, for example, is in the process of developing
an Africa-wide digital health strategy and data regulations, and the Africa Centers for
Disease Control and Prevention has supported efforts to coordinate health data during
the COVID pandemic and beyond.

None of these global or regional collaboration efforts can substitute for the essential
role that governments have to play in directing and leading digital health efforts at the
country level. Stakeholders in countries expressed the idea this way: “There is a need for
a value set, decentering, sharing, of togetherness, of collaboration at the right level. Not
like the former concepts of collaboration where the North brings things to the South and
the South executes them under the North’s direction” (van Stam 2022, 665)

The World Bank will work with other development partners and regional institutions to

strengthen global and regional collaboration that puts governments in the driver’s seat.

Scale to Ensure Equitable, Replicable
and Sustainable Access to Health Care

Recommendation 7. Digital skills, literacy and trust:
Help patients and providers understand, trust, and
confidently use new technology and data

With the growth of digital health, the capacity to implement more digital health
also grows. Insufficient capacity is one of the reasons for the slow progress in digital
health implementation, but also one of the outcomes of digital health growth. Instead
of looking at capacity as a barrier, governments should focus on creating stable
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mechanisms, such as preservice and in-service training and creating new cadres of
technicians. They will gradually improve organizational and individual capacity to
deliver and use the digital health services.

Without skilled human resources to design and maintain digital technologies and
systems and without users of the system who are able to do so effectively, digital
solutions will not be implemented, used, or maintained as intended. Digital literacy and
skills encompass focusing on seven types of skills: (a) digital literacy among the general
population to use and trust technology and also be aware of the limitations; (b) digital
skills for patients to interact with, use, and understand specific digital technology; (c)
health care providers and health system managers who are able to use and interpret
results from specific digital technologies; (d) education among patients and users of
technology to accept, trust, and use technology for the intended purposes; (e) a new
cadre of specialist medical technicians certified or accredited to support the deployment
and maintenance of these new technologies; (f) technical skills to design, evaluate, and
monitor the implementation of digital technologies; and (g) research skills to evaluate
effectively the use of technology in health.

Change management processes and efforts to improve trust in technology and data are
also needed. Digital health innovation is part of a broader connected health ecosystem.
Robust business models must therefore include the highest ethical standards. This is
especially true for data-based solutions deployed on the market. Ethical considerations
about these solutions should include transparency in data acquisition and exchange
and the ability of users to control their own health data. This is vital if innovation is to
become part of a trusted health care system (World Bank 2023).

Gender and social inclusion and equity should also be carefully considered. With the
increasing ubiquity of AI algorithms and the risk of widening in the digital gap in health
care, it is necessary to address the ethical challenges of digital health innovation.
Individuals should be able to manage and control their health data easily after all digital
health innovations. Digital health should be inclusive, accessible, and affordable to avoid
creating growing divides between those who have access to digital health and those

who do not. This is true especially because digital health disparities are likely to mirror
disparities among socioeconomic groups and those with varying levels of digital health
literacy (World Bank 2023).



CHAPTER 6 UNLOCKING THE VALUE: TEN RECOMMENDATIONS FOR ACTION

The World Bank will work with other development partners and regional organizations

to support governments as they seek to accomplish the following:

* Build digital skills and literacy

* Expand medical education preservice and in-service curricula to include digital
skills

* Build cadres of medical technicians who can support digital technologies in the

health sector

* Build trust in digital solutions and increase the demand for their widespread use

Recommendation 8. Nimble public-private and
private-private partnerships: Innovate in how the
private and public sectors work together to design,
deliver, and fund digital health solutions

The public and private sectors working together. The private sector is a producer

and user of solutions that offer the public sector many options for supporting the
strengthening of systems and service delivery. Given the gaps in demand and supply
facing many health systems and with the intent to realize UHC ambitions, the
opportunity for the public and private sectors to work more closely together is a potential
growth area. However, in many or perhaps most markets, the private and public sectors
in digital health will need to find new ways of collaboration and adopt innovative
partnership and contracting models. Failure to adopt change will undermine the benefits
to be derived from a digital-in-health strategy and could, in a worst case scenario, lead to
questionable financial decisions and motives in the selection of solutions.

If private developers of digital health are to grow quickly and sustainably, they will
require the support of investors. Investors who support the development of digital health
solutions will be looking not only at basic market growth indicators, such as the total
addressable market and company performance, including some demonstration of an
ability to scale, but also at a regulatory environment that ensures a predictable ability

to operate and a level playing field.® From an individual business perspective, investors
often feel more comfortable investing in companies that apply a commercial or business

®  Uncertain regulatory environments have often been a point of concern for many investors. A prime
example is the uncertainty of telehealth regulation in Brazil.
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model that is replicable and scalable and that has achieved at least some initial traction
as measured by sales, but that has also demonstrated market fit. Most business models
can be categorized as business-to-consumer, business-to-business, or business-to-
business-to-consumer.

Government as a customer may be comfortable with a business-to-government business
model. However, investors may shy away from companies that generate most of their
revenue from government, particularly if these are based in less stable markets and if
there are concerns about procurement and contracting robustness. There are several
challenges in working with governments, including the contracting process, which may
be time-consuming and lack transparency, and the reliability of a government contract,
as well as the timeliness of payment. There are many examples of lengthy contracting
cycles with governments, unexpected contract terminations by governments, and
lengthy delays in payment, adding significant accounts receivable days to the balance
sheets of the private company. The impact of these challenges in working with
governments is amplified in the case of digital health solution innovators, which are
often earlier stage companies that may still not be profitable and may not have access to
adequate working capital financing. For example, one IFC health care portfolio company
was generating around 80 percent of its revenue from a government contract. Following
an election that brought in a new government, the contract was cancelled overnight. The
young company had to scramble to change its business model to survive and now largely
generates its revenue on a business-to-consumer basis. Even today, the longest accounts
receivable days the company carries remain associated with the contracts it makes with
the government.

Many digital health innovators secure pilot contracts directly with the government or
through donor funding. However, there is no long-term guarantee of continued funding
even if the project is proving successful. While it is important and an imperative for
governments to make clean, transparent procurement decisions, private sector players
(for profit and not for profit) and their investors will be anxious to understand the

requirements for longer-term contacting.

To increase this payment resiliency in public-private collaboration, industry leaders

in the investment community, such as IFC, can and should encourage new methods of
contracting to help embed these providers into the fabric of public provisioning. IFC

and others may, for example, apply resources to help evaluate appropriate models for
supporting public and private digital-in-health collaboration. To solve this contracting
problem on the public side, there must be more detailed needs assessments and greater
understanding of the digital health landscape by governments, plus a willingness to work
with the private sector if appropriate. Many governments will require help in identifying
their digital-in-health needs clearly and in determining when and how to engage with
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the private sector. In embarking on digital-in-health strategies, it is advisable from the
outset for governments to consider how they source and sustainably fund solutions in
the longer term. Entities such as IFC that understand the private sector can provide
governments with support and insight.

Innovations in public-private collaboration. The opportunities for public-private
collaboration are wide-ranging, but require careful evaluation (for example, contracting
for specific solutions or a service that includes a digital option). The structure and
oversight of the health system by government vary by country. Innovative thinking in the
public and private perspective is required to establish the most appropriate partnerships.
Innovation occurs quickly in digital health, and solutions can become stale if they

are not updated in a timely fashion. Ideally, governments should therefore identify
innovative models of collaboration that involve support for rolling wave development
and that maximize value for money (best cost for best outcome and long-term benefit).

Contracting methods should be considered following an upfront assessment of the
needs and best fit for the country context and any technology-specific requirements. The
contracting method should allow for innovation and reflect a recognition that digital
health is moving forward at a rapid pace. The providers of solutions must be incentivized
through contracting that allows for rolling wave updates and changes. The public sector
must not become locked in to contracts that do not allow for change, such as through
vendor or contract lock-in. Contracting must involve two-way risk sharing whereby the
public and private sectors are true partners. It is also feasible to develop contracting
models that incentivize the private sector through measurement targets to ensure the
government is the recipient of the solution it requires, rather than one the private sector
considers appropriate.

Among the contracting model options governments might consider are the following:

* Traditional PPPs: The provision of a service or technology for a given longer period
using innovative financing. These may not be appropriate for digital-in-health
solutions and require careful assessment for suitability.

* Traditional procurement: A standard tender option for the direct procurement
of solutions or services. Traditional procurement may be narrow in time frame
and short on outcome measurement and benefit realization. Digital-in-health
requires continued innovative thinking from the initial contract award through to
the final deliverable and then the supporting process. The digital solution is only
part of the overall solution. There is a requirement for process realignment and
change management. Traditional procurement models may not be appropriate for
integrated people, process, and technology solutions because they may be based on
solutions at low, inadequate investment.
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* Innovative contracting: Contracting for a defined period for the provision of a
specific solution, service, or both. Ideally for the private sector, the minimum
contracting period should be five years. This option is often not financially or
commercially viable. The private sector would have to undertake year-long contracts
given the period required for the return on investment. Longer contracts enable
the private sector to appropriately factor risk into their pricing, and they facilitate
true collaboration by ensuring that the government receives the desired service
and implementation support. Innovative contracting might, for example, include
capacity building to enable the government, in the longer term, to be in a position to
manage the future development of solutions or enhancements.

* Contacting through social health insurance: Social health insurance pays for
selected solutions or services that are directly digital or digitally enabled in the
private sector and utilize agreed tariff programs. As many markets shift toward new
or revised social health insurance mechanisms, they will need to be flexible in the
contracting and payment for digital health solutions. To accomplish this, social
health insurance entities must be able to evaluate the care benefit offered by digital
health and organize suitable payment structures that will need to be audited and
reviewed to ensure benefit realization among the insured population.

Performance measurement: The contracting recommendations above highlight that
the government must be able to monitor and measure contract delivery and solution
performance against expectations. There are many global examples of cases in which
governments have not received the expected benefit from their IT or technology
decisions. Alongside the increased focus on digital health, governments must expand
their capacity to measure contract performance. Otherwise, there is a greater risk that
poor contracting, plus limited performance oversight, will result in wrong solution
selection or poor delivery, and it then becomes more likely that the full benefit will
not be realized. The need for performance measurement confirms the importance of
effective public and private collaboration through new and enhanced initiatives.

Private-private partnerships: A key focus should also be on private-private
partnerships, facilitated by the government or private sector incubators. Through these
partnerships, homegrown solution providers (who often have a strong incentive to
contribute to their country’s health system) and larger-scale digital health companies
(who often have a profit incentive) can partner to ensure that the incentives of all parties
are aligned and that the parties are invested in the solutions.

The World Bank will support the efforts of governments and other stakeholders to work
with the private sector—as both a user and a provider of digital health technology—in
meaningful and sustainable ways and in consideration of the costs after the piloting phase.
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Recommendation 9. Wider digital fransformation:
Create synergy between the health system’s efforts
and a country's wider digital ecosystem and digital
transformation agenda

Linking the digital health efforts in a country with the country’s wider digital ecosystem
and the government’s transformation agenda is key. The report of the United Nations
Secretary-General’s High-Level Panel on Digital Cooperation addresses the topic of
digital interdependence, highlighting that “our aspirations and vulnerabilities are deeply
interconnected and interdependent; that no one individual, institution, corporation,

or government alone can or should manage digital developments; and that it is

essential that we work through our differences in order to shape our common digital
future” (United Nations 2019, 8). In alignment with this statement, the World Bank has
recommended that all digital health efforts should be linked with the broader digital
ecosystem of a country. This implies designing digital health interventions in light of
digital governance, access to electricity, the status of connectivity even outside the health
system, the digital education of health personnel and patients, and so on.

In addition to considering the broader digital ecosystem beyond the health sector,
governments are encouraged to progress toward a digital transformation agenda through
a multisectoral approach. Such multisectoral digital transformation efforts, including
designing or choosing interventions specifically with this in mind, are a strategic

choice that will ensure better political economy and the commitment of champions of
reform not only within the health sector. As the World Bank portfolio review revealed,

49 percent of digital health-related investments were not health sector investments
(Bashir et al. 2021). This, plus the moderate correlation between a country’s digital health
maturity and digital transformation (a GDHM index and GTMI correlation of 0.4126),
shows the importance of the area for continued investment.

The World Bank will work with other development partners and regional and local
organizations, to help governments accomplish the following:

* Understand the wider digital transformation agenda in the country, including DPI
* Codesign digital health efforts and digital ecosystem conceptualization and rollouts

* Encourage citizen engagement and feedback through mechanisms such as patient-
reported experience and patient-reported outcome measures

* Adopt a coordinated and holistic approach that links with foundational
infrastructure and government-wide digitalization efforts
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Recommendation 10. Financing and implementation:
Finance incrementally at the proper time, monitor
implementation progress, and frack outcomes

Digital health investments should be aligned with a country’s digital health maturity:
demand and supply grow together, incrementally. The functionality and geographic
scale of digital solutions and information systems will depend on the maturity of the
demand and supply of digital health services in a country. Large functional and physical
coverage and better governance does not automatically mean that digital systems are
delivering intended value and substantially transforming health care systems. This can
be because the demand for such services is immature (clients do not know how to use
these systems, do not see the value in them, do not trust digital systems, or simply do
not articulate their expectations for such systems), or it can be because the supply is
immature. Supply and demand grow incrementally, in sync. To be effective, investments
in digital health need to be aligned with the country’s stage of digital-in-health growth, as
follows:

* Ifinvestments are planned that are much lower in ambition than current digital-in-
health readiness, countries will not meet the level of ambition (because demand is
more mature than supply) and might deliver incomplete, unambitious systems; the
capacity to invest and govern will not be fully utilized.

e Ifinvestments are planned that are too high in ambition relative to current digital-in-
health readiness, health care actors will not understand the potentially gained value
(because demand is less mature than supply), the predominantly technical, usually
expensive systems not fit-for-purpose, and there will be no capacity to navigate
through the process. Failure in implementation is almost guaranteed.

Sustained and incremental investments in digital health are needed. Expanding
functionality and scaling up geographic coverage require strong leadership and
incremental approaches (Figure 39). Better governance and the use of a system’s mature
demand (people who use it experience the value and want more of it). As a result, supply
reacts (internal teams and market provide solutions that are more sophisticated and
more highly embedded in business needs). This leads to a virtuous cycle of scaling-up in
both functionality and geographic coverage.

In addition to strategies to improve financing for health (and therefore for digital-
in-health investments), it is also crucial that governments anticipate both the capital
costs and the maintenance costs of using digital technologies in health care.
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Because maintenance Figure 39  Digital-in-Health Growth Is Incrementally
costs can be as high as 30 Accelerated through Positive Feedback Loops
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payment mechanisms. As
countries increase the use
of technology and data in
delivering and managing health care, the ways in which digital health is reimbursed and
contracted becomes an important consideration. Whether through health insurance
funds or social health insurance, through direct payment, or other financing and
payment mechanisms, these have regulatory, design, and implementation implications
that need to be part of the thinking from the get-go.

Economies of scope and scale should be investigated, perhaps even as World Bank-
facilitated procurement to speed up and simplify what tends to be a highly technical
procurement process. This, combined with careful design, will help ensure that every
digital-in-health dollar is used as effectively and efficiently as possible.

Anticipated increases in financing for digital health. In the last decade, 6

percent of World Bank investments have been spent on digital health. Given the 10
recommendations outlined in this flagship report, the World Bank intends to maintain
this as a minimum level of spending in digital health for the foreseeable future. It
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plans to work with governments—as these increase their focus on digital and data as an
integral part of every World Bank health system strengthening investment—to increase
the level to at least 8 percent up to 2030. Because of changes to the investment coding
system, the World Bank will be able to track across all global practices the digital health
investments that are part of its investments among countries.

These investments need to be not only well designed, but also well monitored and
evaluated. WHO has developed two guidelines on the most appropriate ways to monitor
and evaluate digital health (Box 8). These tools and country monitoring and evaluation
frameworks in the health sector will

need to inform the understanding

I Box 8 WHO Guidelines
\| “ for Assessing, Monitoring,
and Evaluating Digital
Health Investments

of governments of the progress N
made with specific digital health-
related investments and of how these
contribute to increases in the digital
health maturity of a country. Using 2016 WHO Guideline: Monitoring and
relevant metrics and GDHM indicators evaluating digital health interventions: a

practical guide to conducting research and
assessment (WHO 2016b)

in World Bank investment results
frameworks will support a clear link

between digital health investments and | 2022 WHO Guideline: Monitoring
the ways in which these support digital- the implementation of digital health: Ic?mentatlon of di 1t'al health:
an overview of selected national and

in-health growth and progress in digital international methodologies (WHO 2022b)

health maturity (see annex D for a list of
the GDHM indicators).

The World Bank will continue to finance digital health investments as governments
request such financing within the context of country partnership frameworks agreed to
between the World Bank and governments. It is envisaged that the current investment
level (6 percent of health sector investments) will at least be maintained and increased as
governments shift to a digital-in-health mindset.

The World Bank will support governments as they seek to ensure that digital health
investments are appropriately monitored and evaluated.

In supporting governments with their digital investment priorities, the World Bank
will consider complementary investments outside the health sector and factor in
maintenance costs, that is, the total cost of operations.
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Financing the Implementation of the
Digital-in-Health Recommendations

Following the COVID-19 pandemic, financing for health is currently fiscally
constrained in many countries, especially the ones that most need to invest in digital
solutions. The World Bank’s Double Shocks, Double Recovery reports paint a stark
picture of the fiscal reality that many countries are facing in the health sector (Kurowski
et al. 2021a, 2021b, 2023; Kurowski, Evans, Tandon, et al. 2022). Recovery from the global
recession has been slow and uneven. At one extreme are high-income countries with
already-strong health financing and a government spending capacity that is poised for
more aggressive investment in digital-in-health and in pandemic preparedness, recovery,
and catch-up services. At the other extreme are low-income countries in which health
spending is historically weak relative to wealthier countries and in which government
spending capacity is expected to languish or lose ground. Many low- and middle-income
countries, in particular, have struggled to return to pre-COVID economic growth and
government spending trajectories (Kurowski, Evans, Tandon, et al. 2022).

In this challenging fiscal environment, the question arises: where will funding to
implement these recommendations come from? Governments might want to consider
the following approaches.

* Adopt the mindset that every dollar for health is a partial digital dollar. In an environment
in which one considers digital as an embedded and integral part of whatever health
system issue is being addressed, every dollar spent on health system strengthening is
a partial digital dollar. Adopting such a digital-in-health approach to health financing
will help governments weigh the low(er) cost and the efficient ways in which an aspect
of digital technology and data could be strengthened as other services are delivered.
For example, a new medical education program might be expanded to build digital
skills, the vocational program in a country could include digital technicians for the
health sector, or a new health strategy might include digital technology and data as
an element, rather than spending on the development of a separate digital health
strategy.

*  Follow the health system reform priority and embrace incremental change. Reaching full
maturity in all dimensions of a health system’s digital and data dimensions is a long
process. Countries that have made significant progress, such as Canada, Estonia,
Israel, and the Republic of Korea, have done so over more than a 10-year period and
built their systems incrementally. Such natural, incremental evolution will allow a
country to focus on areas for which the political will and (some) financing already
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exist, that is, not digital transformation of the health system, but health system
transformation that involves the infusion of digital aspects.

*  Multisectoral funding: not all financing required for digital-in-health needs to come
from the health sector. As the World BanKk’s digital health portfolio review shows, 49
percent of digital health-related investments are outside the health sector and would
not typically be funded from a health sector budget allocation. Proactively reaching
out to other sectors to synchronize investments would ensure more efficiency and
coordinated implementation.

°  Harness the financing that the private sector can offer. Private sector financing can
support digital-in-health investments, in particular, PPPs in digital health.

*  Applicable to the problem being addressed, consider digital health public goods. One of the
benefits of digital health public goods is that there is typically significant previous
experience, examples, and other tools available to build on, and, so, the development
costs should be lower. Even if a digital health public good is not a feasible option,
choose interventions that adhere to a country’s interoperability standards and that rely
on the WHO SMART Guidelines, because this will ensure that the content is based on
the latest guidance.

* The total cost of operations and the maintenance cost. Insist that development partners
investing in digital technology and data systems in the health sector determine the
total cost of operations and technical debt and commit to financing the maintenance
costs for at least three years after product deployment.

*  Remain aware of generative Al-related leapfrogging opportunities for efficiency and scale.
Given all the regulatory and privacy caveats of AL, some of the early developments in
health technology and data processing made possible by generative AI would have
seemed impossible only a few months ago. Ministries of health should be aware of
the cutting-edge technologies that may offer opportunities for efficiency gains, such
as smart diagnostics, the ability to query instantly and analyze vast amounts of health
data, and other developments.

*  Focus spending on the most cost-effective recommendations. Depending on a country’s
digital maturity and most pressing health sector problems, different digital technology
and investments in technology and data would be suitable. In Figure 40, the digital
priorities of governments determine the figure quadrant in which a country is located.

Regardless of the quadrant in which a country is located (see Figure 40), growing
digital-in-health is feasible. Table 13 shows the relative cost of implementing the 10
recommendations in this report, and the ones that countries with limited fiscal space
can focus on first.
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Figure 40
Maturity and GovTech Maturity

Comparing Fiscal Space for Health with Digital Health
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Table 13  Different Recommendations Are Prioritized Depending on a
Country’s Fiscal Space and Digital Maturity
Priority by country
in this quadrant
Recommendations Relative If fiscally
for action cost 1 2 3 4 constrained, then
People-centered choices: Choose Consolidate digital health
digital technology that responds to interventions already in place.
; o $$$ X X
people’s health needs and is evidence-
based.
Reaching the underserved: Choose Choose the solutions with the most
digital health solutions that improve potential for reaching underserved
the access and availability of health $$ X X | X populations.
care services among vulnerable and
marginalized groups.
Nimble partnerships with and within Nimble partnerships can help
the private sector: Innovate how drive efficiencies if there are fiscal
the private and public sectors work $ X X | X constraints.
together in designing, delivering, and
funding digital health solutions.

Table continued..
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Table 13 Different Recommendations Are Prioritized Depending on a Country’s
Fiscal Space and Digital Maturity (continued)

Priority by country
in this quadrant

Recommendations Relative If fiscally
for action cost 2 3 4 constrained,then
Leadership and partnership: This is a matter of political will more
Drive digital health action within s % < 05 than large sums of money, and is a
and across sectors through strong priority in all countries .
country leadership.
Data governance: Reinforce ethical Establishing and maintaining strong
standards and regulatory systems $ X x | x data governance are important, but
for equitable and trustworthy digital not an expensive endeavor.
solutions.
Digital infrastructure gaps and Expanding connectivity if fiscally
health information gaps: Connect constrained, might be more
facilities, services, information, challenging. Innovative PPPs might
and people; connect disparate, support this recommendation.

. oo . $$$ X | X | X . o
disconnected, and siloed information Focus first on interoperability
systems, and fill in health standards and certification and then
information gaps. on expanding the corpus of health

information.
Global and regional partnerships: This is not a cost to countries, as
Global and regional solidarity to partners need to converge on digital
support governments as they lead $$$ X X | X solutions.
digital health investments in their
countries.
Digital skills and literacy: Help Digital skills should be built
patients and providers understand, into pre-service training and so
trust, and confidently use new the implementation cost, after
technology and data. $$ X X | X curriculum design, should be
minimal. The more expensive part
will be the new generation of digital
health technicians needed.
Wider digital transformation: Because these wider digital
Create synergy between the health transformation efforts are shared
system’s efforts and a country’s $ X X | X costs, synchronizing efforts should
wider digital ecosystem and digital bring about efficiency gains.
transformation agenda.
Financing and implementation: These are ongoing efforts and
Finance incrementally at the should be part of any health system
appropriate time, monitor $$ X X | X reformagenda.
implementation progress, and track
outcomes.




CHAPTER 6 UNLOCKING THE VALUE: TEN RECOMMENDATIONS FOR ACTION

As suggested in Table 13, the following three types of investment choices are typically

appropriate, despite the lack of empirical evidence on cost-effectiveness for some of them:

Lowest hanging fruit investments: The recommendations and guidance that will
bring about large changes at low cost, regardless of a country’s stage of digital
maturity, are leadership and partnership, interoperability standards, and data
governance. These are the lowest hanging and low-cost fruit that will significantly
help reduce the fragmentation that currently exists.

Go where the efficiency gains are: Determine the areas where there is the greatest
efficiency gains, and focus on them. Based on the Jousset et al. (2023) analysis, the
evidence map of digital health interventions, and patient and provider areas of
focus, these are the following:

*  Virtual interactions (including telemedicine, remote monitoring, and e-triage). The
value assessment data and the post-COVID-19 experience in country demand
make it clear that this is an immediate and urgent priority. The World Bank has

already provided relevant resources and work is ongoing.

*  Electronic health record and health information exchanges. Given global and
regional momentum (for example, a new digital health strategy of the Africa
Centers for Disease Control and Prevention) and the value that electronic health
records and health information exchanges can add, this should be another area
of focus for countries and a clear priority for World Bank investments.

*  Work flow optimization and simplification efforts to help make aspects of health
care delivery, ranging from billing systems and claims management to the
allocation of health workers, or paying them, quicker and more efficient.

*  Patient-focused applications to help patients schedule appointments, access
their medical records, and obtain health information to manage their health
proactively.

Focus on technology and data efforts that will address the most rapidly

growing disease burden. In most countries, because of aging populations, this is
noncommunicable disease, which already accounts for three-quarters of the world’s
morbidity and mortality. Because of their long lead times, lifestyle origins, and
chronic nature, digital-first noncommunicable disease interventions (prevention,
treatment, and long-term follow-up) lend themselves to being digital-first. In the
evidence map for digital health of the International Initiative for Impact Evaluation
and the World Bank, 88 percent of the evidence base is related to digital health

interventions for noncommunicable diseases, suggesting that there is much
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information and experience available for governments and stakeholders to use and
tailor for their purposes (Gorgens et al. 2021).

* Prioritize for equity. In making decisions about what to finance and the sequence in
which to do it, consider those investments that would help the most to reduce health
disparities.

Additional international financing will ultimately be needed to finance digital
technology, especially in low-income countries with limited fiscal space. Unless
governments can find savings or additional external financing becomes available,
governments with limited fiscal space will have limited ability to spend additional health
financing. Such additional financing should be part of existing health financing efforts.
Every dollar for development assistance for health is a partial digital one. This is because
almost all health interventions and reforms these days have some level of embedded
digitalization. More and more, this will become the norm. If development assistance

for health is designed base on a digital-embedded mindset, less fragmentation in
development assistance for digital technology will result.



CHAPTER 7

Conclusion

‘ ‘ At the end of the day,

1t’s health that’s important,
not e-health.”

Souheil Marine,
International Telecommunication Union
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CHAPTER 7 CONCLUSION

echnology and data are integral parts of health system strengthening. This
report describes the ripe opportunity for moving from hype and hope to scaled
solutions and from digitalization to a digital-in-health approach. As country
health systems continue to mature in the twenty-first century, technology and
data will become so embedded and assimilated into how health care is delivered and
managed that, eventually, digital health as a concept distinct from health care will no
longer exist. Populations seek to improve their own health (not their own digital health).
The modality through which health care is delivered and the ways in which health
data are governed are secondary to the value that a person receives from the health
information and health care that they obtain and the ways they act on this information
and services to take ownership of and improve their own health.

Digital determinants of health must be a central consideration in structuring health
system strengthening efforts. While one should never lose sight of the fact that this is
ultimately about health, governments—in their quest for the health and well-being of

the populations that they serve—must consider wider perspectives than disease etiology
in determining what health care to provide. In future, governments will need to focus
their health system reforms on a consideration of the biological, behavioral, and social
determinants of health, but also on the environmental determinants, commercial
determinants (Friel et al. 2023), and digital determinants of health (Kickbusch et al. 2021).

Productive partnerships will be essential to success. This includes new types of
working arrangements and partnerships with and among private sector partners, as well
as with stakeholders supporting wider digital transformation efforts outside the health
sector. The World Bank has committed to support five pillars relating to digitalization
and development (see Figure 13). The 10 recommendations of this report not only help
support the World Bank’s focus on digitalization and development in the health sector,
but they also help prepare countries for the rapidly changing digital landscape and new
technologies that may surpass what is already on offer.

Governments and stakeholders should prioritize, connect, and scale to move beyond
the hype of digital technology to embedded solutions that improve health. The future
of health care is here, and, collectively, one may move from the hype and hope of
“wouldn’t it be nice if” to proceeding wisely, in responsible ways, focusing on solving
problems, integrating digital solutions into health systems, doing so in ways that narrow
the digital divide. Given the preponderance of technology that is becoming available in
high-, lower-middle-, and low-income countries, the potential benefits, and the limited
fiscal space, every scarce dollar for health and for digital transformation in a country is
also a partial dollar for the digital and data aspects of health systems improvement. As
the financial sector’s digitalization efforts have shown, this will take global solidarity,
strong government leadership to coordinate and avoid waste, and a focus on the
common good.
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WAYS IN WHICH DIGITAL
ADDS VALUE TO HEALTH SYSTEMS

Clinical and administrative processes

Improved quality, efficiency, and streamlining in patient care: HISs and digital
health records can streamline data management, reduce administrative burdens,
and facilitate better communication among health care providers. Having instant
and constant access to data on a patient’s health can make it much easier for
medical professionals to diagnose, monitor and adjust treatments for maximum
effectiveness. Shin et al. (2023) show, for example, that artificial intelligence

(AI) embedded in radiology could save 33 percent of radiologists’ time without
decreasing the accuracy of their diagnoses.

Decision support tools for front-line health staff. These technologies equip health
care professionals with insights and suggestions that enhance diagnostic accuracy,
thereby improving health results. Additionally, these resources can incorporate
preventive care reminders and warnings about potential high-risk conditions. In low
resource settings, clinical decision support tools could provide health care workers
with access to higher level expertise that would not otherwise have been available.

Access, communication, and integration

Enhanced accessibility: Digital health solutions can bridge geographical and financial

barriers, providing health care services to rural or remote areas, and underserved

populations through telemedicine, mobile health applications, and remote monitoring.

It can also positively impact productivity of the existing health workforce and empower

them to deliver more health care.

Address health inequities: According to the World Economic Forum (2021), digital
technology can help to address inequity in health care by decreasing inequities

in (a) access to specialized medical care, (b) access to trusted and reliable

health information, (c) access to medical commodities and other interventions,

(d) representation in public health systems and services, and (e) support for
catastrophic medical expenses by helping to identify, in times of crises, vulnerable
populations that might be missed.
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Preventive care and early intervention: Wearable devices, mobile health apps, and
remote monitoring can help track patients’ vital signs and behaviors, allowing for
early detection of potential health issues and timely interventions, reducing the
need for hospitalizations, and lowering health care costs.

Personalized health care and precision medicine: Digital health technologies, such
as genomics, Al, and machine learning, can help in the development of targeted
therapies and precision medicine, tailoring treatments to individual patients’
specific needs and genetic profiles.

Empowered patients: Digital health tools can educate and engage patients, fostering
self-care, self-management, and adherence to treatment plans, ultimately leading to
better health outcomes.

Data, reporting, and analytics

Better disease prevention and improved public health: Big data analytics and Al can help
identify trends, track disease outbreaks, and inform public health policies, enabling
more effective and targeted interventions at the population level.

Cost-effectiveness: Digital health technologies can reduce health care costs by
streamlining processes, facilitating preventive care, and enabling remote
consultations, thereby decreasing the need for in-person visits and expensive
hospital stays. Inversely, they can also increase costs and this dimension needs to be
carefully explored.

Removing fragmentation of service delivery. Currently many countries have their
data in multiple siloed structures that do not or struggle to exchange information
with each other. If planned correctly by aligning with a standard objective of
closer integration, digital health can be effectively used to improve the level of
coordination required.



ANNEX B

ANNEX B

STEPS INVOLVED IN CONDUCTING THE WORLD
BANK DIGITAL HEALTH PORTFOLIO REVIEW

Overview of steps

Step 1.

Step 2.

Step 3.

Step 4.

Develop a taxonomy with which to classify types of digital health-related
investments.

From the World Bank database of projects (investments), extract active and
closed projects in 2012-22), managed by (a) HNP GP, (b) DD GP, and (c) GOV
GP and that had digital health-related investments.

Selection of most relevant projects (managed by HNP GP, DD GP, GOV GP,
and SPJ GP) using relevance scores from a classification algorithm to find
projects with most terms from the key word search list, and cross verified
with project lists from similar projects that identified digital projects.

Manual review of information in Project Appraisal Documents (PADs) to
estimate the share of total funding per project that is dedicated to specific
digital health-related activities.

Step 1: Creation of a taxonomy of digital health—
related investments

In 2021, the World Bank’s Human Capital Project released a policy brief on disruptive

and transformative technology for integrated human service delivery: Arresting Human

Capital Losses due to COVID-19: Reimagining Service Delivery in a Digital Age. This

policy brief suggested that to be successful in embedding disruptive and transformative

technology into human development service delivery, three kinds of investments are

needed: Foundational, Functional and Frontier investments:

* Foundational: technology infrastructure, civil registration and patient unique ID

system, data governance, and training in digital literacy.

* Functional: HISs, health service delivery redesign for digitalization, client facing

digital health information applications, provider facing digital health information

applications, linking health care providers and clients through innovative virtual

service delivery, health care provider training in the use of app-, AI-, and machine

learning-based applications for health service delivery, applications for improved
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health system management, Apps for improved health service delivery, digitalized
and improved efficiency of health care management.

e Frontier: any of the investments in functional can also be frontier investments,
if they are being piloted, as opposed to scaled. Also, proofs of concept that have
potential to scale, anything in functional that is being implemented as pilot is
counted as frontier including AI- and machine learning-based applications for
health service delivery, and emerging technologies such as virtual reality training
and distributed ledger/blockchain-based insurance and claims schemes.

The purpose of creating the taxonomy was to create a bridge language between health
professionals and technology professionals, and to articulate the functionalities of digital
health implementation. The purpose was also to capture the different ways in which
digital and mobile technologies are being used to support health system needs at the

policy and programmatic levels as well as new emerging technologies and innovations.

The taxonomy was developed using these three types of investment as the main
taxonomy categories, and subcategories were then developed using the WHO
Classification of Digital Health Interventions as a basis (WHO 2018). Because this WHO
classification focuses on digital health interventions and the World Bank’s investments
are wider than individual digital health interventions, the taxonomy was expanded
beyond the WHO classification to focus on types of investments and not types of services
that digital health interventions provide. The taxonomy is detailed in Annex Table B.1.

Annex Table B.1 = Taxonomy Used to Map Digital Health Projects, by
Type (Foundational, Functional and Frontier)

Foundational investments: Investments to create a data and digital ecosystem for

health service delivery and management

Technology infrastructure - hardware and connectivity

Enterprise architecture

Identification and registries

Governance of digital health solutions and health data

Capacity in the design, management and use of digital health solutions in the health
system

Table continued...
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Annex Table B.1 Taxonomy Used to Map Digital Health Projects, by
Type (Foundational, Functional and Frontier) (continued)

Functional Investments: Scale up and maintenance of information systems, digital

technologies and applications through which to deliver and manage health services

Digitally enabled health service delivery redesign

Health information systems (logistics/supply chain)

Health information systems (financing)

Health information systems (surveillance and disease monitoring)

Health information systems (laboratory management system)

Client-facing digital health information applications

Health information systems (provider or patient-centric)

Linking health care providers and clients through virtual service delivery

Human resources for health (digital focus, digital skills)

Frontier investments: Test new technologies within a framework of evidence as part
of a system-wide revolution (transformation). Any of the investments in functional

can also be frontier investments, if they are being piloted or implemented in a proof of
concept way, as opposed to scaled

Artificial intelligence- and machine learning-based applications for health service
delivery

Emerging technologies

Step 2: Identify the subset of World Bank projects with
digital health components managed by the four
global practices (HNP GP, DD GP, GOV GP, and SPJ
GP)

First, create a database of HNP GP-managed projects. At the time that the review was
conducted, the World Bank’s operational coding of projects did not include the option to
tag digital health investments in health sector projects, and, so, such tags could not be
used to extract these data from all HNP-managed investments, a subset of investments
with digital health components. In a further complication, PADs also do not follow

a format that makes for easy identification of digital health components in projects.
Therefore, the team had to implement several substeps, 2.1 to 2.4, detailed in Figure B.1,
to create a database of digital health projects managed by HNP GP.
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A text analysis algorithm was used by the World Bank’s Information Technology
Solutions team to identify digital health projects by searching for projects with one

or more keywords in the PAD of the project (the set of key words was created for a
similar assessment at the human development level). The list of key words (tags) in the
taxonomy were developed by the human development team and sent to the team to run
the algorithm against all human development projects.

The team ran the code against all approved projects (both active and closed) from 2012
through February 2022. PADs that had a match with at least one of the tags in any part
of the text were pulled into a set of digital health projects. In total, 826 projects were
identified. Of these 826 projects, projects mapped to HNP GP were retrieved, which
narrowed down the list to 323 projects. Lastly, projects with additional financing were
grouped as one, resulting in 224 unique projects for analysis.!

Figure 41  Digital Health Portfolio Identification Process

1 seara 2 FILTERING 3 PRIORITIZATION

2

EVALUATION PERIOD HNP AND NON-HNP CHOSE MORE RELEVANT PROJECT BASED
2012-2022 PROJECT SELECTION ON THE FOLLOWING STEPS

+ Developed taxonomy of invest- + Selected projects led by HNP GV, GOV | « Scored each project’s relevance to digital
mentsin digital health GP, DD GP and SPJ GP health by counting the number of times

- [TS algorithm tagged and selected « Forsome projects, additional S
projects having at least one financing was grouped under the « Split projects into five buckets: project
taxonomy word original project, so combined them with 1-5 tags in 1% bucket and projects

under the original project number with 20+ tags in 5 bucket

- Ifprojects occurred in three files that
identified digital projects, these were
done but DD, SPJ and Governance

DATABASE A:7,694

« Sorted projects by tag bin and then and
by no. of files that contained the project

DATABASE C: 247

As part of quality assurance, the list of HNP projects were cross verified to check if they
appeared in the technology portfolio assessments conducted by other GOV GPs, DD GPs,

1 Of 224 projects, only 193 had a digital health component and had been tagged for female education,
family spacing, food supplements, and activity cost.
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or the South Asia regional human development team. As a second step, a similar tagging
exercise was carried out on the projects of DD GP, GOV GP, and SPJ GP, and 120 projects
were selected for the assessment process.

After the HNP GP-managed projects were selected, other projects managed by DD GP,
SPJ GP, and GOV GP with digital health-related investments were also selected using a
similar methodology.

Step 3: Selection of the most relevant projects for the
assessment process

To determine the relative relevance to digital health, a prioritization approach was used:
* Count the number of tags for each project.

* Sort the projects by total number of tags. Based on the total number of tags, the
projects were split into five categories. For example, projects with 1-5 tags were
placed in the first category, and projects with 20+ tags were put in the fifth category.

* To identify projects with greater relevance to digital health, the list of projects was
finally sorted by both their tag bin, followed by the maximum number of matches
with the 3 other assessment files.

Step 4. Valuing investments financed through Bank-
supported operations.

All the identified PADs (including additional financing) were manually reviewed. While
reviewing each PAD, analysts recorded the following details:

*  Whether or not the project is digital health related.

*  Map the different digital health interventions within each project and to ensure that

these were categorized as per the new taxonomy.

* The estimated cost of each activity/intervention. In cases where the cost for each
activity was provided, that amount was used. However, in majority of the projects,
the cost was estimated by dividing the entire project cost evenly across the number
of activities in the project.

¢ This information was recorded into an Excel file and further consolidated into a
separate database which forms the basis of our analysis
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Analysis limitations

Manual reviews were a time intensive process: Manual reviews of projects were a
time-consuming process.

Lack of detailed digital health investment disbursements required a simplified
cost estimation methodology: Only a few projects provided a breakdown of

the reported digital health activity(ies). Primarily, reviewers divided costs of
components or subcomponents among all activities within that component or
subcomponent to deduce digital health activity costs. Although this process was
standardized, the use of estimates in allocating costs to each project was simplified
to arrive at a standard methodology (due to time constraints). Thus, the final project
cost estimates are broad estimations; accordingly, the reported total dollar amount
of digital health investments can either be an overestimate or underestimate
(especially if the count of the number of activities is under or over counted).

Difficulty in understanding the scale of operations and digital maturity of
countries made cost estimations difficult: From the PAD, it was difficult to discern
the digital maturity of the countries to gauge the amount of funds allocated for each
activity. Even in instances where the digital health interventions were clearly listed,
the scale of operations was not explicitly mentioned, that is, whether the digital
health intervention was being piloted or implementation was planned at scale. This
made it even more difficult for the team to estimate the activity costs for each of the
projects.

Lack of consistent vocabulary on digital health in project PADs. The digital health
activities described in the PAD did not follow a prescribed taxonomy (because none
existed). The World Bank system for assigning sector and thematic codes did not
include digital health or subcategories. (As of July 2023, the World Bank coding of
operations will include digital health and disruptive technology.) This incomplete
information or lack of clarity on digital health activities and costs in some projects
posed additional challenges related to taxonomy mapping both by subtopic and by

investment type (that is, foundational, functional, and frontier) and cost estimates.
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ROLE AND PERSPECTIVES OF THE PRIVATE
SECTOR IN DIGITAL HEALTH

Charles Dalton and Monique Mrazek, IFC

. Summary: Opportunities and challenges

The private sector is an innovator, developer, and user of digital health solutions.
The market opportunity for growth in the application of digital health in
transforming health care is considerable. For emerging markets, digital health
innovation when implemented effectively has the potential to leapfrog traditional
care delivery models that are constrained by infrastructure and human resource
gaps and can also expand access to reach a broader array of population groups.

Digital health solutions when planned and implemented well can benefit public or
private health service provision. However, the take-up of digital health solutions

in the public sector often lags behind the private sector for many reasons. It is
important to unlock the collaboration, innovation flow and take-up of digital health
solutions to benefit all.

Innovations developed by the private sector do not occur only in the form of digital
connectivity and telehealth. The innovations already deployed in some emerging
and developed markets are expansive and include, for example, data analytics, Al
applications, digitally connected devices, remote patient monitoring, genomics,

and other deep technological innovations. It is not all positive. There are instances
of expectations not being met, often because market understanding is limited

and cutting and pasting from one country to another do not necessarily work.
Furthermore, the expected data analytical benefits do not materialize because of the
existence of data silos and privacy-sharing rules.

Engaging with the private sector can certainly bring a benefit to the public sector
when considering digital health. A key question for decision-makers: how to
maximize the benefits of digital innovations to strengthen the entire health care
system and advance toward UHC?

There is a growing perception in many markets that governments are not doing
enough to facilitate better planning and implementation of digital health solutions.
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To maximize benefit, increased focus is required relating to conducive regulation,
national digital health strategies, new contracting models and data access and
management rules. While there is considerable potential for enhanced public and
private collaboration, governments require considerable support to unlock the true
benefit of digital health.

. The private sector as producers of digital health

solutions (insights into the extent and breadth, plus
geographical reference, for example, emerging
and developing markets are also developing digital
health inferventions)

Globally, the private sector is a core driver of innovation and development in digital
health. The market size of this innovation is considerable. According to CB Insights,
in 2021 alone there were more than US$57.2 billion in investments in digital

health, a 79% increase over the year previous. Although the bulk of the volume of
investments is going to developed markets such as North America and Europe, there
has been an increasing amount of investment in emerging markets particularly in

Asia and Latin America.

IFC, through its Disruptive Technologies and Funds Department, has direct or
indirect investment exposure to health technology and digital health innovators
operating across emerging markets. The investments cover a wide array of services
that are especially interesting for growth in the sector over the next few years,
including data analytics and Al virtual care and services, femtech, genomic

and point-of-care, and innovative health service delivery models (Box C1). The
expectation is that these model types will be expanded as technology advances and

will benefit all health service touch points, from the tertiary to community levels.

TechEmerge

Box C.1 IFC Investment in Early-Stage Health Technology and
Digital Health Innovators

Artificial Intelligence: Proximie allows multiple people in remote locations to
virtually interact in a way that mimics what they would experience if they were
collaborating in the same operating room. It means they can physically show each

Box continued...




Box C.1 IFC Investment in Early-Stage Health Technology and
Digital Health Innovators (continued)

other where to make an incision, in real time, or use physical gestures to illustrate
atechnique. Using AI, machine learning and augmented reality, clinicians can
remotely interact in a live procedure or assessment from start to finish, in a visual
and intuitive way. Proximie is light, easily deployed in low bandwidth settings, and is
as usable in low resource environments as it is in high-end hospitals. This is partic-
ularly useful in resource constrained environments where knowledge and specialist
expertise might be limited.

Virtual Care and Service: TATA 1mg (formerly 1mg) is a leading digital consumer
health care platform in India. The company operates four verticals: (i) e-pharmacy
where patients in cities across India can order medicines and health products online
and get it delivered at home from licensed pharmacies; (ii) teleconsultations where
patients from anywhere in India can consult qualified and registered doctors by chat
for free; (iii) lab testing where tests can be booked online, samples collected at home
and results viewed online; and (iv) authentic health and medicine content written

by qualified health professionals. TATA 1mg is an example of where appropriately
developed supply chains can overcome past market inefficiencies ensuring quality
and more affordable medicines are delivered.

Femtech: Niramai has developed a novel software-based medical device to detect
breast cancer at a much earlier stage than traditional methods or self-examination.
The device has been cleared by the US Food and Drug Administration. The device

is a low-cost, automated, portable cancer screening tool that can be operated in any
clinic. Niramai’s imaging method is radiation free, non-touch, not painful, and works
among women at any age. The core technology has been developed using patented
machine learning algorithms for the detection of breast cancer. Early-stage breast
screening in many emerging markets lags developed markets. In the former, self-ex-
amination or physical examination by a health professional is the primary screening
option. More accessible and reliable technologies are required to address diagnostic

needs.

Innovative Care Model: Clinicas del Azucar is the largest diabetes and hypertension
care platform in Mexico. The company operates clinics across Mexico. The model
aims to provide all the care a diabetic or hypertensive patient needs under one

roof through medical consultations, diagnostic tests, nutritional and phycological
support, medicines, and other specialized retail products. Clinicas del Azucar has
also started offering this comprehensive model virtually or as a hybrid. The company
uses its data to improve patient outcomes and optimize its operations.

ANNEX C
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Because new health technologies are disrupting all aspects of the global economy,
there are several hurdles beyond financing. Awareness and business expertise

are often barriers to entry as great as upfront financing. IFC is well positioned

to connect these emerging technologies with clients in emerging markets. The
TechEmerge program was developed by IFC to accelerate the adoption of technology
where it is needed most through regimented and structured processes. This process
starts with a needs assessment and then moves to global sourcing, a competitive
selection process, a curated matching program, small scale, partially grant-funded,
local pilots, and then finally adoption post-pilot. The TechEmerge Program was
piloted in India in 2016 with 20 pilots across 70 clinical sites in seven regions. From
there the program was validated by replicating the process in Brazil in 2019 and
expanded to Sub-Saharan Africa beginning in East Africa in 2020.

Key highlights
The program:

* Helps young innovative technology companies (Innovators) accelerate
deployment of their technologies in emerging markets by harnessing the global
reach of IFC and its partners.

* Supports larger clients/corporates and other institutions in emerging markets
(tech users) in increasing their productivity and competitiveness by adopting
cutting-edge technologies, and ultimately,

* Facilitates and supports technologies to provide better services and enable
economic growth.

The benefits to health systems that participate in the TechEmerge Program are as
follows:

* Access to a vetted global network of health technology innovators.

* Access to funding to support a pilot project of new technology in their health
system.

* Guidance from the TechEmerge team to source high performing startups and
reduce the risk of technology adoption.

The benefits to innovators are as follows:

* Access to robust network of health systems (potential users/buyers of new tech

solutions) in the region of focus.
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* Access to funding to support pilot project of new technology in the region of
focus.

* Guidance from the TechEmerge team to develop pilot implementation and
market entry strategies.

To date the program has been orientated toward the private sector but could with
appropriate structuring be used with the public sector.

The private sector as a user of digital health

While the private sector in multiple markets is now rapidly adopting digital health
solutions (for example, Abdali Hospital in Jordan and Kaiser Permanente in the
United States) there is also now significant interest and early adoption in many
emerging markets.? Globally, initial change has taken place with new players now

in the market, and who were more agile and nimble to be able to adopt digital
health and deliver care though innovative business models (for example, Pingan
Good Doctor in China and One Medical in the United States). However, increasingly,
traditional bricks-and-mortar health care providers are also leveraging digital health
to deliver care in diverse ways, often closer to the patient.

Overall and interestingly during the COVID-19 pandemic there was increased
digital health acceptance, especially telemedicine, from both patients and health
professionals. There has been an increased realization that digital health requires
enhanced integration into the system given patient needs for service access. This
has been further accelerated during COVID-19 since patients were not able to come
in-person to receive care due to infection risk, followed by the subsequent relaxing
of regulatory requirements in many countries globally. It has also highlighted

how regulation for the longer-term needs to align to the possibilities of emerging
technology solutions being offered and the required system changes.

Private providers

Many traditional bricks and mortar service providers are now looking at ways to
innovate beyond their historical delivery models. Importantly, there is a growing
realization that to maximize the benefit of digital health there is a requirement to
embed it into the system rather than it sitting outside in a silo.

Careful planning is required, and many providers recognize that the full benefits
of digital health lie in implementation from a people, process and technology

See Kaiser Permanente (2022); Offering Optimal Patient Care through the Latest Integrated Hospital
Information System (web page), Abdali Hospital, Amman, Jordan, https://www.abdalihospital.com/
offering-optimal-patient-care-through-latest-integrated-hospital-information-system.
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perspective underpinned by strong change management. Importantly, investment
is also required in the supporting backbone, such as ICT hardware and software
architecture, connectivity, and data storage.

Broadly, the private sector is looking at digital health as depicted below and as
equally relevant for public sector service providers (Figure 42).

Figure 42 How Digital Health Supports Health Systems

CLINICIAN AND \\ / QUALITY
STAFF EXPERIENCE = EXCELLENCE
Improve staff Reduce adverse events
satisfaction and and other human errors B S
increase time spent Sl with Al-enabled dlinical MoE

with patients = ; /,4" decision support == :
;,} ‘ : ‘

AN » . OPERATIONAL ik ‘ NEW
EXPERIENCE EXCELLENCE = BUSINESS
Transform the patient 7\ & Improve operations and @ : Leveraging existing
experience during the S X [ enhance efficiencyby % : knowledge to create
time spent within and leveraging on medical - & digitally enabled service
outside the hospital |\ VI and administrative data revenue (e.g.,

S b analvtics o SR ) telemedicine
WSS / /o8 )

Figure 43  Areasin which Digital Health Adds Value in Health Care
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A general learning point from the private sector and equally applicable to the public
sector, is the financial and efficiency benefits that can be realized from coordinated
digital health implementation (Figure 44).

Figure 44 How Digital Health Reduces Fragmentation in Health Care
Delivery
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Expected financial benefits will of course vary but below are generic examples

that financially benefit the business but can also positively contribute to patient
experience (Figure 45).

179



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

Figure 45
Savings or New Streams of Revenue
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In 2021, IFC launched a new upstream initiative to support traditional health
providers to digitalize called the Global Digital Health Platform (DigiHealth),
now branded D4Health. The initiative was first piloted in Sri Lanka with Hemas
Holdings Ltd. Through the platform, IFC partners with health care organizations

to develop, implement and finance their digital transformation strategies and the

means for health care providers to transform their processes through automation,

digitalization and advanced analytics. The platform is in the process of being

expanded to private health service providers around the globe.

Private payers and administrators

Service delivery providers are not the only stakeholders who invest in or partner

with digital health entities. There is continued take-up due to insurance entities

embracing digital health. There are lessons to be shared and opportunities to

work with social health insurance programs. The insurance utilization of digital
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health varies per market context and maturity. More sophisticated payers have also
evaluated how to process claims and pay for digital health orientated services.

The following are examples of where digital health is now being actively used by
payers.

Data analytics. Good data analytics forms the basis of modern insurance entities. It
enables payers to understand population risk, disease profiles and demand patterns
which in turn helps them to design benefits structures and tariffs. There is growing
focus on how payers and providers can jointly use data to plan both care and service
interventions including risk sharing models that move away from traditional fee for
service.

Disease management. Payers having analyzed the at-risk population are
increasingly using digital health interventions to manage patients with chronic
conditions such as diabetes, hypertension, and cardiovascular disease. Insurers
are now using personalized technology (for example, symptom checkers) to track
key indicators to better manage and coordinate care and to prevent unnecessary
hospitalization. Overall, patient life expectancy and recovery when appropriate
is better. With data in hand, payers are also able to work with providers to plan
packages of care and proactively coordinate interventions.

Claims assessment. Payers are increasing the use of digital tools to process claims.
An imperative is that claims use a standardized coding system (for example,
International Classification of Diseases 11). Al tools can accurately assess claims.
Not only against benefits available, but also to test those services provided align with
expected best practice clinical protocols (for example, dental claims).

Payment. Modern insurers utilize digital solutions for all payment interaction.
Digital technology can be used to manage claims, benefit evaluation and coding
alignment to support payment efficiency.

Entity examples applying some or all of the above in emerging markets include
Discovery Health (South Africa), MiCare (Asia), and Pingan Health (China).

Other sectors related to health (Life Science and
Medical Equipment sectors)

Looking beyond the health services and the payer sector there is also continued
digital innovation within the Life Science and Medical Equipment sectors. Both
have embraced digital processes and solutions that leverage digital solutions. On the
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MedTech side, many medical devices are now digitally enabled in some way. Take
the stethoscope which has now been digitalized to produce clearer audio including
from noise-canceling features and are increasingly integrating Al to accelerate time
to diagnosis. Patient monitoring solutions are transforming both the bedside, as
well as the home care setting with devices that monitor patients vitals and other
indicators on a regular or even real-time basis. Labs are being transformed with
digital microscopes, digital pathology and connecting every instrument to the cloud.
Al is playing an increasing role in medical imaging from supporting the radiologist
in triaging the images to helping to optimize work flows.

On the pharmaceutical side, digitization is also transforming this sector. In drug
discovery and drug development, Al is increasingly playing a role in helping identify
new drugs and vaccines as was the case in the development of the COVID-19 vaccine
(Lv et al. 2021). Digital therapeutics are an emerging area where a software program
is clinically proven to deliver a therapeutic intervention to a patient by treating a
broad range of conditions. Other areas include applications in precision medicine,
manufacturing, and e-pharmacy. IFC recently launched D4Pharma, a sister program
to D4Health, but focusing on digitization strategies for pharmaceutical companies.
Looking forward, the private sector continues to expand its use of digital solutions
when appropriate. There is increasing realization that some solutions may be

more hype and the reality of operationalizing some of these solutions needs to be
managed. There are many examples of health tech companies that started off by
offering only services virtually and soon added an offline component reflecting the
reality that some services in health care can only be in-person.

4. Investor perspectives: What inhibits investment and
growth of digital health solutions?

For digital health to grow sustainably and quickly it must be backed by investors and
seen as an industry sector where growth and development is occurring. Investors
will be looking for not only basic growth indicators of the market such as total
addressable market and company performance including some demonstration of
ability to scale, but also at the regulatory environment that ensures a predictable
ability to operate and a level playing field®. From an individual business perspective,
investors often aim to see a company that has a demonstrated commercial model

®  Uncertain regulatory environments have often been a point of concern for many investors. A prime
example is the uncertainty about telehealth regulation in Brazil.
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that is showing at least some initial traction as measured not only by sales but also
by market fit as demonstrated by usage or stickiness. This is important to get some
comfort in an earlier stage company that there is market fit and that the business
model is replicable and scalable. Most business models can be categorized as

business to consumer, business to business, or business to business to consumer.

Government as a customer or business to government is also a legitimate path,
however, investors may shy away from companies that generate most of their
revenues from government particularly if these are based in less stable markets.
There are several challenges in working with government from the contracting
process including the time of that process and transparency, to the reliability of
the contract with the government, as well as the timeliness of payment from the
government. Unfortunately, there are many examples of lengthy contracting cycles
with governments, unexpected contract breakage on the part of governments
and lengthy delays in payment adding significant receivables days to the balance
sheets of the private company. The impact of these challenges in working with
governments is amplified for an earlier stage company who may still not be
profitable and may not have access to adequate working capital financing.

To increase this payable resiliency, industry leaders in the investment community
such as IFC can and should encourage new methods of contracting to help embed
these providers into the fabric of public provisioning. To solve this contracting
problem on the public side there must be more detailed needs assessments and
understanding of the digital health landscape by governments. These governments
will need help to identify their needs and will often turn to private sector and
thought leaders such as IFC for advisory support.

The public sector working with the private sector for
digital health orientated services

The private sector as a producer and user of solutions does offer the public sector
many solutions to support the strengthening of systems and services. Given the
demand to supply gaps facing many health systems and with intent to realize UHC
ambitions there is a realistic requirement for the public and private sectors to work
more closely together.

As with the private sector, the choice of digital solutions in the public sector requires
careful selection, planning, and implementation. Automatic reaction or following
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the hype can be costly with minimal benefit realization. There has been some
notable investment failures for example, the US$12 billion UK National Program for
IT of the National Health Service was halted in 2012 because of nondelivery and, at
least partly, poor planning and oversight.

In many markets, the private and public sectors for digital health may need to
find new ways of collaboration and adoption of innovative of partnership and
contracting.

The opportunities for partnership are far ranging but require careful evaluation.
The public sector has the option to contract directly for a specific suite or individual
digital solution but could also utilize existing private service providers that already
have digital solutions available in their service offering (for example, diabetes
management). The structure and oversight of the health system by government will
vary by country and it is important for the private sector to understand that one size
might not fit all. Innovative thinking is required from both perspectives.

Contracting methods may vary. Examples include the following:

* Traditional PPP: Provision of a service or technology for a given longer period
using innovative financing.

* Traditional procurement: A standard tender option for the direct procurement
of a solutions or services.

* Innovative contracting: Contracting for a defined period for the provision of a
specific solution, services, or both. Ideally for the private sector the minimum
contracting period should be 5 years. It is often not financially/commercially
viable for the private sector to undertake year-long contracts given the period
required for return on investment. A one-year contracts can be much longer for
governments given that the private sector could understandably factor the risk
of contract length into their pricing and plus, the public sector does not benefit
from true collaboration.

* Contacting via social health insurance: Social health insurance pays for select
solutions and or services from the private sector utilizing agreed upon tariff
solutions.

In addition to contracting considerations there are other constraints to consider
achieving the full benefit of public private collaboration in the digital health sector.
It requires innovative approaches from both a public and private perspective.
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* Supporting innovation. It is probable that many governments are not aware of
the digital solutions / services available to them including many homegrown.
Some countries of health systems have supported pilot schemes to test and
validate digital solutions. Others may work with development partners to
develop or test solutions. A risk for the private sector is post pilot. Will the
government have sustainable funding to support continued or expanded
rollout? Are there options for working with banks and funding entities to
support projects further?

Establishing the appropriate procurement channels and methods for private
companies to enter the public sector is difficult. Some countries have experimented
with ways to get around red tape and open a front door between the technology
company and the system. For example, learning from past mistakes, the National
Health Service in the United Kingdom has been seeking to accelerate the innovation
and adoption of appropriate digital health solutions (Digital health and care - GOV.
UK (www.gov.uk)) through a variety of pilot schemes. Public sector regulators must
be able to work arm-in-arm with the private sector to ensure that regulations protect
citizens, but do not overly hamper or constrain the private sector.

Coordinating expectation. It is critical that as the digital health space continues to
mature it is done with the public and private sectors hand in hand. They must be

in lockstep with each other because if not parallel care delivery will occur wasting
resources and reducing efficiency of the system overall. The public sector could
benefit from embracing digital health innovations created by private companies and
integrate them into the broader care ecosystem.

Building sustainable solutions. For these adopted solutions to be sustainable long
term they must well thought-out. Governments need to decide what digital health
services will replace and how they will provide those services. Once that is decided
they need to understand how these private sector providers will cooperate and
integrate within the private health care system. This is most important from a data
sharing and security standpoint; how will private and public providers share digital
health records as completely as possible while still respecting the privacy and rights
of each individual patient.

Contracting. An essential requirement if considering PPPs for digital health is to
understand and clarify the different PPP modalities identified above that can work
for digital health. Traditional PPPs and private finance initiative type models lend
themselves more to capital expenditure-intensive projects, while digital health does
not. Currently, there are few examples of pure digital health PPP initiatives. Indeed,
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in the past, the rapid pace of digital health and the technology underpinning it has
made medium- and long-term PPPs difficult to structure, and the value for money is
difficult to demonstrate.

Some PPPs may include digital components, such as building the hospital and
providing the equipment, including the hospital information system. At a minimum,
any future PPP project should consist of feasibility and assessment of digital
requirements, including the IT infrastructure required. Digital health may lend
itself to services, but not capital expenditure-oriented PPPs. Furthermore, digital
health may not necessarily suit PPP structures and could be orientated toward more
traditional procurement if country-specific policy allows. Even then, enhancements
to conventional procurement/ contracting models may be required; for example,
one-year contracts do not align with a digital health solution rollout. Below are
examples of digital health projects in which the public sector has utilized the
private sector, but not through nontraditional PPP means. Instead, the examples
demonstrate traditional procurement, pilot projects, and service contracting
through social health insurance or standard government service contracting.

* Contracting for mobile consultations

* Teleconsultation for primary care

* Hospital information system or enterprise resource program
* Development and deployment of digital health apps

* Provision of benefit/claims management and managed care systems for social
health insurance programs

*  Community-based ICT solutions for maternal health care
* Improving HIV treatment with National ID numbers
* Mobile training and support of community workers

* Doctor booking, prescription coordination, and management of an electronic
health record

* Digital health platform for the coverage of essential health services
* Medical imaging telemedicine

* Digital record archiving
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Regulation alignment. As the public sector beings to regulate the digital health
space it must be cautious. Frameworks that are developed must allow the private
sector to participate in the development of the digital health space. Thisis a
prime example of good intentions when developing a regulatory framework
without considering the implications on the ground from the guidelines. Other
common regulatory issues that will require attention include: teleconsultation;
e-prescriptions; Al diagnostics. In addition, there is a need to consider the roles
to be played by health professionals. For example, in some countries policy limits
nurses and what they can do but with digital health they can undertake broader

roles.

IFC is in the process of developing a tool to help better understand regulatory
limitations. The overall objective is to create a regulatory assessment tool that will
review the overall digital health relevant regulations and analyze implications for
private investment. The goal of the tool will be to provide IFC investment teams
with an upfront analysis of the digital health readiness of the country as it relates to
digital health regulations. The results from country assessments could be used to
help dialogue with government.

Checklist: Issues for considerations in World Bank
projects.

A nonexhaustive checklist has been developed to support decision-making with
reference to digital health projects and engagement with the private sector.

Ideally, many governments still require an upfront assessment resulting in a digital
health feasibility that adequately informs strategic direction, implementation
planning and private sector engagement. The World Bank digital landscape maturity
tool now in development will be beneficial to support such initiatives and highlight
both public and private perspectives.

Lessons learned from the private sector clearly demonstrate that systematic
planning is highly beneficial for digital health and, when implemented correctly,
can result in longer-term benefits relative to knee-jerk and often expensive short-
term initiatives.
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The checklist can be used for whole-system or specific solutions.

Annex Table C.1  Checklist: Issues for Consideration in
World Bank Projects

Needs
assessment,
feasibility

[J Has a study been completed to understand the need, benefits and
implementation requirements?

[0 Has alandscaping assessment been completed to determine need vs.
available solutions?

[ Ideally, a digital health solution identification should align with
health system strengthening and digital health strategies.

Risk
assessment

[ Has the feasibility assessment considered implementation risk?
For example, does the country have the right networking, IT
architecture and staff resources to implement then manage?

[0 Can the solution operate within current regulatory parameters, or
will policy change be required?

[0 Can the solution where required dovetail and talk to other solutions?

Financing

[0 Has a business case and long-term budget been identified for the
solution/ service?

[ Is there benefit to consider an initial pilot phase to confirm the
expected benefit?

[0 Will the solution be part donor funded and will there be budget
available post donor support?

Procurement
and contracting

[0 Have different procurement models been evaluated?
[0 Does the requirement lend itself to a PPP?

[0 Can it be contracted via standard (or updated) procurement and
contracting arrangements?

[0 Could or should the solution be acquired directly, or can it be
acquired via a private sector service provide that has it embedded in
a service offering?

Management
and monitoring

[0 Does the government have the required structures and resources to
measure and evaluate performance?
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INDICATORS THAT CONSTITUTE THE GLOBAL
DIGITAL HEALTH MONITOR

Indicator 1: Digital health prioritized at the national level through dedicated bodies
/ mechanisms for governance: Does the country (or state/union territory)
have a separate department/agency /state/union territory/ national working
group for digital health?

Indicator 2: Digital health prioritized at the national (or union territory level) level
through planning: Is digital health included and budgeted for in national
health or relevant national strategies or plan(s)? The focus of this indicator is
on the inclusion of digital health or e-health in the national health strategy.

Indicator 2a: Health is prioritized in national digital transformation and
data governance policies: Do national digital transformation and
data governance policies and approaches consider and address
potential benefits and risks for public health and individual
health?

Indicator 3: National e-health or digital health strategy or framework: Does the
country (or union territory) have an e-health or digital health strategy or
framework and a costed digital health plan?

Indicator 3a: National digital strategy alignment with UHC Core
Components: Is the national digital health strategy of a country
(union or territory) aligned with UHC or UHC core components?

Indicator 4: Public funding for digital health: Is public funding (including loans) for
digital health sufficient for the digital health strategies, priorities (needs), or
costed-plan of the country (union territory)?

Indicator 4a: Private sector participation and investments in digital
health: Given the enabling environment, does the private sector
participate and invest in digital health activities?

Indicator 5: Legal Framework for Data Protection (Security/ Cybersecurity): Is there
alaw on data security (across the full data life cycle, such as collection,
processing, storage, transmission, use and destruction) that is relevant to
digital health?
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Indicator 6: Laws or Regulations for privacy, consent, confidentiality, and access

to health information (Privacy): Is there a law to protect individual
privacy, governing ownership, consent, access and sharing of individually
identifiable digital health data?

Indicator 7: Protocol for regulating or certifying devices or health services,

including provisions for AI and algorithms (at higher stages of maturity):
Are there protocols, policies, frameworks or accepted processes governing
the clinical and patient care use of connected medical devices and health
services (such as telemedicine, applications), particularly in relation to
safety, data integrity and quality of care, including provisions for Al and
algorithms (at higher stages of maturity)?

Indicator 7a: Protocol for regulating and certifying AI within health
services: Are there protocols, policies, frameworks or accepted
processes governing the use of AI within health systems, services
and applications, particularly in relation to ethics, equity, safety,
data integrity and quality of care?

Indicator 8: Crossborder data security and sharing: Are there protocols, policies,

frameworks or accepted processes in place to support secure crossborder
data exchange and storage in support of public health goals while protecting
individual privacy? Note: This includes health-related data that are coming
into a country, going out of a country, or being used in a country and that are
related to an individual from another country.

Indicator 9: Digital health integrated in health and related professional preservice

training (prior to deployment): Is digital health part of curriculum for
health and health-related support professionals in training, in general?

Indicator 10: Digital health integrated in health and related professional in-

service training (after to deployment): Specifically, is digital health part
of curriculum for health and health-related support professionals in the
workforce in general? [Defined as community health workers, nurses,
doctors, allied health, health managers/administrators, and technologists]

Indicator 11: Training of digital health work force: In general, is training in digital

health / health informatics / health information systems / biomedical
informatics degree programs (in either public or private institutions)
producing trained digital health workers?
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Indicator 12: Maturity of public sector digital health professional careers: Are there
public sector professional titles and career paths in digital health?

Indicator 13: National digital health architecture or health information exchange: Is
there a national digital health (e-health) architectural framework and health
information exchange established?

Indicator 14: Health information standards: Are there digital health / health
information standards for data exchange, transmission, messaging, security,
privacy, and hardware?

Indicator 15: Network readiness

Indicator 16: Planning and support for ongoing digital health infrastructure
maintenance: Is there an articulated plan for supporting the expansion
of digital health infrastructure (including equipment- computers/ tablets/
phones, supplies, software, devices) provision and maintenance to all public
health care facilities?

Indicator 17: Nationally scaled digital health systems: Public sector priorities are
supported by nationally scaled digital health systems

Indicator 18: Digital identity management of service providers, administrators,
and facilities for digital health, including location data for geographic
information system mapping: Are health system registries of uniquely
identifiable providers, administrators, and public facilities (and private if
applicable) available, accessible, and current? Is the data geotagged to enable
geographic information system mapping with protocols to protect sensitive
data?

Indicator 19: Digital identity management of individuals for health: Are secure
registries or a master patient index of uniquely identifiable individuals
available, fully representative of the population, accessible and current for
use for health-related purposes?

Indicator 19a: Digital identity management of individuals for health:
Specifically, is there a secure master patient index of uniquely
identifiable individuals available, accessible, and current for use
for health-related purposes?

Indicator 19b: Digital identity management of individuals for health:
Specifically, is there a secure birth registry of uniquely identifiable
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individuals available, accessible, and current for use for health-
related purposes?

Indicator 19c: Digital identity management of individuals for health:
Specifically, is there a secure death registry of uniquely identifiable
individuals available, accessible, and current for use for health-
related purposes?

Indicator 20: Proposed new indicator related to patient feedback systems:
Specifically, is there a secure patient feedback system, available, accessible?

Indicator 21: Population health management contribution of digital health: Are
current country digital health initiatives contributing to public health
reporting and decision-making?

Indicator 22: Readiness for emerging technologies adoption and governance:
Specifically, is there a national plan specific to emerging technologies (such
as Al, wearables, blockchain, the internet of things) to support public health
goals?

Indicator 23: Diversity, Equity, and human rights analysis, planning and monitoring
included in national digital health strategies and plans: Has the country
assessed/adapted national digital health strategies from an equity and
human rights perspective?

Indicator 23a: Gender considerations accounted for in digital health
strategies and digital health governance: In other words, does
the country include gender considerations in the national digital
health strategy or its digital health governance?
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FIVE LAYERS OF DIGITAL HEALTH LEADERSHIP
AND MANAGEMENT

In principle, there are five layers of digital health leadership to consider (Figure 46).
These layers need to be institutionally distinct from each other to ensure separation of

responsibilities, technical excellence, and accountability.

Figure 46  Digital-in-Health Governance Implementation and
Management: Five Layers

POLICY MAKING
& REGULATION

DATA GOVERNANCE
& MANAGEMENT

Main implementation body/ HC facility

bodies:
« Information analytics
and management

« (Coordination of

implementation
IMPLEMENTATION : Dataqua_'“)’mahagement _
SUPPORT - (Contracting the implementation
- Operations
BUSINESS . : :
PROCESSES IT industry — Solutions / Operations

Business processes: The management of daily operations of clinical and basic
administrative systems that support business processes is done by health care facilities
or local communities. It is typically contracted to the ICT industry. Software solution
providers help users to use systems properly, provide training and helpdesks, and fix
potential system malfunctions.
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Implementation support: The government or health care facilities can systematically
provide implementation support. For example, government can provide and maintain
general infrastructure and shared services for software providers. Facilities can

have their own teams for direct users support and basic maintenance of systems and
infrastructure. Different arrangements are possible and agreements about who does
what are usually contracted for each specific software solution; sometimes each facility
can have different arrangements.

Implementation Management and Quality Management: To ensure better coordination
and quality of solutions, the government needs to manage the overall process of
implementing software solutions. It needs to provide guidance and technical support to
help facilities to steer clear of process mistakes and contracting low quality solutions.
That layer, the implementation and quality management, is usually delegated to a
dedicated main digital health implementation body. Depending on the implementation
strategy, that body can provide support through overall coordination, through
implementation of quality assurance mechanisms (such as the software certification
process mentioned earlier), but also through specific and practical technical work

on managing central registries and databases, implementing central services, such

as e-prescription and e-referrals, assuring data quality, and even directly supporting
operations by maintaining common infrastructure. It can cooperate with facilities and
even contract some solutions for them. For example, in a relatively small country, one
implementation strategy can be that hospitals directly contract their own software
solutions, while a central digital health implementation body contracts one solution to
be used by all primary health care facilities.

Data governance and management: It is advisable to treat data governance and
management separately from the use of operational systems because health data
should be treated as a strategic national resource. One of the objectives of this layer is to
change the focus from simply gathering data to data use, reuse, and repurposing (World
Bank 2021). Inconsistent data management practices can lead to siloed data systems
where value of data remains unrealized. Data governance can facilitate consistent

data management decisions at every stage of a data life cycle. This enables fit-for-
purpose flows of different data types across all stakeholders to realize value from data
use. This layer of governance also takes care of health data analytics framework that
includes health statistics and other forms of health data use for policy- and decision-
making. These frameworks have the potential to create innovations in repurposing and
combining diverse data sources (public intent and private intent data) that open doors to
development impacts previously unimaginable.
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Finally, to stay coordinated and deliver value through
synergy, all of these layers should use consistent policies and a common regulatory
and standardization framework. The government, typically the MoH, or even other
ministries (for instance, digital development) should provide the overall vision,
strategic plans, standards, and basic regulations to facilitate more efficient and effective
implementation on other layers. Institutional and organizational separation of these
levels is critical. Countries that have followed similar national multi-stakeholder, and
governance-focused approaches often support a national coordinating body, such as
a technical working group or a steering committee, led by the ministries of health or
public health delivery agencies, with the necessary representation and authority to
perform the desired functions. The functions may include the adoption of standards,
compliance, the definition of requirements, certification, and testing
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ANNEX F

INDIA'S VISION FOR DIGITAL HEALTH: A
CASE STUDY ON THE FUTURE OF DIGITAL
TECHNOLOGY AND DATA EMBEDDED IN
HEALTHCARE IN INDIA
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Ayushman Bharat Digital Mission’s
Integrated Digital Health Ecosystem is
the Foundation of Universal
Citizen-centered Health Care in India

;IYE;.:.'E: > Fragmented health and data systems occur at multiple levels, and a lack of access
CHALLENGE to timely information results in reduced quality of medical care.

users.

Use of standards based, flexible applications, software solutions, and technologies

that work synergistically within the digital ecosystem. These technologies are a
SOLUTION P combination of interoperable open-source and proprietary applications that enable

access to data and information in a timely manner to meet the unique needs of
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An integrated enterprise architecture through a unified digital health interface
enables health information exchange across multiple digital health interventions.

TIMELINE » 2018 till date.

Ay rﬁ,ﬁ

RESOURCES >
USED

Introduction

The COVID-19 pandemic ushered in the need
for accelerated digitization of health care across
the globe. The Government of India amply
demonstrated their digital prowess in their
response to the pandemic by building Digital
Public Goods (DPGs) that leverage several
standalone initiatives to develop an integrated
national digital health ecosystem. The aim of
this ecosystem is to support Universal Health
Coverage through the provision of real-time
data, information and infrastructure using
open-source, interoperable, standards-based
digital systems.

Implementation cost is approximately $4.5 million over 3 years.

In the last decade, digital public infrastruc-
ture within India has expanded exponentially.
Several initiatives like the digital identity
system known as Aadhaar (for unique identi-
fication), and the Unified Payments Interface
have become central to India’s public service
delivery architecture. The Unified Payments
Interface has transformed heterogeneous
payment modalities by aggregating them
under one easy to use, highly secure mobile-
based system for money transfer. Mobile and
internet connections have expanded at a fast
pace and penetrated ever deeper into rural
areas. Currently over 572,000 villages out of
597,000 have mobile or network connectivity.

@ WORLD BANKGROUP
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There are nearly 1.2 billion mobile subscrib-
ers, 800 million internet users, and 510 million
smartphone users. This expansion can be
attributed to the cost of mobile and internet
connections dropping substantially, allowing
for increased digital access across the coun-
try. Within the public digital infrastructure,
there are 1.24 billion unique Aadhar digital
IDs in place, and it is estimated that nearly 10
billion+ eKYC (Know Your Client) transactions
and 2.64 billion Unified Payments Interface
transactions take place monthly. This infra-
structure forms the basis of the Ayushman
Bharat Digital Mission (ABDM).

During the pandemic, India leveraged various
digital health interventions to provide contact-
less health care. Some examples of the Digital
Public Goods developed during the pandemic
include the COVID Vaccine Intelligence Network
(CoWIN) application, which provided individu-
als with vaccine certificates, and the Aarogya
Setu application. Aarogya Setu was originally
a contact tracing app that provided real-time
data on active cases, containment zones and
helped more than 175 million citizens assess
risk in their areas. It also facilitated the book-
ing of COVID-19 vaccinations. It has now been
transformed into a national health application
that allows individuals to register for a Digital
Health ID, telehealth consultations, as well as
functioning as an Electronic Medical Record so
that individuals can access digital lab reports,
prescriptions, and diagnosis.

The high volume of over 350 million CoWIN
registrations prompted India to adopt a
completely digital approach to its vaccination
strategy. Telehealth platforms like eSanjeevini
also saw a steep increase in users during the
pandemic, as 85 percent of physicians adopted
telehealth platforms. Use of telehealth was
only at 18 percent prior to COVID-19. This
emphasized the need to better incorporate
cutting-edge digital technologies into health

ALTHICOMMUNITY OF PRACTICE
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care services to support this increased
demand and to improve program coverage
and enhance quality of care.

The impact of the pandemic put a spotlight
on the benefits of digital innovation, technolo-
gy-enabled solutions and served to accelerate
their use.

The CoWIN platform allowed individuals

to register on an online portal, schedule
vaccinations at government hospitals, receive
digital vaccination certificates and facilitated

access to vaccinations at private sector
hospitals. The platform was viewed positively
by those individuals using it. It gave the
government access to valuable COVID-19 data.

Within this short period of implementation,
it became clear that a comprehensive digi-
tal health care ecosystem was necessary to
bring together existing siloed efforts, and
to proactively move towards a more holistic
and citizen-centric system. The government
responded by creating shared Digital Public
Goods for health care and developed a
framework for a nationwide digital health.
This initiative was a turning point for health
care in India. The Prime Minister launched
the ABDM on September 27, 2021, under
the aegis of the National Health Authority.
Within a year of its launch, the ABDM had
established a robust framework to provide
accessible, affordable, and equitable digital
health care. With India taking on the G20
presidency in 2023, the Global Initiative on
Digital Health advocates for a connected and
integrated health ecosystem to bring together
global efforts on digital health. It also calls
for the best use of technologies for improv-
ing health outcomes and scaling-up of these
technologies as Global Digital Public Goods to
accelerate Universal Health Coverage. Within
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Digital highways harness data, technology, and connectivity to improve the way the digital architecture
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is designed, built, operated, and used. This will enable high performing, and faster delivery, and an

enhanced customer experience for all.

this broad perspective, the ABDM aims to
support the creation of an integrated digital
health infrastructure by developing a digital
backbone. The government will bridge gaps
by building digital highways with the aim of
improving the efficiency, effectiveness, and
transparency of health service delivery in
India for the myriad of different private and
public stakeholders, that also encompasses
alternative medicine, making it a diverse and
complex ecosystem to be integrated.

Human Development Service
Delivery Problem Improvement
opportunities

India’s vision to digitize healthcare started
with the launch of the National Health policy
in 2017, followed by the NITI Aayog’s National
Health Stack in 2018 which formed the basis
for the National Digital Health Blueprint
(NDHB) launched in 2019, culminating in
the launch of the Ayushman Bharat Digital
mission in 2021 (Sharma, R. S et al., 2023).
The vision supported by previous invest-
ments in foundational technologies provided
the groundwork for creating an integrated
digital health ecosystem, the aim of which is
to provide quality healthcare using accessible
and affordable digital technology.

As detailed in the policy documents, some of
the envisioned digital health interventions for
addressing health service delivery reforms
include:

e Infrastructure: Strengthening
healthcare infrastructure and help-
ing to reach the underserved
particularly in rural areas.

® Access to Care: Reducing dispari-
ties that exist in access to healthcare
between urban and rural areas
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¢ Workforce: Building a network of
trained healthcare professionals
across the country, but especially
in rural areas. Creating a work-
force with a focus on distribution,
skill mix, and performance

e Affordability: Improving the qual-
ity of public healthcare service
delivery to all populations and the
capacity to meet the demand

e Quality of Care: Improving overall
quality and differences in health care
by improving adherence to treatment
guidelines, regulating prescription of
medication, and appropriate use of
high-end diagnostics and procedures.

Despite the burgeoning innovations, digitali-
zation of health care in India is challenging.
There are over 5 million health care profes-
sionals, and 1.2 million health care facilities
serving a population of nearly 1.4 billion
people. Bringing such a large number of
stakeholders onto a single digital health
system managed by the government in a
single step was not viable, due to both the
sheer volume, and the extremely varied
needs. Although there has been rapid digi-
tization in other sectors, such as finance
and banking, travel and tourism, and the
hospitality sectors, it must be acknowledged
that digitizing health data is more nuanced
and requires a more granular and involved
approach. Health care data is more complex
as it consists of numerous different types
of files, requires stringent data protection
and security regulations, and includes an
infinite number of medical terminologies and
definitions which are not universally under-
stood. These include radiological images, lab
reports, prescriptions, and outpatient and
in-patient records. In addition, all of these
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are written using different standards and
formats. More importantly, health care data
is highly sensitive and personal in nature and
poses greater risk. Therefore, the digitization
of health care is more complex and challeng-
ing when compared to other sectors.

Technology Principles

The ABDM is a platform based an open
Application Programming Interface (API),
meaning it is flexible and allows both open-
source and proprietary technologies to plug in.
It is an ecosystem where all the building blocks
and components of the ABDM are designed to
be interoperable to facilitate the exchange of
data. The platform makes use of open stan-
dards and data exchange protocols to ensure
that different systems can communicate with
each other effectively. They work together
seamlessly, regardless of the application or
technology provider used.

Security and privacy are recognized as top
priorities underpinning the design and devel-
opment of the APIs, and all systems need to
comply with relevant data protection and secu-
rity regulations?. It was imperative that robust
measures are put in place before deployment
to protect data from unauthorized access and
theft.

The systems are designed based on user-cen-
tered design principles and consider the needs
and preferences of health care providers,
patients, and other stakeholders. The plat-
form utilizes evidence-based approaches to
inform its design and implementation.

1 At the time of writing, India’s new Digital Data
Protection Bill 2023 (https://www.meity.gov.in/
writereaddata/files/The%20Digital% 20Personal%20
Data% 20Potection%?20Bill%2C%202022_0.pdf) had
not been promulgated. Adjustments to the system
described in this case study may need to be made
depending on the Bill’s final form, as adopted as law.
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Finally, the program uses an evidence-based
approach to inform its design and implementa-
tion to ensure that the technology is effective,
efficient, and cost effective. Together all
these building blocks can be scaled as well
as sustained to meet the growing needs of the
program as it expands and evolves over time.

A federated architecture has been adopted
using six core building blocks that have been
developed using a minimalistic approach and
are maintained centrally at the national level
(Figure 1). All the other building blocks are
designed to be operated in a federated model
that allows regional, state-level and institu-
tion-level platforms and systems to function
independently, but in an interoperable fashion.

An API provides a way for two or
more computer programs to
communicate with each
other. It is a software
interface, offering

a service to other
pieces of software. It
enables multiple software

components to “talk to each other” using a
set of definitions and protocols, such as a
data dictionary. APIs are an accessible way
to extract and share data within and across
organizations.

Building blocks refers to software
code, platforms, and applications,
that are interoperable, provide
basic digital service at scale

and can be reused for multiple
use cases and contexts. It serves
as a component of a larger system

or stack, and can be used to facilitate the
delivery of digital public services via functions
for e.g., registration, scheduling, ID authen-
tication, messaging, etc. The building blocks
can be combined and adapted to be included
as a part of a stack of technologies to form a
Digital Public Infrastructure. https://digitalpub-
licgoods.net/DPI-DPG-BB-Definitions.pdf
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OPEN-SOURCE APPLICATIONS are built on publicly available source codes that <I>
can be accessed, modified, and distributed by anyone, are free to use, encourage
collaboration, and contribute to innovations by allowing developers to contribute to

the code base. They can be used by developers to build new solutions that leverage

the health stack (initiative by government of India to improve digital health infrastructure) or

other open-source tools, and they can be customized to meet the needs of different health care
providers and patients.

PROPRIETARY APPLICATIONS: Proprietary applications, on the other hand, are
built on a code that is owned and controlled by a particular company or organization.
They are typically sold as commercial products, and users may be required to pay @

licensing fees or subscription costs to access them. In the context of ABDM, proprietary
applications may be used by health care providers or insurers to manage patient data, billing
information, or other aspects of their operations. While proprietary applications may not be as
open or customizable as open-source solutions, they can still play an important role in the digital
ecosystem by providing specialized features or services that are not available elsewhere.

While open-source applications may encourage collaboration and innovation, proprietary
applications may provide specialized services or features that are not available in open-source
alternatives.

Main components of the digital health ecosystem enabled by ABDM:

+ Hospital Management Information System (HMIS): A comprehensive information system that
collects, stores, and analyzes data related to health service delivery and utilization

Health Insurance: Ayushman Bharat provides health insurance coverage to eligible households
in India through the Pradhan Mantri Jan Arogya Yojana (PM-JAY) scheme (a public health insurance
scheme)

e-Governance: Digital platforms are used to manage various aspects of the health care delivery
system, such as enrolling beneficiaries, managing claims, and monitoring program performance

Telehealth: The program includes the provision of telehealth services to rural and remote areas,
allowing patients to access medical consultations and advice from specialists

DIGITAL-IN-HEALTH FLAGSHIP PROGRAM

Use of both Open Source and Proprietary Software and technological applications

Health Information Exchange: A platform that enables the exchange of health information between
health care providers and stakeholders, such as patients, insurance companies, and public health
agencies.

Electronic Health (EHRs): EHRs are maintained for each beneficiary enrolled under PM-JAY, and they
contain a complete record of all medical treatments received by the patient

Health Analytics: The data collected through HMIS and EHRs is analyzed to identify patterns, trends,
and opportunities for improvement in the health care delivery system

These building blocks work together to create a comprehensive digital health ecosystem, aimed at
improving access to quality health care for all Indians, particularly the most vulnerable and marginalized
communities.

201



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

@

DIGITAL-IN-HEALTH FLAGSHIP PROGRAM

AYUSHMAN BHARAT DIGITAL MISSION'S INTEGRATED DIGITAL HEALTH ECOSYSTEM

THE FOUNDATION OF UNIVERSAL CITIZEN-CENTERED HEALTH

As defined by ABDM, the data is federated
and stored close to the point of generation.
All the registries and other master databases
of ABDM are built as a “single source of truth”
on different aspects and are backed by strong
data governance principles which includes
clear ownership, roles and responsibilities and
dedicated data governance structures estab-
lished at both the central and state levels.

Figure 1 is a representation of the architec-
ture of the Ayushman Bharat Digital Mission
formerly known as the National Digital Health
Mission.

The key objectives of these overarching tech-
nology principles are to ensure that:

e Patients can securely store and
access their medical records, such
as prescriptions, diagnostic reports,
and discharge summaries, and share
them with health care providers for
assured and appropriate treatment
and follow-up. In addition, patients
can access accurate information on
both private and public health facilities,
and service providers can access
health services remotely through
tele-consultation and e-pharmacy

o Health care professionals have full
access to a patient’s medical history,
after obtaining informed consent,
to ensure they can prescribe the
right interventions. This integrated
ecosystem facilitates an improved
continuum of care, digitizes insurance
claims that can be processed for
faster reimbursement, and overall
enhances service provision

¢ Policy makers and program
managers have access to better
quality macro and micro-level data,
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Federated Architecture is a pattern in enterprise
architecture which allows interoperability and
information sharing between semi-autonomous
decentralized organized lines of business
(LOBs), information technology systems

and applications that share a common

vision. It works well in heterogeneous
environments where a central one-fits-all
approach cannot be applied; and provides

high flexibility and agility to the various
autonomous (and interlinked) compo-

nents within the system for coordinated
sharing and exchange of information.

There is no centralized repository of

health care records either in one place or

in one system; and can be stored in

multiple places as per the choice of

hospitals, doctors, and patients. This

is known as a federated architecture

in IT or digital system. Only the data

collected through registries such as

Health ID registry, Health care Professional
Registry and Health care Facility Registry

is stored centrally because these

datasets are essential in providing
interoperability, trust, identification, and single
source of truth across different digital health
systems.

advanced analytics, and usage of health
biomarkers in diagnosis, which enables
geographic and demography-based
program monitoring and the use of
preventive health care. This facilitates
informed decision making to improve
policy design, strengthen program
implementation, and increase the
accountability of health care providers

o Researchers can use aggregated data
to study and evaluate the effectiveness
of various programs and interventions,
and this facilitates a comprehensive
feedback loop between researchers,
policymakers, and providers.
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Figure 1 Technology Architecture of the Ayushman Digital Health mission
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Source: NHA Annual Report 2021-2022_ d4f624f7b5.pdf, page 86.

Major implementation milestones

The ABDM was launched in 2020 to acceler-
ate the digitalization of health care across
India by building digital highways to promote
connectivity between disparate existing digital
health systems, developed prior to COVID-19,
and integrate existing digital health solutions
to support the creation of interoperable plat-
forms, bringing them all together under one
comprehensive and holistic ecosystem. The
key milestones that led to the launch of the
ABDM are illustrated in Figure 2.

Since its launch, the foundations for a robust
public digital health infrastructure are being
laid through core registry building blocks or
modules of:

e Individuals/citizens/patients
(ABHA ID registry)

DlGlTAL-lN-HEAL'T;H COMMUNITY OF PRACTICE

® Health care professionals (Health
care Professionals Registry)

e Health care facilities, including but not
limited to hospitals, laboratories, and
pharmacies (Health Facility Registry)

In these registries, each individual entity is
assigned a Unique Identifier (UID), which
is used across the entire ecosystem. This
helps to establish linkages through APIs and
enhances accessibility of information. The aim
is to digitally empower individuals, patients,
doctors, and health facilities to streamline the
delivery of health care services and related
information. Some of the key implementation
milestones since the ABDM's inception in 2018
include:

1. Launch of a real-time HMIS through
an online portal. The HMIS is a dig-
ital initiative under the Ministry of
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Health, and Family Welfare (MOHFW),
which collects, stores, and analyzes
health service delivery and utilization
data. The HMIS portal uses all appli-
cable government standards, such

as standardized facility UIDs, entity
names, geographic boundaries (up to
the level of villages), population data
and other relevant information, includ-
ing Geographic Information System
(GIS) based layers that are used in
the Integrated Health Information
Platform. APIs link it to other programs

Creation of individual ABHA
Numbers and health accounts as
a basis for a seamless online plat-

form. ABHA numbers are comprised of B

a randomly generated 14-digit iden-
tification number are created either
using the individual’s/patient’s mobile
number or Aadhar number. This enables
each person to get a unique health
account, an Ayushman Bharat Health
Account (ABHA) linked to their ID. After

obtaining the patients consent, a digital
version of the health record is uploaded
to the ABHA account to create a seam-
less online platform that allows users,
insurance companies and hospitals
across the country to access and share
EMRs through the web application. The
ABHA also enables citizens to compile a
comprehensive medical history across
various health care providers, thereby
improving clinical decision-making.

As of August 2023, nearly 442 mil-

lion ABHA numbers, were generated,
and 293 million patient health records
were linked to the individuals’ ABHA
accounts (ABDM Dashboard, 2023)

Creation of UIDs for service pro-
viders. Using a similar approach to the
UIDs for individuals, 14-digit UIDs are
generated for both the Health Facility
Registry and the Health Professional
Registries. The Health Facility Registry
is “a single centralized repository of all
the health facilities in the country” to

Figure 2 Key milestones leading to the launch of the Ayushman Bharat Digital Mission
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facilitate storage and exchange of stan-
dardized data from both the public and
private health facilities in the nation.
Health facilities would have provision of
electronic processing of documents for
various purposes like for empanelment,
claims processing, e-signature etc. The
Health Professional Registry is also
commonly known as the Digi Doctor
Platform or Doctors Directory. Digi
Doctor Platform is “A single, updated
repository of all doctors enrolled in
nation with all the relevant details of
doctors such as name, qualifications,
name of the institutions, qualifications,
specializations, registration number
with State medical councils, years of
experience, etc. Doctor’s Directory is
one of the essential building blocks

of the national e-health architecture

These provide verified digital identities
to large and small public and private
health facilities and professionals. This
serves as a single source of truth for
verified health care provider related
information and connects them to the
central digital ecosystem. The Health
Facility Registry and Health Provider
Registry help improve the identification/
discovery of health care facilities and
allow health professionals to build an
online presence and offer their ser-
vices more effectively. In addition, a
Drug Registry is also being designed
to create a single, up-to-date, cen-
tralized repository of all approved
drugs across all systems of medicine

4. Integration of EHRs for Pradhan
Mantri Jan Arogya Yojana (PM-JAY).
As of August 2023, a total of 110 digital
health services/applications have been
integrated with ABDM. (National Health
Authority and ABDM, 2023). The EHR
forms an important part of the PM-JAY

ALAN: SHEALTHICOMMUNITY OF PRACTICE
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which is a flagship health insurance
scheme, launched in September 2018
to provide health insurance coverage
to eligible households. To ensure timely
insurance payments, EHRs are main-
tained for each beneficiary enrolled
under PM-JAY. A dashboard has been
created that has both aggregated and a
drill-down view of various datasets, and
it provides real time reports of trans-
actions and analyzes utilization trends.
The PM-JAY also has in place hospital
registration, beneficiary identification,
and transaction management system(s)

5. Expansion and integration of
Telehealth Services “eSanjeevani”
with ABDM. The program has tele-
health services available, allowing
patients in rural and remote areas
to access digital medical consulta-
tions to solicit advice from specialists.

List of Digital services provided include:

(A) Citizen/Patient Services: (i) Single, Secure
Health Id to all citizens, (ii) Personal Health Record,
(iii) Single (National) Health Portal, (iv) App

Store, (v) Specialized Services for Remote Areas/
Disadvantaged Groups, (vi) NDHM Call Centre,

(vii) Digital Referrals & Consultations, (viii) Online
Appointments, (ix) e-Prescription Service, (x) Digital
Child Health, (xi) National “"Opt-out” (for privacy);

(B) Services by/for Health care Providers/
Professionals: (xii) Summary Care Record, (xiii)
Open Platform to access Emergency Services, (Xiv)
Technology for Practitioner (GP) Transformation,

(xv) Digital Referrals, Case Transfers (xvi) Clinical
Decision Support, (xvii) Digital Pharmacy &
pharmacy Supply Chain, (xviii) Hospital Digitization,
(ix) Digital Diagnostics;

(C) Technical Digital Services: (xx) Architecture
& Interoperability, (xxi) Health Information
Exchange, (xxii) Standards, (xxiii) Health Network,
(xxiv) Data & Cyber Security, (xxv) Information
Governance.
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The integration allows existing users
of eSanjeevani to create an ABHA
account, manage their existing
health records, such as prescriptions
and lab reports, and to share these
with the doctors on eSanjeevani for
better clinical decision-making and
to support the continuum of care.
As of August 2023, eSanjeevani ser-
vices have reached over 145 million
Indians (eSanjeevani website, 2023)

6. Launch of Health Information
Exchange and Consent Manager
(HIE-CM): The HIE-CM platform was
launched to facilitate the exchange of
health information between health care
providers and other stakeholders, such
as patients, insurance companies and
public health agencies. This system
ensures that the identity of persons
intending to share information is first
verified, consent of the person/patient

Figure 3 Overview of the functioning of ABDM
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is taken and logged, and only after
that are the health records shared

7. Implementation of health ana-
lytics. The data collected through
both the HMIS and EHRs is being
analyzed to identify patterns, trends,
and opportunities for improvement
in the health care delivery system

Figure 3 highlights the different components of
the ABDM and how these are linked in terms
of their functionality and use.

Institutional and strategic
alignment to implement change

Under a partnership between the Ministry
of Health and Family Welfare and the
Ministry of Electronics and Information
Technology, the National Health

Authority has been identified as the lead

Viewing/Sharing of Health Records after consent

Entities providing or using information could be same or different

Source: ABDM Handbook (2022).
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implementing agency. The National Health e Coordinating with the Ministry of Health
Authority has been entrusted with: and Family Welfare and States/Union
Territories to resolve technical and

¢ Administrative and technical leadership . ) ; o
operational issues and capacity building

e Building the technological infrastructure
The National Health Authority works in
close coordination with other ministries
and government departments, the private
e Developing models for self- sector and civil society organizations. The
financing within the ABDM multi-stakeholder mechanism through which
the program operates includes the following:

e Creating a national digital
health ecosystem

The National Health Authority
is also tasked with: 1. The National Health Authority is the

implementing agency for PM-JAY and is

responsible for the overall management

and program performance. It provides

technical support to the States/Union

e Developing strategic partnerships with Territories on program implementation
private sector and civil society bodies

e Implementing policies and decisions
approved by the Mission Steering
Group and Empowered Committee

Figure 4 ABDM Stack-Modular and Interoperable
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Source: ABDM Handbook (2022).
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2. State Health Agencies have been
set up by each state and have full
operational autonomy and respon-
sibility to ensure that the program
is effectively implemented

3. Insurance companies are responsible
for providing health insurance cover-
age to beneficiaries, managing claims
and reimbursement process(es). They
are selected through bidding and are
paid a premium by the government
for providing insurance coverage.

4. Health care providers: Private
and public health care providers,
such as hospitals and clinics, are eli-
gible to participate in the program
and provide health care services to
beneficiaries. They are required to
follow the standard treatment pro-
tocols and the quality standards set
by the National Health Authority

Central
Government

State
Governments
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Program
Managers
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Admin- =
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Figure 5 Stakeholders in the ABDM Network
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5. Technology providers are responsible
for developing and implementing the
platform being used for the program,
such as mobile apps and web portals,
which serve to ensure seamless imple-
mentation and reduce the chances of
fraud and abuse. These partners are
mainly from the private sector and are
recruited at competitive market rates

Figure 5 highlights the range of stake-
holders present within the ABDM network,
their roles in supporting patients and cit-
izens to get comprehensive health care.

Scaling considerations and
sustainability

The ABDM was launched as a pilot on 15t
August 2020 in six Union Territories of India,
namely Andaman & Nicobar, Chandigarh, Dadra
& Nagar Haveli, and Daman & Diu, Ladakh,
Lakshadweep and Puducherry, with the aim of

Hospitals,
Clinics

Labs,
Pharmacies,
Wellness Centers

R :
) § r:;:?srs

Health Tech
/ Companies

Healthcare Doctors:
Professionals Modern Medicine,
AYUSH

g Other
Partners/NGOs g | Practitioners

Source: ABDM, 2023.
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Strategic alignments as a part of service delivery reform and to
implement change:

¢ Distributed: Health care delivered not only in fixed facilities, but also in
workplaces, communities, and people’s homes by a wider cadre of health
workers, including patients themselves and their caregivers

Connected: Share data with each other and systems outside of health care
and be available to health workers and patients on mobile devices

Continuous: Health care to serve people during the 5,000 waking hours
of the year, not only the 15 minutes they spend in a fixed facility

Human centered: Health care to put the patient and their
caregivers at the center and empower health workers

Decentralized: Decision-making to be less concentrated and put more into
the hands of local leaders, health workers, and ultimately patients

Collaborative: Health care to seamlessly combine the insights
of non-experts, experts, and non-human agents

* Responsive: A system that automatically adapt itself to new data and new diseases

Digitalization is a key ingredient of this transition within the health system to
ensure better service delivery and to strengthen core public health functions

DIGITAL-IN-HEALTH FLAGSHIP PROGRAM

establishing a national digital health ecosys-
tem by creating an online platform, enabling
interoperability of health data within the health
ecosystem to create longitudinal electronic
health records of citizens and facilitate delivery
of health services through this digital health
ecosystem. To date, three key registries
namely the Health UID, Health Professional
Registry, Health Facility Registry, and digital
infrastructure for data exchange have been
developed and implemented in these Union
Territories with an estimated budget of $6.4
million.

To enhance program coverage, the 2023
budget allocation to NHA has been increased
by 70 percent, and each State Digital Health
Mission has been tasked with implementing
ABDM within their respective territories. The
State level scale-up plans were/ are in the
process of being developed and they include
the development and/or updating of state spe-
cific technology and infrastructure that builds

on central principles of ABDM, national poli-
cies, regulations, and standards. The state is
responsible for the capacity building of health
care professionals to enable them to be able
to lead and implement, as well as conducting
the overall monitoring and evaluation of the
program in their respective states. A total of
31 states are making steady progress towards
building a comprehensive digital health eco-
system. As of August 2023, about 293 million
digital health records have been linked to the
ABHA accounts of individuals and 442 million
citizens have generated their unique ABHA
allowing them to access and manage their
digital health records anytime, anywhere.
They can also access paper-less digital health
services under ABDM. The digital linking of
individual’s health records with ABHA is being
carried out extensively across different health
facilities of the country with the support of
State Governments.
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To ensure greater uptake and sustainability,
the government intends to conduct public
awareness campaigns to encourage indi-
viduals to enroll in the program. These will
target those living in rural and remote areas,
and the economically weaker percentiles. To
ensure those who are unconnected, margin-
alized, remote, tribal, and digitally illiterate
are reached by ABDM, specialized systems
and offline modules are planned. The network
of Panchayati Raj (local government) institu-
tions with support from the frontline health
workers, Accredited Social Health Activists and
Anganwadi workers will facilitate this last mile
outreach. In addition to the necessary infra-
structure, the program will require an increase
in the number of digitally trained health care
providers and insurance companies to provide
quality care to the increased number of indi-
viduals. Improved partnerships with private
health care providers are planned to reduce
the financial burden on the government and
to improve the quality of care provided under
the program.

Enablers and Challenges

Enablers contributing to the success of the
ABDM include:

1. Creation of innovative technologies
and leveraging these to enhance
quality of care and health service
delivery. The ABDM’s digital eco-
system includes a set of digital tools,
systems, and platforms that are used
to implement and manage the health
program. These tools include a vari-
ety of: (i) Mobile Applications used
for beneficiary identification, eligi-
bility verification, and for accessing
health services; (ii) Web Portals: used
by health care providers, insurance
companies, and government agen-
cies to manage the program, including

. DIGITAL-IN-HEAETH COMMUNITY OF PRACTICE
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enrollment of beneficiaries, reim-
bursement of claims, and monitoring

of program’s performance; (iii) EHRs
used by health care providers to store
and manage the health information of
beneficiaries, including their medical
history, treatments received, and test
results; (iv) information systems like
‘e-Hospital’, which is a cloud-based
Hospital Management Information
System to connect patients, hospitals
and doctors on a single digital platform;
and ‘e-Shushrut’, incorporates an inte-
grated computerized clinical information
system for improved hospital adminis-
tration and patient health care. It also
provides an accurate electronically
stored medical record of the patient;
(v) telehealth and remote consulta-
tion services which includes video and
tele-consultations and e-Sanjeevani (a
web-based comprehensive telehealth
solution that facilitates doctor to doctor,
and patient to doctor teleconsultations);
(vi) Payment systems used to manage
the payments to insurance companies,
health care providers, and technol-

ogy providers, for example Paytm and
Unified Payment Interface (vii) ‘Scan
and share’ uses a QR code-based token
system to manage queues at hospital
counters and streamline the outpatient
registration process in large hospitals.

In addition, there are several other
user friendly and clinical decision
support systems that are under
development and have the potential
to overhaul the health care sector
of India. Some of these include the
Internet of Medical Things to digitize
and connect all critical care units of a
hospital such as the ICUs, operating
rooms, ventilators, navigation sys-
tems and artificial intelligence with
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advanced diagnostic capabilities and
remote diagnosis, 3D printing tech-
nology, robot assisted diagnosis and
treatment of diseases, including min-
imally invasive surgeries, wearable
health care devices, etc. is planned.
The ABDM leverages these emerg-
ing technologies by using Block Chain
technology and tracks their develop-
ment and updates via the Innovation
Wing in the National Health Authority.

2. Establishment of a standardized
digital health care ecosystem that
supports stakeholders to connect
in a trusted environment. The digital
ecosystem under the ADBM provides a
conducive and interoperable platform
for all the above-mentioned applications
to work together seamlessly via differ-
ent digital pathways through the Unified
Health Interface. The Unified Health
Interface enables all health care service
providers and end-user applications to
interact with each other on its network
and provides a seamless experience
for service discovery, appointment
booking, teleconsultations, ambulance
access, and more. The Unified Health
Interface is based on open network
protocols and can address the current
challenge of different digital solutions
being unable to communicate with each
other. Moreover, it gives the stakehold-
ers a trusted environment, promotes
innovations to enhance quality of care
in an efficient, transparent manner. The
Government of India has also routinely
allotted a sizable budget for technolog-
ical advancement and digitization in the
health care sector. Digitization of health
care records is key for making the
benefits of the new technology more
scalable, and the Union Budget has
made provisions for a planned rollout

DIGITAL-IN-HEALTH COMMUNITY OF PRACTICE
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of the digital registries, ABHA numbers,
consent framework, and others that aid
in universal access to health facilities.

Development of succinct policies,
strategy, regulations, and stan-
dards for a unified digital health
ecosystem. A series of policies,
guidelines, regulations and standards
across all levels and core components
of the ABDM have been developed
and operationalized/deployed and

are regularly updated with a view to
strengthening the digital health care
infrastructure. Some of these include:

e ABDM Strategy Overview and
Action Plan: presents the broad
context, scope, rationale, key
constructs or building blocks,
implementation strategy, outcomes,
and institutional structure for
developing a digital ecosystem for
health care services in the country

e National Digital Health Blueprint
lays out the framework of key
building blocks essential for the
evolution of the National Digital
Health Ecosystem. It recommends
a Federated architecture, Universal
Health ID, Electronic Health records,
Metadata and data standards, Health
informatics standards, Registries
for Non-Communicable Diseases
(NCDs), Directories of Providers,
professionals and paramedical(s),
Legislation and Regulations on Data
Management, with focus on privacy
and security, and data analytics

e Guidelines and strategies related
to the digital infrastructure
across the different levels of health
care. These guidelines ensure that
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the requisite digital infrastructure
is in place, is regularly maintained
and upgraded. There are policies
related to the availability of
technology and the connectivity of
health care providers, for example

e Development of technical
standards and regulations
to ensure that the technology
and different applications used
meets the required standards for
security, reliability, and privacy

e Hardware guidelines for states
and health care institutions

e Interoperability guidelines
to ensure that digital tools
used under the program can
communicate and exchange data
with other digital health systems
used for e.g., EHR etc. This
helps to promote innovations,
contribute to quality of care, and
long-term program sustainability

e Data protection and privacy
policies and strategy outlines the
minimum standards for data privacy
protection to be followed by all a.
participants/stakeholders of ABDM.
There are a set of robust laws to
protect digital data for e.g., Health
Data Management Policy. These
laws help to promote and implement
e-health standards, protect patient
privacy and security, and regulate
the storage and sharing of EMRs

e Data Management policies
and regulations ensure that
data generated is stored, used,
shared, and managed securely

DlGITAL—INQHEAL'i’H COMMUNITY OF PRACTICE

and efficiently, and it is used

to improve the quality of care
provided in line with the privacy
and security data standards

Apart from developing policies specifi-
cally for the digital health architecture,
additional guidelines and regulations
are developed by the health sector

to ensure that quality of care meets
the PM-JAY standards. Some of this
includes standards for health care
providers, insurance companies, tech-
nology providers, and for the quality of
care provided to beneficiaries. There
are also policies related to the financial
sustainability of the program, effective
and efficient use of resources, preven-
tion of fraud and abuse, monitoring
the performance of health care provid-
ers, insurance companies, technology
providers, and program evaluation.
Together these policies and regula-
tions help to ensure the transparency,
accountability, and efficiency of pro-
gram. These are continuously reviewed
and updated to ensure that they are
aligned with the ever-evolving needs
of the beneficiaries and the program.

Public-private partnership is the
nucleus of the ABDM and has
played a pivotal role in its evolve=-
ment. The private sector plays a
pivotal role in the establishment

of the ABDM’s comprehensive and
interoperable digital architecture. The
private sector has joined hands with
the National Health Authority and

is involved in the following ways:

o Technology providers: The
private sector through “small
start-ups” and “developers” is
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Some of the key challenges faced
under the ABDM include:

involved in the development and
implementation of the technology

platform, and other innovative e Uncertainty related to private

DIGITAL-IN-HEALTH FLAGSHIP PROGRAM

applications like the mobile apps,
and web portals to ensure seamless
implementation and reduce the
chances of fraud and abuse

e Health care providers: Private
health care providers, such as
hospitals and clinics, are eligible
to participate in the program and
provide health care services to
beneficiaries. They are required
to follow the standard treatment
protocols and the quality standards
set by the National Health Authority.
The private sector also plays a role in
building the capacity of health care
providers and improving the quality
of care. This process is currently
a bit slow with only 5 percent of
private sector hospitals participating.
Data security concerns relating to
the use of sensitive and confidential
data from HIV, AIDS, and TB
patients, for example, there is a
reluctance to participate in ABDM

e Private insurance companies:
provide health insurance
coverage, manage claims and
the reimbursement process.
They are selected through a
bidding process and are paid a
premium by the government for
providing insurance coverage

Through a stakeholder engagement
plan, the ABDM informs,
communicates and problem solves
with the private sector in an
efficient and consultative manner.

DFGITAL-IN:QEAL'i'H COMMUNITY OF PRACTICE

sector engagement: ABDM has
provided guidelines for public-
private partnerships. In this short
implementation period, though

the private sector and insurance
companies have worked well within
the ABDM network, there are some
concerns on the inclusion of private
sector beyond the technology
related companies and startups.
Clarity is needed on how to increase
the engagement of private sector
hospitals, and integration of small
clinics and independent doctors

into the ABDM ecosystem. While
there are many advantages to

the partnerships with technology
companies and start-ups, there have
been several implementation and
technical challenges encountered.
Some of these issues include data
security, data privacy, and challenges
integrating ABDM with private
sector hospital software persists,
incentives for the private sector

to merge with the ABDM and the
need for a legislative framework

to ensure their cooperation in a
national mission are required

Need to strengthen data privacy
and cybersecurity across

the ecosystem: It is widely
acknowledged that the program has
strong multiple gateways to ensure
data privacy and cybersecurity. At
the entry point, the 14-digit UID
format is the same for individuals,
service providers and health
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facilities. This format makes it
difficult for hackers to penetrate;
and even when a theft is successful
it would be difficult to gauge the
type of data. Additional steps that
have been put in place include strong
data privacy and cybersecurity laws
and regulations that specify that
health data should not be stored in a
government owned cloud or server.
The data stays at its original source
and can be retrieved as and when
needed, but only after obtaining

the patient’s consent. Despite all
these robust data privacy and
cybersecurity safeguards, there is
concern among private sector service
providers that the health insurance
companies can still access patient
information simply by virtue of being
in the ecosystem, analyze disease
trends, and then use this information
to increase insurance premiums, To
ensure additional safety, there is
also a need to encrypt stored data,
distribute this data across various
independent servers to prevent the
original sensitive data from being
recovered by hackers and tag the
encrypted data to ensure proper
authentication and consent from

the concerned authorities. Though
the consent of an individual is being
taken to access and store data it
must be made mandatory, and
additional consent needs to be taken
to anonymize personal information
so that it can be included in public
datasets. The consent for sharing
anonymized data needs to be taken
at grassroots levels, such as at the
health care facility, and service
provider levels. These anonymized
indices can then be made public to
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help detect patterns, trends and
used for other statistical analysis

Need for incentives to enhance
compliance: According to a recent
report titled ‘Leapfrogging to a
Digital Healthcare System (FICCI,
2020)’, it is estimated that there

are over 500 software providers

who provide HMIS software to
hospitals and the adoption of EHR

in India is less than 10 percent and

is characterized by fragmentation
and low digital penetration. Adopting
ABDM requires doctors to write
prescriptions on their laptops/
computers/tablets, which is a

huge behavioral change. Given the
workload on them, incentivizing them
to use computers and laptops is a big
challenge that needs to be addressed
through awareness campaigns. The
same is true for other healthcare
professionals like nurses, pharmacy
etc. In such campaigns, efforts are
being made to show the doctors and
healthcare staff the advantages of
ABDM: time saved due to prefilled
prescriptions, ability to quickly look
at records chronologically rather than
searching paper records. To address
this issue a Digital Health Incentive
scheme has been developed to
provide financial incentives to health
facilities, diagnostic laboratories,

and Digital Solution companies to
enhance adoption of the ABDM

Need to address inequities: In
many hospitals, particularly small
hospitals, there is lack of investment
in computer hardware and digital
storage space in health facilities,
which are prerequisites for ABDM.
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At some remote places, internet
connectivity issues also exist

e Financial sustainability: There
is a perception that the ABDM is
expensive, and it is not clear if the
government can bear the cost of
the entire program rollout, hence
the financial sustainability of the
program remains an area of concern

In short, additional work is needed to
secure public trust for more citizens
to continue to enroll into the program
allowing it to reach critical mass

and offer better value for money.

Advice for others

ABDM is an ambitious program that has the
potential to revolutionize health care access in
India. During its short implementation period,
the mission has brought to focus several effi-
ciency related concerns to the fore that create
challenges the health system and were exac-
erbated by the pandemic. The program has
been able to bring about large-service deliv-
ery reform and has overhauled the country’s
health care data systems. Some of the key
lessons learned from ABDM'’s short implemen-
tation period include:

1. It is a voluntary scheme and relies on
the trust and consent of its citizens.
The mission is built on principles of
fundamental rights and other legisla-
tion such as the IT Act 2008, and the
Aadhar Act. The Digital Personal Data
Protection Bill 2023, under discussion
in the Parliament, will provide safe-
guards for personal data protection
and processing. It is also informed by
core democratic principles of coop-
erative federalism and is presided
over by Supreme Court judgements
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2. India has adopted an incremental

and a phased approach to implement
ABDM. This approach allows for feed-
back loops and lessons learned from
each phase, are utilized, monitoring
results and experiences of the early
adopters for further improvements

. Instead of one standardized, centralized

system, a multi-stakeholder approach
has been adopted and the national
e-health system is flexible to adapt
to the needs of the various stake-
holders at all levels yet weaving them
together under one common platform

. A national strategy exists that guides

the adoption and implementation of the
Mission. This strategy is tailor-made
for each region and considers their
strengths, weaknesses and adapts

well to areas which are remote and/

or have poor digital connectivity.
Furthermore, the strategy recog-

nizes that digitization process will take
many years and has scope to incor-
porate new advances in technology

5. The government has invested in

establishing the required digital eco-
system, such as information system
architecture, clinical coding and stan-
dards, process harmonization and
information governance as a core
foundation before moving on to the
implementation of the technology

. Instead of focusing on the devel-

opment of an IT system, the digital
health program is linked to the Primary
Health Care system and focuses

on the end goal of delivering qual-

ity health services for all. Changes

are made to clinical protocols, insti-
tutional culture, and administrative
workflows with digitalization

215



DIGITAL-IN-HEALTH : UNLOCKING THE VALUE FOR EVERYONE

@

DIGITAL-IN-HEALTH FLAGSHIP PROGRAM

216

AYUSHMAN BHARAT DIGITAL MISSION’S INTEGRATED DIGITAL HEALTH ECOS

THE FOUNDATION OF UNIVERSAL CITIZEN-CENTERED HEALTH-G/

7. A network of stakeholders across all
the core components were engaged
in the design and implementation of
the ABDM using a public-private part-
nership model. Under this model, the
roles and responsibilities of each stake-
holder in the whole ecosystem are
clear and well defined. Stakeholders
include the government themselves,
policymakers, private health providers,
allied private entities like health tech-
nology companies, doctors, NGOs, and
various administrators like program
managers and regulators. This arrange-
ment addresses some of the earlier
challenges that the government had
with the private sector regarding pay-
ments. The government, through the
involvement of multiple stakeholders
and the private sector, has now estab-
lished effective payment mechanisms
across the ABDM platform to reconcile
bills and pay health care providers

8. Public-private partnerships with tech-
nology companies, startups and private
hospitals are an integral piece of the
ABDM’s strategy to streamline health
care processes. Technology companies
play a pivotal role in innovation and the
creation of new digital health solutions.
The ABDM keeps the platform up to
date which means it complements the
private sector technology that plugs
in to it. This technology is regularly
updated and upgraded, but issues of
data privacy and cybersecurity still
need to be addressed from time to
time. Newer technologies like Artificial
Intelligence, the Internet of Things,
Block Chain (Blockchain Technology
can guarantee that the data that is
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created is encrypted and cannot be
altered), and Cloud Computing are
also being explored to make the ABDM
more efficient and effective. Unlike the
partnerships with technology compa-
nies that are more well established,
partnerships with private sector hos-
pitals are still in their nascent stages
and will continue to evolve with time.

9. The UIDs for individuals, service pro-
viders and health facilities are the key
to interoperability across the entire
digital health ecosystem. It also serves
as the first step in ensuring data pri-
vacy. To further enhance security, the
government has developed data man-
agement and sharing standards which
are governed by a robust legal system

10. Under the ABDM, all digital services are
available in various regional languages
and have been designed in ways to

make them accessible and user friendly

-

11. The government is currently work-
ing on @ mass awareness raising
campaign to promote the use of
ABDM and generate demand

12. The expansion in health insurance
coverage to reach over 500 million
people makes PM-JAY one of the larg-
est health insurance programs in the
world. It is critical to providing finan-
cial protection for the economically
weaker sections of the society in case
of medical emergencies. It alleviates
poverty stemming from high out of
pocket health expenses. The scale of
the program is extremely impressive
and other countries have much to learn
from this huge mobilization effort.
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INDONESIA'S VISION FOR DIGITAL HEALTH

Indonesia’s Challenges and Vision for Growing Its Digital-in-

Figure 47
Health Vision
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Technology and data are integral to global daily life, including in the health sector. As health systems
face increasing demands to deliver new, more, better, and seamless services affordable to all people,
data and technology are essential. Digital technology can strengthen health systems, improve health
financing and public health, and increase reach for underserved populations. With the potential and
perils of innovations like artificial intelligence, the future of health and health care is expected to be
technology-embedded and data-linked.

The “Digital-in-Health: Unlocking the Value for Everyone” report presents a new way of thinking
about digital health investments expanding the focus from digitization of health data to integrating
digital and health as one: Digital-in-health. The report proposes ten recommendations across three

priority areas for governments to invest in: prioritize, connect and scale.

Together with the report the Implementation Know-How Briefs that can be downloaded ,are
practical guides for countries to implement the ten recommendations. Every Implementation Know-
How Brief provides a general orientation with key terminologies and a practical guide on how to start
planning and implementing the ten recommendations:

Digital health assessments Data governance for health data

Telemedicine and virtual health care E "j-‘:* E Cybersecurity for health sector

‘I
Private sector involvement in digital F.'.i Digital health records
health :I r |.

. 9 Determining value of digital technology

Interoperability in health sector in health
Workflow mapping for digital Certification and regulatory sandboxes
technology (re)design in health systems for digital technologies in health
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https://openknowledge.worldbank.org/entities/publication/61d80913-083f-41e7-81e3-0eb79843056d

