Security Policy & Privacy
with
Microsoft Azure Cloud
Microsoft Azure Cloud applications can ensure highest grade security by incorporating Authentication,
Authorization and Policy/Governance. Azure Active Directory is a comprehensive identity and access
management cloud solution that provides a robust set of capabilities to manage users and groups. It
helps secure access to on-premises and cloud applications, including Microsoft online services like Office
365 and many non-Microsoft SaaS applications.

Bring your directory to the cloud for Office 365 and beyond
Bring enterprise directory and identity management to the cloud with Azure Active Directory.



Centrally manage employee access to Microsoft Cloud
Services such as Azure, Office 365, Dynamics CRM
Online and OneDrive
Integrate with thousands of non-Microsoft cloud
applications

Simplify user access to any cloud app
Enable single sign-on to simplify user access to thousands of cloud applications from Windows, Mac,
Android, and iOS devices.



Simplify and enhance user experiences by eliminating multiple
credentials
Single sign-on enables seamless interop across various
applications

Protect sensitive data and applications
Make use of industry best practices around security and privacy to ensure that your applications are
secure.





Azure Multi-Factor Authentication prevents unauthorized access
to both on-premises and Cloud applications by providing an
additional level of authentication.
Protect your business and mitigate potential threats with security
monitoring and alerts.
Use machine learning-based reports that identify inconsistent
usage patterns.

Enable self-service for your employees
Drive down costs while empowering the 21st century ‘knowledge worker’ by enabling delegation of
control and collaboration.



Delegate important tasks to your employees, such as resetting
passwords and creating and managing groups.
Provide self-service password change and reset and self-service
group management.

Integrate with Active Directory (On Premise)
Extend Active Directory and any other on-premises directories to Azure Active Directory to enable single
sign-on for all cloud-based applications.



User attributes can be automatically synchronized to your
cloud directory from on-premises directories
Plan a gradual migration to the Cloud, ensuring
maximization of ROI on legacy systems

Get enterprise scale and SLA
Active Directory Premium can provide the level of scale and reliability required by the largest
enterprises.



High availability service with 99.9% SLA
Hosted in globally distributed datacenters

